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Product Overview

The Juniper Session Smart
Router’s Advanced Security
Pack integrates security
functionality into the routing
fabric. The unique, state-of-the-
art security offering provides:

to prevent access
to and from specific sites and to
meet special business
requirements

An

(IDS/IPS)
to protect against advanced
malicious attacks.

An extensive Intrusion Detection
and Prevention (IDP) signature
database for state-of-the-art
protection against the most up-
to-date vulnerabilities.
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Product Description

Juniper® SD-WAN driven by Mist AI™ has built-in capabilities to provide sophisticated
security services from every router in the network. The solution uses the Session Smart™
Router (SSR) and includes deny-by-default access based on application policies that ensure
zero-trust access control to the networking fabric.

Built on Juniper’s patented Secure Vector Routing (SVR) technology, this guaranteed secure

coupling of users and their applications is unique in the industry. The tunnel-free protocol
enables a 30% to 50% reduction in bandwidth costs, and includes an adaptive encryption
feature, ensuring that the user experience is not sacrificed as a result of needless double
encryption and overhead.

Juniper® Session Smart™ Router’s Advanced Security Pack (Figure 1) integrates further
security functionality into the routing fabric:

» URL filtering prevents access to and from specific sites and to meet special business
requirements.

e An Intrusion Detection and Prevention System (IDS/IPS) protects against advanced
malicious attacks.
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Figure 1: Foundational SSR router security and the Advanced Security Pack



https://www.juniper.net/us/en/solutions/sd-wan.html
https://www.juniper.net/content/dam/www/assets/white-papers/us/en/routers/session-smart-routing-how-it-works.pdf
https://www.youtube.com/watch?v=SA8D2WNO0v4&t=13s
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These features eliminate the need for additional security appliances
at the branch, providing this enhanced functionality within the
Juniper Mist ecosystem of Wired, Wireless, and SD-WAN. If more
cloud-integrated security is needed, customers have the option of
adding the Juniper Secure Edge to the environment.

Features and Benefits

The IDS/IDP and URL filtering functionality in the Advanced
Security Pack is made possible with the following features:

o Policy establishment maps the policies for networks and their
users to applications and destinations; this ensures that
applications can only be accessed by permitted users

* Event filtering and capturing provides information on attacks
and their threat levels; operators are continually aware of
current security attacks and threats

» Signature database mapping provides further information on
vulnerabilities, along with how to apply appropriate protections

Wherever you are in your security journey with Al-Driven SD-
WAN, Session Smart Networking functions will add the needed
features for your evolving needs.

Establishing Policies

With the Advanced Security Pack, policies are established for all
network users and outside resources; examples include applications,
services, and web sites (Figure 2).
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Figure 2: Policy to Restrict Social Media Access for Corporate Employees



https://www.juniper.net/us/en/products/security/secure-edge.html
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Filtering and Capturing Events

The Advanced Security Pack filters and captures relevant events (Figure 3).
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Figure 3: Captured Events from IDP and URL Filtering

Matching Against a Signature Database

These events may be matched against a signature database that contains definitions of attack objects and application signatures defined in
the form of an IDP policy rule set (Figure 4). This rule set is updated regularly by automatically downloading the latest definitions and
application signatures.
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TROJAN: Back Orifice 2000 Client Connection
Short Name TROJAN:BACKORIFICE:BOZK-CONNECT
This signature detects connections between a Back Orifice 2000 (BO2K) client and server. This
indicates that a BO2K client has made a successful connection to a server that is listening on the Severity Major
standard BOZK port. It allows a remote attacker to take control of the infected host.
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The web server supplied with the QNX Voyager demo disk contains several vulnerabilities. First, Action
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Voyager to serve pages outside of the "document root”. Another vulnerability is that the web server
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including protected files and special /dev entries. As well, due to the integration of the web browser
and web server, information used by the Photon GUI is easily exposed by requesting files under Standard Ports TCP/6000-10000,31337
/.photon/. Additionally, htmi files generated by the web browser (error messages, for example) and the
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Figure 4: IPS signature for a detected vulnerability
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The SSR router is thus able to provide cutting-edge security
solutions for your network. When vulnerabilities are discovered,
you can either have your router alerted to the vulnerability or block
the traffic. This provides you with the network protection you
require, without the need to purchase specialized appliances that
add complexity.

Meeting You Where You Are

Juniper Networks wants to meet you where you are when it comes
to your network security. The Advanced Security Pack can thus be
installed standalone or alongside a Juniper Networks® SRX Series
Firewall at your branch or data center.

The Advanced Security Pack can also be used to help you with your
SASE Journey giving you protection in the branch or data center
before easily offloading that traffic to an SSE such as the Juniper

Secure Edge.

Ordering Information

To order the Advanced Security Pack and access software licensing
information, please visit the How to Buy page at https:/
www.juniper.net/us/en/how-to-buy/form.html.

About Juniper Networks

Juniper Networks brings simplicity to networking with products,
solutions, and services that connect the world. Through engineering
innovation, we remove the constraints and complexities of
networking in the cloud era to solve the toughest challenges our
customers and partners face daily. At Juniper Networks, we believe
that the network is a resource for sharing knowledge and human
advancement that changes the world. We are committed to
imagining groundbreaking ways to deliver automated, scalable, and
secure networks to move at the speed of business.
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