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IFC&IC

BFDXY b T—I TIE ESARAENROSNTVWET, ZOBHICHLT B8 V1 /N =%y b T—YASRXY =X H—ER 5=+
AHBERCIV) X =A== VAR E— R TIHET BEORECEX T IV TAZE—FRTIE. TN\ARAORT7 = HEEESE L B
—D/—RELTIMET BEORETEE T, CDREICKI. TNAAAVETI—RA  BLUT—ERALNITCREMERBLES. V1=
JX—%w kT—-ZJunos® OSU—R9.0LETIE. ¥+ — 75 A2 HBEICLBHA (High Availability) ®ISD Y1 Z/8—% v T—0 R
=X H—ERI—Z—BLUSRXV)—X H—ER T = ITA( HEATEELT, ) —XTlE. TOEAEEFI B TESDDIE. Junos OSD
A==V 3 VIBRETNE T, Junos OSU—R.5TIE T Z Y FRAFSRXY—X H—ER 5 — kI DEAITHEN H5DS
TZUFAFSRX) =X FINA ATHAR Y R— N TUVET,

XEDEHM

FEZDEMNELT HIRBEPRT EOEBEBLLEICHAY Y —V ISR ZBEEICDVWTHER T AT ENBITONE T, Ffe. —fRE1—
AT —AR, TJ1Z/N—% Y FT—4ZScreen0S®Y 7 b 7NSRP (NetScreen Redundancy Protocol) DEIREDIERESE DREEEMIC DL
THHBLET,

Jet LDE BRI

TNARABORAAEIE. T2 — TS5 ARBORGHERITHEIPAG TEDN TEL T FICEERD H 2 DS KIREG EES 7 XRIE
ICEE-EEMDT A M T SR B CT HARBEZ ER I AL T IV 2—T A XRE TR T INA APEROBENREL 5
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N—Foz7EH

DS ARBAICEICET VDIV =X vFa217)b—2—H2H (22— v T —9RJ2320 —E R )IVb—%2—_)2350—E R )L—
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- 70— SDJunos OS 9.0L& ) —X £F27IL—2—DIFE)
. Junos OSU—X9.5L% (SRXV)—X H—ER#F—rIxA DIHBE)

SBAEE AT FUF

TINARBDYV v =20 ARNE T IO TA T/ INy Y TR Z T 0T 4T/ 7074 TRDEBSDYF A TEEATEE Y, Junos OSTl.
IEAFRIV—T 4 T DY FIFICHAY Z AR ZBIMLTER CEE . AELAKICD > T I— FOBAIEBN T HEEBIEATFUAITD
WTEBELTVWE TS,

KERESRER

HAKEEIE, 2= /N =2y T =AMV =R RIVFH—ERTvI IV —2—BLOTIV—X A7 IV—2—ICRBIICEA TN R
BEICHEWNTETIMEENE LTz, £ Junos OSOREMDHMEHC DV CEEICHBLE T, COHBEREZ T T/I\1ADTS A2k
BRLTC. COETIVAEDESITHEATN SO EBEE EDHE T, Junos OSIFAV M A—ILTL—VET—2 L — U ENET B3Rt =RALT
WBDT.TEEIFCOmMADT L — THEE T DRENBYIE T, Junos OSTlE. I bA—/L T L —IERE (Routing Engine) Ic&>TE
BENETREE (TETELBEDTTERID) IV—Ta 0V BLUGEEDOHEERAERTLE T, I O— LT L —VHERENS L.
Junos JV—B—_ETRETNTUWBRPFE (Packet Forwarding Engine) ICEX T MIN T vadnEd, KIS PFER)IL— FR—ZD
W7y THERITUT REILKTET BT L BN\ FOBYRFE A RE LE T, KNI, 2D Junos OSDERE/NNS A A LATRICESESD
TWET,
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Junos OSOTTRMET IV

— o=V L=
Pl AV
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X1:Junos OSOTTRIEET IV

Junos OSTIE. J'L—A 71V AR —FRNSR (Nonstop Active Routing) Ik, I bA— IV L—>D T A )vA—IN\—HBEIRET T, fil
BOBE I —2—E QA rO— VT L - DEEEEET L —VICEEERIFEEVDT) T2 7L — VTS0 v DEEE T U
AS. aArba—ILFL—2OEEE XY M T—7ICBHLE T, BEST DI —2—HF LV BHEBRER L TV BREE. Xy FT—7 Tl
BRHPDI—2—DERIMRGEENE T (Grace Peroid) . CDTFUATIE N\ v o7y TRECER AN EHEINE TN I O—)L
TL—rDRITREGBHEENE B A BERTIE NNV I T Y TRECIV—T A V7 /R T — T IV E IR CBHEITZREHLHIET, /R
My TIW—=FTA VT TR IN—TA VT IV I VREDAT— L T r— a3 BRERMERENE T, CDIFE. /\v I 7 v TREIE XY kT —oH
SOEZEEZTTICN—2—E0Y  O— VT EOT BEEBFD/V—2—Aa  O—IL L -V OBRELEBNITEBLE S, IV—T1
70D T—2T L — OBEEENIEY 52— T RRKDIV—FT+>4 703/, VRRP (Virtual Router Redundancy Protocol) . &
TeldENA V2 71— REFRL MDA V2 TT—ALSD IS T4y & FBTHIET. A VE2TI—A PFE.BLUFPCO 7 A )VA—
N=DEBENE T IV —X JV—R2—TIv—2 S5 AZ2ERFT BRI Junos OSTIE FEDETIV (Fe el /Y ANy T Iv—F 425
AT—=bo Ty —2a0 &R BRBALTCR2ITRT LS. AV ba— )V L= DR EEEEERELTVET,
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K2: TINARISRZ

V=S AZERETIE 28D T INAZAD TS A2 FR—FLTHV BIDRITRT K3 TNNA A2 DODFERESREELE T,
=TSRRG NERTINA ADSET TR ZBEBENSE. —DDTNAAELTRHBEINE T, /SR 2 EEEEBEICT BE.node 0ED
BHREER T BH. 7 FXZ2Dnode DA 271 —ABENBREINET.FHITZETIUSCTOZRZLTEZDIE RALET
DT INA ZADREEWVWSHIRE) VAT LFPCOEFEE A 32 7T —ADTDFPCEICIIE I B C.node MEID 1 271 —XABEHEHR
EETNEY (SRXVU—ATIE AV R—RDR—k & FPCICH ST HEPIM (Physical Interface Module) 20w k) , LTe B2 T 2BDSRX
) =X BG5S XE2 T BIHE. 23201 IFFPCOE L THAET B R T LR—RIT3DDOPIMR O b E4DDIERGHER— FHEEHEINTL
ADT.node 1DA R T1—AESIIge-4/0/0~ge-7/0/0L L TBRETNE T UTORICAVZTI—RBESOBREDFRELE
HTVET,

RIAVEZTI—RABSDEHRE

|BES0BREBDELK |[node 01 R%EV 2% [node 11252 %
12320 4 ge-0/0/0 ge-4/0/0
J2350 5 ge-0/0/0 ge-6/0/0
14350 7 ge-0/0/0 ge-7/0/0
16350 7 ge-0/0/0 ge-7/0/0
SRX100/SRX110 1 fe-0/0/0 fe-1/0/0
SRX210 2 ge-0/0/0 ge-2/0/0
SRX220 3 ge-0/0/0 ge-3/0/0
SRX240 5 ge-0/0/0 ge-5/0/0
SRX650 9 ge-0/0/0 ge-9/0/0

IS AZKEBENERICED L TXPO. fxpl. BLUTabA V2T —AD VAT LICE > TERENE T, 75w b 74— LIS C T fxp0&fxplH
WAV 27T —AICRYEVTENE T, DI VEVTIE. I —AITHRETCEFT Eh fabM 271 — A& - — I TRETEE T,
LFDORIC fxpOEfxpIDT Y EV I HEEDTVET,
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R2: M2 TT—AfxpOH L UfxplDT v EVS

FINAR |fxpO1 27T —R |fxplA 2 71— |fabA> 27—
12320 ge-0/0/2 ge-0/0/3 1—Y—F&
J2350 ge-0/0/2 ge-0/0/3 1—HY—FH
14350 ge-0/0/2 ge-0/0/3 1—Y—FH
16350 ge-0/0/2 ge-0/0/3 1—Y—F&
SRX100/SRX110 fe-0/0/6 fe-0/0/7 1—H—EH
SRX210 ge-0/0/0 fe-0/0/7 1—Y—F&
SRX220 ge-0/0/6 ge-0/0/7 1—Y—EH
SRX240 ge-0/0/0 ge-0/0/1 1—Y—F&
SRX550 ge-0/0/0 ge-0/0/1 1—H—F&
SRX650 ge-0/0/0 ge-0/0/1 1—H—EH

K2 TCRESEL e &SI fxpl (HAU V) I E O ZRZRD/ —RRETaY A=V L= OBEEFREICLE T, IxpOldEE TVt X EAHEIC
LEITHATRIGERAN T TV IICRESNE T, DFN A —TF RV MU EZTT—ATHDTENFIRTYT (WANA R T —RIEH R—k
RN o IXPOA VR TT—ADSRETNIE T T4V IIE VAT LARDMD A V2T —RICIFERE TN E B A fab1 V27— R T—
BTL—VEREN STy %TINA R TR T ZENTERATNE T, fXxp0B K UTxplA V2 71— REFEGY., fabar 271 —RIEY
ATLROEEZEDA =Y Ry MM UZTI—AIRYEV T TEET,
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COBEVIRAZAD/ —RDTIT4TTINARELTIRESN VTR ZI—T 4T D ELIRERITLE T, V7 AZDOERBITHELR W
ODDEBHFIMEBERV T AFEDWEBIETRAZ—RELEIFTRITENE T, TS5/ — R TBESNRETEE NNV ITYTTINARA
TIV—T AT HIBEF DIDIEBR 7T T4 1Tz AV b A=)V L — > DR | EHEE T,

F—R2TL—VORES IR BRI AERNESICEAIE T, V12 /8 —R Y N T—IAMV =X B LUOTI —X)b—2—ld 1y B
b 70w EmEERITLEYS, 7O0—DIERIIEELE T 7V T T GREDSEESNEXT—7IVDIE—E&ZPFETCRIELTVET,
X T — IV kY RPFERRMD Y AT LDPFEIKRTFE Tl S 71 v VX E RITCEL I, PFECEESAKEELBETEH. VAT A
ROMOPFEIZEEARZF$. I A=V T L —IEENEPFEIC NS Tr v OB BIL—T4 VI TEE T, TR LTIV —X £F27
W2 —HBLUSRXV =X H—ER S = I/ TIE. HE5DB N T v I EREL T 277747ty avDr—7 IV #HELTVE
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ARG DT TIT47/— R EOWEBA V2T —RERALT M7y DREE (BEIERED) RITLET,
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YTONET A V2 TI—RADEEHIEELBEITIEZ VAN IV—TDLEMEDS. ZDVTA MFIHINET, AV 2 TT—ADTT
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W—TTTIT14TIBIET ZFDRR.CDVEZVE VT IV—FITEENTWB A VA M =Y Ry b VR =T A RIETXTHFHLL
/=R EDA2TI—REFEALTES 71y DixfE%E BREIEZEDL) RITLE T LD > CEBERICE NS T v DIV —Ta VT H\E
HENE T NSRPICDWTHHI L TWBHE DA THNIE. RETHA VZ T —ABR T 1= /8—%w T—2AXScreen0OS MDY 7 Iz 7 \—
DT I\A ZVSI (Virtual Security Interface) EEIRDIEBE TH BT EE B O W EIF B TLED RETHA 2 71—k VSIEEIFRIC,
VSI/RETHD AV N—TH2BEZMEA 2 T71—ABTELIP7 FL AEMAC (Media Access Control) 7 RLREHELE T, UZ A
VAR TT—RAIE T A VA —/\—BFICGratuitous ARP (Address Resolution Protocol) Ayt —I%&FEL. %y T —V TldBE—0
AR TT—AELTERBEINE T, e L RETHEVSITIE LTFITR T KT WK DOHL DR ETEWVHHYE T,
- RETHA YR T71—RIFBIC BLRA TOYEBA—H 2w b V2 T1—X (fe-fePge-gefnd) EEATUVET,
< TOTATIEVSIOIBA VR TT—ABE I LIBE VSIEEICTIA VA —N\—%8H L E T, VLAV A — YRy bV 2—TT
A ZADIREEIE RETHABEEMIFSNT WA UL VAV NIV —T OBEEREEZDEE—BHLE T RETHA V2 T —RD 7771477154
BARTI—ADE TV LIGE RETHA V27 —RUEA TV LE T,
RS/ REA VR TI—ADEAFICBERGL Y aVBRIEFAHINE T ROV -T2 7a VG BEERDIV—T 0 T BICE
BTEET. ZLTC I =T 7araibE S R—FLTWEWS Y FIVGET INA ANDESBFCIE. CORNETIRT BTdH UZZ
A—HPRYMUVRZ—TIAADMRIEET,

D979 )5 =342 7—AELACP

Junos OS N.2LEETIE RETHA V2 7T —RAICLAGA VR TI—R T IV—THEAVN—=ELTEDDIEDNTEE T, ESIT LAGY IL—TIC
EENTVBYEA 2T —RAUE SRXV =X 4 =05 RAZDTARAVIN—E L THBETEET T, TOREBEIC K I TR R A IN—FE
THEERDT T+ 754384 > 42 71 —XAHDRETH (Redundant Ethernet) BLKUREZO /L USRP) ICEIITEX T,

JE—FN\T+—<ABER

Junos OSR—ZX DT /\1 Il RPM (Remote Performance Monitoring) #2179 218 H Y E I, RPMIL. ICMP, TCP. & fcl&
HTTPAERLTHRRANEER T 2/V—2— ECHET 22 A0 THI. VE—FRAMEERNICF v LT /Ny FOBKPELEDER S
SEOTORFEERFBLEYT, COBRIE HARSDT7 v TARN ) —LIV—2—%E18 95BN CERTEE I, ESITIPEZ R VT LD
FHEDRT. N\ IT v DA V2 TT—REBNCLIEY RPMHOSD T O—THRICEDWTTITATIV—T4 00 T—TIVICEBE A
T BTENTRICEVETS,

IPEZRUVY

IPEZZRU>J &, ScreenOSDTrack-IPHEEICHEE B Junos OSDBEEET T, TDREREICK Y. SRXIU—X TINA AT v TRAM)— LR
ArEEEL RPMTERINTVWASRIAMNDOABEICEDWTC IV =TI 7= IVICBNICEEEMZ AT EDAREICEYE T,

PEREY R—h LB
NSRP&ISRP (Junos OSTHERENS 7O R IIL) I, EE56FELY —ERE R T ZEMTRI TN IO L TT B BHEDEH
BRI B LY MO RAVET, OO LOE BV OV T UTFORICEEH TVET,
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K3 REELLE

Keae |JSRP |NSRP
tyavL Iy —ay [Z4A [Z4A
ALG (Application-Level Gateway) L 7)o — 3> [E [EW
NAT (Network Address Translation) v 3> L 7Us—3> [ [Z4%
IPsectvar L 7)) r—a> (KUY —~X—2VPN) [Z(A [Z{A
IPsectvar L) r—a> (Jb—kX—XVPN) [E [E
JL—EHE N/A =40
AVBITI—RAEZRIVY (=4 =4}
V—VFZRYY [AIAVS =4
IPEH/IPE=2>Y =3 =Y
RPM (Remote Performance Monitoring) =4 (A4
IR —T AT E® eV
BRDH [Z4% (RS
JL—RATIVI)RE— [Z4a (A4
LAY —2F—F [z 4%
IS RANERL

DXV TR IV —ADY v — S AR EHRET DIHEITWELGFIBOBZEICOVWTCHBLE T, X7 v 1H 531 RIERLELRF
JETY, CORIBREDREZRIK. 2EDIV)—X Fa7IV—2—HBE—DT/I\A RELTHEL.COmMAD/ —RDEA 2 T71—A%
FO—IVLE T, ATV T4DE6TIEBEA V27— (fxp0) DIPT RLRER ISR Z/—RDRANREISE T ZHEICWERRER
T—rAVMIDWTELLERBELE Y (node O&node TIclE BB EEIPT FLRAERAMBDRETNET) ATV ITTI VAZAVE VB
A—HRYMUE—TIAREZDEETBIAZ VN IV—T % BINT BHBEICHBREFREICTDOVTEHRBLET,

ZOFITIE. J23207 /N1 RADXRT THBnode lefténode right v — 75 A2 EBICT BEWVSHEE T, node left&node rightld.
A B2 T1—Age-0/0/15LUge-0/0/3%FERL T\ v Y — N\ IEHRTNTVET,

¥ Factory Config&xERLTWAIBE. A2 T7T—A 1y FOHIBR VLANDEIBR. B LU F 1TV -V DEE (FfeldtF21) 740D

HIBR) DNARICRYE T,

1FXPHLUHAD Y bO— )V EFab ) DA VR T —ATEREINSREE I NTHIBRLE T, LLTFDOHITIE. SRX2107 /N1 ZRBD
AVBRTI—RBET THIVNREERFERALTVET,

On both nodes:

root@left> cli

root@left# set chassis cluster cluster-id 1 node 0 reboot

root@left# delete interface interface-range interfaces-trust members ge-0/0/1
root@left# delete interface interface-range interfaces-trust members ge-0/0/2
root@left# delete interface ge-0/0/0

root@left# delete security zone security-zone trust interface ge-0/0/0

set interface fab0 fabric

8 Copyright © 2014, Juniper Networks, Inc.
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LT NARICO5 1> LT EEPROMISET RV S AR IDERET I ETU TR A EREEBENCLE Y, COREEXEMICT BT BELHH
BT BEDREIFVTIRZAD2DD./ —RICBRETNTVLBD T RETEDNDIE . node 0&node 1721 T, ZOHITIX RITTT K
Slc.node 0 (left) &node 1(right) DE S HABREINE T,

set chassis cluster cluster-id <n> node <m> reboot

On node left:

root@left> set chassis cluster cluster-id 1 node 0 reboot
On node right:

root@right> set chassis cluster cluster-id 1 node 1 reboot

A ATV NI REE—FTIEGLGERE— N TRITIZDHELNHIET,

/—ROBR#E. /—FILE>TITREDPEREINE T, INUE. IS RZDREE/ — FAVN—ETRBEINE T UTDOIT Y Rk,

WINHADTNARATREE—FHSATILET,

HiEhk. CLICBBIL & EIT. 7OV T FOBLITERL T ELY,

2 fabiEElcER T B4 VR TI— R EEBLE T, ZE T B VR TT— AT BRITRT LIS Ny — N s LAY —214> 75
AN F v IEBETOEHRHOUNEITEYE T, YA fab0Bnode0D T 77 ) v I A 2T —ATH DD LT fablhnodel D777y
JA VB ITT—RTY,

set interface fab0 fabric-options member-interfaces <interface>
set interface fabl fabric-options member-interfaces <interface>

3WEVIN—T2FEALTCET/NARDEBA V2T —RAERELE T,

set groups node0 system host-name <node0O hostname>

set groups node0 interfaces fxp0 unit 0 family inet address <node0 mgmt
IP>/<netmask>

set groups nodel system host-name <nodel hostname>

set groups nodel interfaces fxp0 unit 0 family inet address <nodel mgmt
IP>/<netmask>

4FTAaNTINARAEBDA T3V ZRELET,

set groups node0 snmp description <node0 snmp sysDesc>
set groups nodel snmp description <nodel snmp sysDesc>

5.7)V—TREZEALES,

set apply-groups “${node}”

6.FTaNVEVEU I —FRYMVE—TIAREFERTHHE VL VLV NI IV—TERETHA V2 71— R EEHELE T,

set chassis cluster reth-count <n>

set chassis cluster redundancy-group 1 node 0 priority <n>

set chassis cluster redundancy-group 1 node 1 priority <n>

set interface <interface name> gigether-options redundant-parent reth.<n>
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CORERDOY >V TIVEREELTITRLE Y.

#The following declares int ge-0/0/1 in node 0 as the fab interface for the node
set interface fab0 fabric-options member-interfaces ge-0/0/1

#The following declares int ge-4/0/1 in node 1 as the fab interface for the node
set interface fabl fabric-options member-interfaces ge-4/0/1

#Groups configuration.Configuration parameters specific to each node are set here.
set groups node0 system host-name left

set groups node0 interfaces fxp0 unit 0 family inet address 192.168.3.10/24

set groups nodel system host-name right

set groups nodel interfaces fxp0 unit 0 family inet address 192.168.3.11/24

set apply-groups “${node}”

#Define a single RETH interface for the cluster

set chassis cluster reth-count 1

#Define node 0 as the primary node for reth0

set chassis cluster redundancy-group 1 node 0 priority 100

set chassis cluster redundancy-group 1 node 1 priority 1

#Add interfaces ge-0/0/0 (in node 0) and ge-4/0/0 (ge-0/0/0 in node 1) to the
reth

set interface ge-0/0/0 gigether-options redundant-parent reth0

set interface ge-4/0/0 gigether-options redundant-parent rethO

set interfaces rethO unit 0 family inet address <reth(O-ip-address>

set interfaces rethl redundant-ether-options redundancy-group <rg-id>

#Define node 0 as the primary node for the control path

set chassis cluster redundancy-group 0 node 0 priority 100

set chassis cluster redundancy-group 0 node 1 priority 1

V=7 A2DEME
S =S AL BRI TEE T, BINCE/ — KDY S ZADEOICRELTHS, / — FEBEHLET,

set chassis cluster cluster-id 0 node 0 reboot

OSAREZR) Y
LRDATY R 45 AADRF—2ZAERBELT. /— RAID S B /5 A2 DRREET T BB ICEETEET. BRI /S5 24K
O/ — FETREENE A, 75 R2DT I\ IBICE. AV N—/— RICO5 1Y LT FNENDENEI T BT AR LET,

I =D FAZDAT—RADRT

ROV R ITAZRICRESNTVBRIE VAV NI —T R RIVEVZV N IV—TIAEEENTWB o1 F ) T &/ —
FORT—=ZREEGICRRLET, ORI B/ — R TT T4 T HERETHA V2 71— RS LE WVESICRIBE T 455U 4
VEAVNT V=70, AV A= VT L=V DR T—E2AEBRBLE YT, OB Tl node OBZDUE VBV N IV—T DTS4/ —F
TY, Lizh>Tnode OO FO—)VT L —V DHEERENIBELE T (WRAZ—REELTHEEL. rpd. kmd. dhcpd. pppd&b>fed b
O— V7L —>DEBERITLET),

show chassis cluster status
Cluster:1, Redundancy-Group:0

Device name Priority Status Preempt Manual failover
node0 100 Primary No No
nodel 1 Secondary No No

Cluster:1, Redundancy-Group:l

Device name Priority Status Preempt Manual failover
node0 100 Primary Yes No
nodel 1 Secondary Yes No

10
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VI AZGEHERORTR
LROIATY R FEBROEA T Y17 F OgEHER. 777Uy BEU Y MO—IUA Y8 TT—ADhelloA v = BKVIS ALK
TERENTV BTV AT I—ADRT —2AERRLET,

show chassis cluster statistics
Initial hold:5

Reth Information:
reth status redundancy-group
reth0 up 1

Services Synchronized:
Service-name Rtos-sent Rtos-received
Translation Context 0 0
Incoming NAT 0 0
Resource Manager 10 0
Session-create 225 10592
Session-close 222 10390
Session-change
Gate-create
Session-Ageout-refresh-request
Session-Ageout-refresh-reply
VPN
Firewall User Authentication
MGCP Alg
H323 Alg
SIP Alg
SCCP Alg
PPTP Alg
RTSP Alg

Interface Monitoring:
Interface Weight Status Redundancy-group
ge-4/0/0 255 up 1
ge-0/0/0 255 up 1
fe-5/0/0 255 up 1
fe-1/0/0 255 up 1

chassis-cluster interfaces:
Control link: up
244800 heart beats sent
244764 heart beats received
1000 ms interval
3 threshold

chassis-cluster interfaces:
Fabric link: up
244786 heartbeat packets sent on fabric-link interface
244764 heartbeat packets received on fabric-link interface

o B O O
S
O
o

(==l NeNelNeo NNl =l

O O O O O © o o

AYFA—=IVIVIDRT—ZADERT
ZHARY FEFED/ — ROV bA—)LA Y2 TT—R (fxpl) DAT—ZRERTLET,

show chassis cluster interface
Physical Interface: fxpl.0, Enabled, Control interface, Physical link is Up
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w3 DERTR

WTIERT ATV Rt /— FEEAEETACE T &/ — RDEy YAy T —TILCaEN TV By a v R RLE T A hicty
JAVIEREE D/ — RTRHEN. —HD/ — RTRT I T4 T ES3—HD/ — RTRINyo 7y TELTERRENET, v aVIDFEETS
TET AV YAV DRMEC1— A RRCEET,

show security flow session nodeO

Session ID:2, Policy name: self-traffic-policy/l, State:Active, Timeout:1800
In:172.24.241.53/50045 --> 172.19.101.34/22;tcp, If: ge-0/0/0.0
Out:172.19.101.34/22 --> 172.24.241.53/50045;tcp, If:.local..0

1 sessions displayed

show security flow session session-identifier 2
Session ID:2, Status:Normal, State:Active
Flag:0x40
Virtual system: root, Policy name: self-traffic-policy/1
Maximum timeout:1800, Current timeout:1800
Start time:1900, Duration:256
In:172.24.241.53/50045 --> 172.19.101.34/22;tcp,
Interface: ge-0/0/0.0,
Session token:0xa, Flag:0x4097
Route:0x20010, Gateway:172.19.101.1, Tunnel:0
Port sequence:0, FIN sequence:0,
FIN state:0,
Out:172.19.101.34/22 --> 172.24.241.53/50045;tcp,
Interface:.local..o,
Session token:0x4, Flag:0x4112
Route: 0xfffb0006, Gateway:172.19.101.34, Tunnel:0
Port sequence:0, FIN sequence:0,
FIN state:0,

1 sessions displayed

TCPY— V ABBIERHTNE YA L ELLBED LY av D70 747 /— R o=V ABES B ENE T BENRR Y3
UBRBITIBRIBRE (X by av/tyav DT I —TDREA TV EZTT—ADEERERED/ —RICBITIBESEEE) . —T
ABEDHIVMEI Y IVDHFLWTIT4T/ —FEEBTZ/I\T Y DY~V ABEICEDVTHLL/ —FTHERLET.
FAYFUF

NSRPHWKDHD ROV —ICEDWTEHKRD XY NI =0 TERETNTVE T, 2O I3V T DRSS H—RIE T FUF A,
SRXV—X H—ERF— b4 %FIV)—X )V —2—CESEOEREEAEIRLET,

TIOTA7/INy TGS A2
COBEIIAZADE—DTNAABBHESDZ STy IDIV—FT4 VT IERBIN. ZDMOT /A AISEERICRELTERINE
T EENRELISBRITE NV IT VT TINA ABI AR —ICEN., 5P ZEFIIEA T | EREE T
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Untrust Zone

EX)—X

—]
ICCCICN COCTCN TR CCTTTT e

EX/)—X

—]
IR CCCTN TR CCTTTT e

reth1.0
12.0.233/24

)y—= |ge-0/0/0

ge-4/0/0" 2 y—=

w75 DrethH

D] &“‘/7;1 b

JIL—c
e fe—5%

reth0.0
10.16.81/24

B3: 79747 /INy Y TR SR 2

TOTAT/INy Y TRIEVSIZER Y BHEEERICRETHA V271 —RZEALTRRELE T VLV Z U R IL—T i rethOB LT
reth1DYIRA 22 71 —ADREZEER T BT E T RETHREZHFILE T, ZOWTNHDA V2T — A TEREDNFKLELHA BETD
A VB TI—RERATAVIT LTWB VAT LICE > CIIV—T TV T4 T THBEETENE I MADRETHA V27T —AHELCY
AUEV NI IV—TICBLTVA DT BERHCIE MADRETHA V2 71— ABERKIC T IAIIVA—N—ERTLET. COREICEV M
T EEETBDIFEICIZAZADIDD,/ —FICREENDZDT. 777y I DS T w7 ER/NRICNZSNE T,

#Groups Definitions

set groups node0O system host-name J2320-A

set groups node0 interfaces fxp0 unit 0 family inet address 192.168.3.110/24
set groups nodel system host-name J2320-B

set groups nodel interfaces fxp0 unit 0 family inet address 192.168.3.111/24
set apply-groups “${node}”

#Cluster Configuration, redundancy-group 0 determines the status of the RE
mastership, while redundancy-group 1 is used to control the reth interfaces

set chassis cluster

set
set
set
set
set

chassis
chassis
chassis
chassis
chassis

cluster
cluster
cluster
cluster
cluster

reth-count 2
heartbeat-threshold 3
node 0

node 1

redundancy-group 0 node 0 priority 100
redundancy-group 0 node 1 priority 1

#The ge-0/0/0 interface on each node is used as the fabric interface between the
nodes

set interfaces fab0 fabric-options member-interfaces ge-0/0/1

set interfaces fabl fabric-options member-interfaces ge-4/0/1
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#Note how the redundancy-group 1 is configured to monitor all the physical
interfaces forwarding traffic.The preempt keyword causes the mastership to be
reverted back to the primary node for the group (node 0, which has a higher

priority) when the failing interface

set
set
set
set
set
set
set

chassis
chassis
chassis
chassis
chassis
chassis
chassis

cluster
cluster
cluster
cluster
cluster
cluster
cluster

redundancy-group
redundancy-group
redundancy-group
redundancy-group
redundancy-group
redundancy-group
redundancy-group

causing the switchover comes back up
node 0 priority 100

1
1
1
1
1
1
1

node 1 priority 1
preempt

interface-monitor
interface-monitor
interface-monitor
interface-monitor

fe-1/0/0
fe-5/0/0
ge-0/0/0
ge-4/0/0

weight 255
weight 255
weight 255
weight 255

#(Optionally) If both data processing and control plane functions want to
be performed in the same node, then redundancy-group 0 must monitor also
the physical interfaces.If control and data planes are allowed to fail over
independently, the following four commands should not be

set
set
set
set

set
set
set
set
set
set

chassis
chassis
chassis
chassis

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces

cluster
cluster
cluster
cluster

redundancy-group 0 interface-monitor
redundancy-group 0 interface-monitor
redundancy-group 0 interface-monitor
redundancy-group 0 interface-monitor

set.

fe-1/0/0
fe-5/0/0
ge-0/0/0
ge-4/0/0

ge-0/0/0 gigether-options redundant-parent rethl
fe-1/0/0 fastether-options redundant-parent rethO
ge-4/0/0 gigether-options redundant-parent rethl
fe-5/0/0 fastether-options redundant-parent rethoO
reth0 redundant-ether-options redundancy-group 1
rethl redundant-ether-options redundancy-group 1

weight 255
weight 255
weight 255
weight 255

#Just as regular interfaces, reth interfaces must be part of a security zone
set security zones security-zone Untrust interfaces rethl.0

set security zones security-zone Trust interfaces reth0.0

IRV —T AT DI FI)F

DI F1)ATIE Junos OS with enhanced servicesDIERFRIV—T 1 >V REEZFIBLE Y, / —FTRETNL NS 71y & 2D/ —
FDtyavF—TINTH LTy F 7 ENE T, DIV o7y TORERIK. ZD/ — KT yayEZ BTN 777Uy o) 7% N
LT/ —RICERE T HEOEIDEERLE T, CNT v avidISRAERADEED T /A AICEERREIC A vy aryT—TILHE
BENTWBERY, b 7wV aBYICEBENE T, 777U v I bS5 71 v a8/ N\RICINZ D e o BEDBEHRDEEAN VEZ TT—A% KRR

T4V LTWS/— Rl vy aVidBICEEENE T,
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A=k

N A

14.0.1/24 10.2.11/24

Untrust Zone

T I—hk
0/0% DA RKRY 12114 K210

- ge-0/0/0 ge-0/0/0
0/0R VA ARy F14.014 K w7100

10.4.0.202/24 10.21.233/24
=X

12)—X
= B mmem

fe-1/0/0 fe-5/0/0
reth0.0
10.16.8.1/24
RG1

B4 IERIV—T AT DI FI)F

K4l IBRFRIV—T 4 7 B R— b T BHHEFDHERLTVES, DV FIF TR 2201 2—% v MERAEFERLTEY. ZD—H%
BEERELTRELTVE Y, Trust Zone DS Cld.RETHA 2 7T —A%FEAL T, Trust ZoneRD T /A RAIFICLAND TR E &
RBLTVETHRBADZDH. 22D T A VA —N—DT—RERY EIFE T, ZNZFNDT —XTld v 3> HTrust Zone THRBEN. A
>R —2w bk (Untrust Zone) #%854ICERELTLE T,

4r—RAl:Trust Zone RETHTODREE

BEOERZETIE b 71y 21ETrust Zoneh Snode 0D A 271 —RAge-0/0/0 (rethO.0ICFRR) ICXEENE T, T/ UL
2—%v MEFIEnode OICFEET BN T £ yavidnode Oknode 1A CIERETNETH (B vIavDFEEA V2 TT—IETAN
C.node OICFREDfe-1/0/0THBTEND) 7 T4 71IxBDidnode 0Dty 3V EIF T,

ge-0/0/04 V2 TI—ACEBENRETEZE VLAV E VNIV —TDTTAIVA—IN—BEEL, M2 TT—Age-4/0/0 (node 1Dge-
0/0/0) 77 T4 TNIRVE T, DT A IVA—IN—%IT ST vldnode NCBLELE T, (5142 7x—Afe-1/0/0Hnode O TR
ATAVTENDTEDD) vy avidnode OCT7 I T4 BN T 2y av by o7 v A IC&>T S 71 v7idnode OITEETNE
Jo.node OCrS 74w IHMMBENT A V2 —R Y MIEGEEENE T, UEZ—V S 70 v 7EERICMETNE T, > 71y o Hnode OICE|
ETBHL (Tyravidnode OICEE TN TWLATEDS) node OTHUEBENT, 777wy A2 71— %L Tnode WTIEREENET,
node 1Cld. ge-4/0/01 VR T1—RAENL T T v I D& ENE T,

—2Rll:Untrust Zoneqf 27T —ATCHEE

CDT—RAIE BIDT—AEIFEED. £yaryh/ — RETBITINE T, iDL ERRIC BEDEREETIE. 571 vidnode OF2
T TCREBENE T, A2 —R v ML TWS A 271 —Afe-1/0/0CBERRETEEIN—TA VI T—TIVNCEBHRINZASN T (&
EHDTI74IVMV—FELTNode 1D 271 —Rfe-5/0/0% BRI BLIICHENE T, BEEK, (EE1 2 7T—Xidnode 11T 3
ZEDB)node 0Dty avIEIET7 o747 1TizY  node 1D\ I 7y Ty ar B P o 74 7RV E T, Trust ZonehSEBELE RS
T1vIE A2 T1—Age-0/0/0TRETNE I H\ node NICEREEN TUEENE T, node TTHEBENE NS 70y old A2 71—
Afe-5/0/0%NLTAVZ—%y MIEREENE T,

CZOYFUFTY—ANATEFERL TV IBE #IEL Y3 Y ONATIMRIE T T4 LA —N—#IT BT BO T RO TN R ek T
2 YTENDT FLRAZERMICIE. ESROHEHF TIIMMTERNTEITEELTLEEV (TIZHARZEDSM TIEH Y EEAD. 2DDISP
(Internet Service Provider) ZF|ALTWABE ERMICI—H—Z/N\T Vv I LT RLRAEEEREZELTEST . LWTNHDISPTESE
DRETEHEZOBETOHF—EXTONAAITBLTVBIPHSDESILITNTERDONEY),
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#Cluster Configuration, redundancy-group 1 is used to control the RETH interface
connected to the trust zone.Note how the redundancy group (and therefore reth0)
will only failover if either fe-1/0/0 or fe-5/0/0 fail, but not if any of the
interfaces connected to the Internet fails.

set chassis cluster reth-count 1

set chassis cluster node 0

set chassis cluster node 1

set chassis cluster redundancy-group
set chassis cluster redundancy-group
set chassis cluster redundancy-group
set chassis cluster redundancy-group
set chassis cluster redundancy-group

#Interface Definitions

node 0 priority 100

node 1 priority 1

preempt

interface-monitor fe-1/0/0 weight 255
interface-monitor fe-5/0/0 weight 255

set interfaces ge-0/0/0 unit 0 family inet address 1.4.0.202/24
set interfaces fe-1/0/0 fastether-options redundant-parent reth0

set interfaces fe-1/0/1 disable

set interfaces ge-4/0/0 unit 0 family inet address 1.2.1.233/24
set interfaces fe-5/0/0 fastether-options redundant-parent rethO
set interfaces rethO unit 0 family inet address 10.16.8.1/24

#ge-0/0/1 one each node will be used for the fab interfaces
set interfaces fab0 fabric-options member-interfaces ge-0/0/1
set interfaces fabl fabric-options member-interfaces ge-4/0/1

#We have two static routes, one to each ISP, but the preferred one is through ge-

0/0/0

set routing-options static route 0.0.0.0/0 qualified-next-hop 1.4.0.1 metric 10
0.

set routing-options static route
#Zones Definitions

0.0.0/0 qualified-next-hop 1.2.1.1 metric 100

set security zones security-zone Untrust interfaces ge-0/0/0.0 host-inbound-

traffic system-services dhcp

set security zones security-zone Untrust interfaces ge-4/0/0.0 host-inbound-

traffic system-services dhcp

set security zones security-zone Trust interfaces reth0.0

#Finally a permit all security policy
set security policies from-zone Trust
address any

set security policies from-zone Trust
destination-address any

set security policies from-zone Trust
application any

set security policies from-zone Trust

from Trust to Untrust zone
to-zone Untrust policy ANY match source-

to-zone Untrust policy ANY match
to-zone Untrust policy ANY match

to-zone Untrust policy ANY then permit

16
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TITATITITATRDTIVAY 2

ZDVF VA F~KIEEOEARF THRAIN. YV —R)I—F2—DBIV—Z2—D2DDXRT7OBICERBEINE T, V7 RAZAD./ —RKH 5D+
574y 70—%a2bO—ILTBEMNT.OSPFIMERENE I, E/c. 20D/ — FRED Yy 3 %#REHET 52BN T USRPIMERENE
T IEGTRIV—T A VT D R— b ENTWBTEDS M Ty I ENABICHRED ./ — FICERXR T AUNEBIEN B TlEH T A EEHEE
LGy afElmdD./ —RERGD/ —Fh oty ar DU 2= S 74v oD BIELBE. 77 T4 7 ktyaryhFEET S/ —F
IChZ 70y ERZXT BN Tlab) VI DBMEREINE T (TD/—RFDBEED YAV DREAVETI—RERATA VT BIEIEY
£9).

ZDVFVATIETINAABD T IV A YY1 EGEFIBIRCET RV NI~V DEBEHFERNINEEREVIA Y MHEE5ENE T, B
WS T7AT 04— ILE IV —R2—DREICAA v FEBMNT ZHEN G, Ry M T— I DBEENBDTEENIHRABIET,

OSPF AREA O OSPF AREA O

Untrust Zone Untrust Zone

10.2116/30 10.2116/30

AR

10.21.8/30 10.2112/30

10.21.0/30 10.21.4/30

10.2.1.0/30 ‘ 10.2.1.4/30 fe-1/0/1 fe-5/0/1

fe-1/0/0 fe-5/0/0
ORR JXAK10

=X =X

Physical View Logical View
RS5: 777147 /70747 RDIIVA Y2 FIF

HRGEEEE

Junos OS with enhanced services Ty v — IS X 2 e EFER T 555 LU TORFT LOEBFBEIC DOV T AHELNHIE T,

- fab o EfiEfxplU o0 (@A TIEE) WEND—ATIZ—HARETRE NI T v/ —RIFEMNEVET T IViRA > b
FTT724A5—) NI T v T/ —Rhfab )7 &fxpl) DA TIS—2RELIEGE Ny o7 v/ —RIERAZ—ITEVET,

- OAYbA—IVI Y DBEERICE. VAT LT 7TV I RBERTAHTIET. TaT7IVRAZ—2 v DU F ) A ZERELES EEFE
F.ZDT7T Vv o) 0N L ThelloX vyt —IBREETNIFEIE AV ZUIEEMNITRY. TSARIET I 710 T IRIRREEHEFLE
F.aAvcO—)LI o ET7T I ) IDEESTEhelloA Yy t—IBRMETNEDOTBEIK. N\ IT v TS/ — KRBT o714 71BN
E P

- TP DEEN REINEEFICZ. OOV I DEEREERRIC. S/ — RIZR Ty T LA DREFIEERITLE
T 77TV )V IICEERRELEEIC. OV O— VIV IBEREELTWBIBEIK. \v o7y T/ — RIZENICHEY . 2DDT R
Z—ICLBREILBITOENET,

- I A—N\— ORI IFEITT, (helloXvt—Y DREFRFREIFI000mMsTH Y. helloX v —I HERT CRbN B [EE % &
LT BLEVMEDR/IMEIEITHAHTEDS) BEDRHITIEIWUELNHIVET,

- NAIVREFTILTIZ ISSU light (In-Service Software Upgrade light) % R—rLTWE T, £ TS5V FETIVTIICU (In-band
cluster upgrade) #H R—FLTWE T (—BT D7 v TV L—RIBFIBICOWTIERD LT3 A2E8E),

- VA=V REREEEE Ny P E—RR=ZXD 7OV EYR—FLTVERA MPLS, DRV 3V L RBIRY N =05 —ERIEYH
R—rRRN),

- Y= U5 AZEREDEREFICIE. Pseudo Interfaceld Y R— FENTUVE R A, Pseudo Interfacez b BETAHLUTDH —ERIE 7
SAZBHTIEHRELE B A,
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- MLPPP (Multilink Point-to-Point Protocol) . MLFR (Multilink Frame Relay) . CRTP (Compressed RTP) &N —EXR
- GRE (Generic Routing Encapsulation) k> % /b
- IP/IPb IV
- IPVARILFF 4 AN
- WANA VA7 —RIF UTEFANEL T R—FENTOET,
y CH-TLISDN., K UxDSL
) ISM200EV21—UE HAE—RTIEFHR—FENTVE A *
EISMEV1—IVHR—bENTWBDIE IV —XICBREINE T,
ISRADT YT T L—F*x*
ISR RSEEEFIETT v T L— R TCELT, L. 7y 7T L — FORITHIC Y —ERH3~50., i T2 &IGERELTEEL,
1HLWAA—=IT7A)b%&node OlcA—FLET,

2.Junos OS CLIA5"request system software add <image name>"¢(AFILT / —REBREBIE T I A A—IT7 v T L —RERT
LE9,

3FHLWAA—=IT7A)VEnode ICO—RLET,

4257y T2 CHRBLIEFIBESYIC. node 1DA A=V 7w T T L —REETLET,

S5.mAD/— FERESICERELET,

A KUBEAEFIEDOLISSU. ICUZ Y R—FLTWET,

=S AZDin-bandI X I AU+

R SRXV =R 7R EEY B EBR— MOBERT7 7t AN EFout-of-band< R I AV by NI —0%FERTBLHA

ENE LRI STy DRI ISERTEE AT LI, 2D VT3V Tld in-band Y %Y X MEFREFERLTSRXYU—X &
SABEER - BATRHERICHBEINDFEICOVWTHILIRTVWELT,

TIVFAFSRYXV =X Y —ER T = U VT RZBETEALIIZA. ((xp0A V271 —REN L) HEAE IEHHN TERE
TEEI.IDBE IV TRARUEL N2 —R— bR EN L TEER T —YaV D oRECTELLEELTVET,

FIREDEREA

SRXY)—X 4=k A DJunos OSTHIAETAESHA (High Availability) ##E1%. Junos OSR—XDJV—Z —|ERAT NI RRIEEEE
ICEDWTETIVMEENTWE T, O hO—IL T L—2 T —2 L= DT 5585 &Y. Junos OSR—ZD)V—Z—EmAD T
L= TREMEREBELTVE Y, Junos OSTIE. OV MO— IV L=V —Ta VT TV VI TEBENE T IV -T2 7T 0D
N (TESEBBEEEDF TERID) IV—Ta V7 BLUEGRDOFHELRAERITLET, A bO— V7L — OENERIE AT LRDEPFE
(Packet Forwarding Engine) ICERE T MDA T w2 ENE T, RITPFEDNIL—MR—RDIV o7 v THERITLCIV—Ta VT IV
NCEBBRIFEVRBEYTIT. BN OB RAEERELE T,

SRXV—=X = b Iz A TIv— 0T A2 BT 255 K6ERACETIVAFERLTC. IV MO— LT L—VOREMEERELE T,
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LBIK—AD/—Flihary ba— WL —>%7 074 7 ICEBLET. SO &EX L —idar ba— L L —VIcEEEh e
ITRCDS T4V T (RAMVINGY RS T4 7)) BEBICISAZDT AR/ —RICEELE T, DM T4y I DFEUTITRLEY
(fefEL . TNICREEN B DI TlddH I EHA) .

s =TI T=EVRDN S T1vY (BGP S T4y, OSPF. IS-IS.RIP. PIM7:&)

- IKE (Internet Key Exchange) x> T— 3> Xvt—

- BETF—EVIT)EALIMENS STy (SSH, Telnet. SNMP. Netconf (NSMA) 75 &)

- EZ70b3J0 (BFD (Bidirectional Forwarding Detection (BFD) *RPM (Real-time Performance Monitoring) 75 &)
ZONEBHNBRINZDIE KA VNIV RIS T4 ZICBRESNBCEITEFELTLIEE W AIW— 570w 7 (VR RICE > TEmE S
NBEZTAVIDIBEIFTAZDNTNHDA VR TT—ADGBEITIEETNTOEVED) 1F. VFRAZDBREICEDIVLEESD/—RT
LIEBTELT,

R —VEBICRAMM YINOV RIS Ta4v 0B TSAR) /—RITUAA LI NTZOT. A A= IV T L — DR T—2 AR
B/ —RADIRIL LT A BIREIC T B e FLWZA T DA V2T —RELTIXxpOEBMLE LTz, fxp01 2 7T —RITEEETNS
M4V OIEEET L — U TIFIBENE B A, 2720, Junos OSH—RIVITEEENT, (A AU/ —FHEEG) /—Foarba—)b
TL—U DA EEICLE T,

Junos OS 10.IREFTIENSM(BLUZDOMDEERA V2T —R) L&DV v—Y I FAZDEB T IFZRAZDEHD A /N\—D7 +
A—IVFL—N\DEGHRBE T LT LIeH> T/ — FDIXp0A VA2 T —ANDT7 It R EHBELTWE LT,

ARETIE PO VR TI—RERBER T TSI/ — DS v =V ISR 2 BB B HEICDOVTERALEY,
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SEAEEA A

SSH/Telnetlc KBTS A2 \DIESE

ISAZDTZAR) /=R DT I RE /—RFDODWTNHDA V2 TT—R (DEY IXpOLUANDA VR TT—R) \DEGEHIL T BIEE
CERRICEIETY, L3% 2IZRETH (Redundant Ethernet) 1 2 71 —RIIBICc S Trv 0% (/—ROEEERHT) 721<)./—FKIc)
BALIMET, EESDEATFUAE—FENTHY . FAEUTORITRLE Y.

RETHO.0 RETHO.0
FSR MR TS ICEgE LT RSR Y RT—2lciEg LT
DEVEV A=Y Ry VB TI—R DEVEV A=Y Ry VR TI—R
T5VF T50F
SRX1)—X SRX1)—X
9524 9524
|;| p— |;| p—
exs)—X| A [ I EXZU—X
AL YF : AALYF
|;| | N |;|
AAYF
= =
E—— EOZ > SN S
|;| Q EXU—X Q[ EX)—X :
AAYF i AAYF HANH
=g B =g .5
SRXZU—X SRXYU—X U5 R%
VP
RETH1.0 L3 Interfaces
AV —Zy MBI AU —Zy MBI
DEVE A —HZY VB TT—R ge-0/0/0.01 8 71—2R

B7: —fgH G TSV F TDSRXV) =X VS AZDEAYFIF

EESDT—ATEH WITNDDA—AIVT FLANDERERIITHIET. T4/ —FICERLE T (BB VEVE N I—T
ODTZARN/—FITHRR) o e ERIR N EZ VR M IV—TNDA YV IN—THBRETHA VR TT—ABBID/ — R TT7 V74T THBIHEIC
B TFAR)/—RIERTEELT AL LBA Y2 TR\ o7y 7T/ — I EBNICFEEL TV S BEICEETIRIET),

$ssh 10.1.1.34

labuser@10.1.1.34's password:

——— JUNOS 10.2R1.3 built 2010-05-14 15:13:40 UTC
{primary:nodel}

labuser@BranchGW> show chassis cluster status

Cluster ID:3
Node Priority Status Preempt Manual failover

Redundancy group:0 , Failover count:3
node0 200 secondary no yes

nodel 255 primary no yes

Redundancy group:1l , Failover count:4
node0 254 primary yes no
nodel 1 secondary yes no

TSR/ = FbSthYR) /—FADOnT(>
FEAEDERIARY RIEAAHD/ —FDRT =2 2ARRLET BEHEHBBIE UTITRT LI TSI/ — D stehr2U/ —
RICEGTT BTELRIRETT.

labuser@BranchGW> request routing-engine login node 0
-—- JUNOS 10.2R1.3 built 2010-05-14 15:13:40 UTC
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{secondary:node0}

Exiting the session will bring us back to the primary node:
{secondary:node0}

labuser@BranchGW> exit

rlogin: connection closed

{primary:nodel}

labuser@BranchGw>

BEE7OMIVOELIREEET S LT VT RZDSSHERIZ. bHWPTWEITY, 754/ — RNDEFHIEI >V TIVTHY 2hH
1) )= R\DEFIT T A RVEN L TRITITEIHENBIET,

5 AZDNSMEELE 51 <ALCTT,2010.2&YEBD/N—I 3>V DNSMTIETH D/ — RANDONETCONFEHRNABE T LTc, cDTE
MEWN=I 3V TITAEZDin-bandT X I AV MBI RELILEBHTY, CORBEDRARIC OV RDEYa > TRY EFE
ER

2y b T—=0BLUtF 1) T4 R—TIvIcLBin-bandI I AV

DS AZERDSRXY =X F'— b1 DNSMEEEIL. NSRP (NetScreen Redundancy Protocol) £ L Ti#EFi T NicScreenOST
NAADEBITEDVTETIMEETNE L e, COETIVTIF HART ZFERH T HR AV IN—ENSMAMERIIC R LE T, fe fELULHAE—F
TEMEL TV BthDIunos OSR—Z DT /N1 RIE B—DEGEFERALINSMOSEETEEL I, BT NSMIZ. TR Z—/— RTEF TS
TBZETCN=F I ovy—F70/ 89 —%FALEI1ZNN—X VN T—VRAEXY =R A=Y XY b A v FEEEBTEE T, ZDIBE.
T —YDORESIVERIL COBE—DEFEFERLTRITINET,

NSM/N\—=2 322010 2Tl N\—F v b v —2 70/ OV —FFALIEXY U —XEERRIC. TSV FEIFSRXV =X V52 % EEBTD
HEEDNBINEN RBEETNBDIE TS A/ —RANDBE—DBHIFICHIE LTz, ZOEBICHEWN, T/ ADBNSMIT/N—F v )L v —
T ELTEAIENEES. TINA AENSMOE S ICEBHIREITHEIE LTc. B BEBRMEER DO T 74V TIE ISR ZIENSMIT Y v —
VIS ARELTHEINEN PO V2 TT—AEN L TEBENEEVNSEETT,

T 74V DEMEIG LR DREE T ZRARICGEBMTHTE T T/INA ATEETEXT,
labuser@BranchGW# set chassis cluster network-management cluster-master

NSMAD 7/ \A RADENNE EXZ ) —RDIN—F ¥ IV v—2 & BINY 2HELER T, V7 X2ZBMY BEE (I [virtual-chassis]FT Y
IRYIREFNCT BRI T VTR " v =I5 A2ELTTIREE—D/—FELTEMT 2RENHBDT. ZDHEICEREL

TLIEEL,

E8:NSMD/N\—F¥Ibv— ELTDISRZDEN
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IN=RILTAVNRV MK T4/ —RDIVv— DI T IVEBHRRREINE T, 72V A—N\—ICKI BFHRITEN. ZUTIV

BEOEEHNRBMENKT,

LIFOBN (55D V) —RATHRRINZFE) ZBRVTCIFEALEDRES LUERL T3 B R—bENTVET,

- =T AURY RIITIE FPC! TlE R L, "sub-component BERRENE T

- NSMIZFvvadhfc-OE—H5"get-system-information"Ic K> TEGFE NS "chassis serial number"|TIEHWVMERHNFENTH
Y EHETIEHIE R A

- NSMIZEBEADT/INAZRDY 7 b7z 7BHIEH R—bENTOE A,

- N=FYI =Y DRAT—RAE 21—l BREIERORTINE T A

- SAEVRAURY IS TSARY S/ —RIZDWTDBREITHARREINE T,

- TSAR/—RRBE#TRE N RIITA RV N DRBESNTNE T,

- NSMASRETNZBRE IRV N 51/ —FREFERINETY,

- TSAR)/—RhSiEarba— V7L —rOas EIFHBANSMICEEENE T,

- TRT7L—rony (Ly¥arOd IDPHEGEE) I, structured-syslogle THRIA D/ — FHOSNSMICEXE TEE T NSMTD
structured-syslog 4 v —I DY R— i, 2010.4R2LBED/N—T 3V HAETY,

IDPY/ 5 % F v DEFEHTNSMIEF 2 T /\vr—I%TS5A4 /—RIc S v2LE T, ZD#.RPC (Remote Procedure Call) &%

SRRACEELC T YT I —FE M ALE T BEORRT T T4/ — FRIDEHFEINE T, COHNERRT B0, 7717

I/ —RFOEFHRICEHVZY /—FOBENEHZAEEICT BIunos OSSRV T MR ENE LT,

IDPY 2% F v DEH

V=V SAZDHEEARABRHOSBEINTWAISEE. 754/ — RO b O—IV 7L —2RIFHMED 7/ N1 RIS CEBDIREEIC
DEG A EFHFT— NS LNEF 1) TN\ —IRLA TV O—RTEDZDIE. T4/ —RIETTY,

"request security idp security-package download node primary"3 & U "request security idp security-package install node
primary" IV R BETE T4/ —RIcEFa)7q/—REE7O0—-—RLTA VA= IV 25 EIERBTEEY (/—FEEE
BFIC.ZD2 DDAV RE[FRHTRE. T4/ —RTIEZDEETEHEELE TN AR/ — FTIFIBITRBLE ),

72 AZIE" idp-updatexslt" I\ rRVU T aeO—RLTEMICTBZET FHLLA VA= IbENfeeFa) 7o\ r—I & AV A
/—RIcBEMICOE—LTA VA=V TEE T RV T MEEAD./ — KD " /var/db/scripts/event" 71 L7 MICOAE— T 2EHEH
WEF, TSI AE—%IT U TORELAFERLTEMCT 2REBELNHYET,

set event-options policy idp-update events IDP_SECURITY INSTALL RESULT

set event-options policy idp-update attributes-match idp security_ install result.
status matches successful

set event-options policy idp-update then event-script idp-update.xslt

ATV T M EBICTTBENSM, CLI (Command-Line Interface) . BEIE#H 5 EL IDPY T R F ¥ DEFHAEDNTANTHR—FENET,

/=BT IR F v\ r—V%FECRBEIE BT EBABETT, BFMICiE. 7511/ —FdD/var/db/idpd/sec-download 71 L&
FIRDT7LIVEELHYR) /—RICOE—=LE T, /—FRET770/IbEIE—F 3L, "file copy"AX Y REFABLT. N\voT7vT/—
REZ—4w hELTIBELE T (file copy /var/db/idpd/sec-download/<filename> nodeX:/var/db/idpd/sec-download) . Z D5
A.nodeXITiE N\ o7y A5/ — RITiECTonode0% feldnodel &8 E LE T,

BRI, IDPRUY —F > T — hEEIRAE 834, /var/db/scripts/commit T+ L7 FJICHMIENTWB TV L — b EAV R /—
RFICZDFELEIE—LET,

SNMPOEH
SSH/TelnetD s —AEBIRRIC. TZA U TINA ZAIESNMPY ZUICISE LT A D/ —FDSNMP S T2 SR TEE T, KEDHERF
AT TSV FEIFSRXV =X FINA RATHR—FENTWBMBDS> 5, —EREBRNTUFEAEDMIBIZ T S A2 TRIBE HMEELE T,
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BlELTISREDA VA TI—ARBRICDOVWTDI T ERTITBEBAD/ —FDAVETI—REBFEVAIEENET,

[labuser@centos-1 ~]
IF-MIB::ifDescr.l =
IF-MIB::ifDescr.2 =
IF-MIB::ifDescr.4 =
IF-MIB::ifDescr.5 =
IF-MIB::ifDescr.6 =
IF-MIB::ifDescr.7 =
IF-MIB::ifDescr.8 =
IF-MIB::ifDescr.9 =

IF-MIB::ifDescr.10 =
IF-MIB::ifDescr.11l =
IF-MIB::ifDescr.12 =
IF-MIB::ifDescr.13 =
IF-MIB::ifDescr.14 =
IF-MIB::ifDescr.21 =
IF-MIB::ifDescr.22 =

IF-MIB::ifDescr.116
IF-MIB::ifDescr.123
IF-MIB::ifDescr.159
IF-MIB::ifDescr.160
IF-MIB::ifDescr.162
IF-MIB::ifDescr.163
IF-MIB::ifDescr.172
IF-MIB::ifDescr.501
IF-MIB::ifDescr.502
IF-MIB::ifDescr.503
IF-MIB::ifDescr.504
IF-MIB::ifDescr.505
IF-MIB::ifDescr.506
IF-MIB::ifDescr.507
IF-MIB::ifDescr.508
IF-MIB::ifDescr.509
IF-MIB::ifDescr.510
IF-MIB::ifDescr.511
IF-MIB::ifDescr.512
IF-MIB::ifDescr.513
IF-MIB::ifDescr.514
IF-MIB::ifDescr.515
IF-MIB::ifDescr.516
IF-MIB::ifDescr.517
IF-MIB::ifDescr.518
IF-MIB::ifDescr.519
IF-MIB::ifDescr.520
IF-MIB::ifDescr.521
IF-MIB::ifDescr.522
IF-MIB::ifDescr.523
IF-MIB::ifDescr.524
IF-MIB::ifDescr.525
IF-MIB::ifDescr.526
IF-MIB::ifDescr.527
IF-MIB::ifDescr.528
IF-MIB::ifDescr.529
IF-MIB::ifDescr.530
IF-MIB::ifDescr.531
IF-MIB::ifDescr.532

$ snmpwalk -v 2c -c public 10.1.1.34 ifDescr

STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:

= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:
= STRING:

£xp0

fxpl

1si

dsc

1lo0

tap

gre

ipip

pime

pimd

mtun

£fxp0.0

fxpl.0

100.16384

100.16385
pp0
st0
rethl.0
reth0.0
reth0
rethl
vlan
ge-0/0/0
ge-0/0/1

ge-3/0/0
ge-3/0/1

ge-3/0/2
ge-3/0/3
ge-3/0/4
ge-3/0/5
ge-3/0/6
ge-3/0/17
fabl.0
fabl
ge-4/0/0
ge-4/0/1

ge-7/0/0
ge-7/0/1

ge-7/0/2
ge-7/0/3
ge-7/0/4
ge-7/0/5

ge-7/0/6
ge-7/0/17
t1-6/0/0
t1-6/0/1
fab0
fab0.0

ge-0/0/1.
ge-3/0/0.

ge-3/0/1.

ge-4/0/1.

ge-7/0/0.

ge-7/0/1.

Copyright © 2014, Juniper Networks, Inc.

23



APPLICATION NOTE - 75 F@EIFSRXV U —RXBLVITV ) —ADY v =I5 RZ

Vb0 77vTIL—F

&/ — RITEBITERFL T, "request system software add" A< > F&EEITIBIETJunos OSET7 Y I L—RTEE T, FTPH i
SSHOBEM THBHEWDFHET) FTPXIESCPAFRLTAA—IETSA) /—RICOE—TELET A A—IDN T4 /—Fica
E—ENBER T, "file copy" ARV FEFERL T 770 ELHV A1) /—RICOAE—CTEX I, UTDFIBETIL in-band< X I A bEN
TWBIZRZDEAD/ —RET7YTTL—RT2HETOVTHLGIBELTOE T (COfE)T ) —XDISRZTRITLTVWET I F
JBELO ATV RIE. TSV FREIFSRXY =X EIV)—ZXOBmAE DI ZAZTRERILTY),

VEBDHET (COBITIE Nar/tmpRO T 71 IVEER) V7 MIT7A A —IE TS5 /—FleaE—LET,

2.file copyaR >V FEFRLT. 771 ETSA)/—Rho/N\wo 7y 7/—RcaE—LE T QEBITIIBDIZED DV E T, TOFITIE.
A A—I% /var/tmp directory in nodeOlcIE—LTWEY),

labuser@J2320-1# run file copy /var/tmp/junos-jsr-10.2R1.3-domestic.tgz nodel:/
var/tmp

3N\YIT7YT/—RIicAd AV LT HLNAA—D%ZO—FLET,

labuser@J2320-1# run request routing-engine login node 1

--— JUNOS 10.1-20100515.0 built 2010-05-15 06:07:46 UTC

{secondary:nodel}

labuser@J2320-2> request system software add /var/tmp/junos-jsr-10.2R1.3-
domestic.tgz no-copy unlink

NOTICE:Validating configuration against junos-jsr-10.2R1.3-domestic.tgz.
NOTICE:Use the ‘no-validate’ option to skip this if desired.

Checking compatibility with configuration

Initializing...

Verified manifest signed by PackageProduction 10 _1 O

Verified junos-10.1-20100515.0-domestic signed by PackageProduction 10 1 0
Using /var/tmp/junos-jsr-10.2R1.3-domestic.tgz

Checking junos requirements on /

Saving boot file package in /var/sw/pkg/junos-boot-jsr-10.2R1.3.tgz

Verified manifest signed by PackageProduction_10_2_0

Hardware Database regeneration succeeded

Validating against /config/juniper.conf.gz
cp:/cf/var/validate/chroot/var/etc/resolv.conf and /etc/resolv.conf are identical
(not copied).

cp:/cf/var/validate/chroot/var/etc/hosts and /etc/hosts are identical (not
copied).

Network security daemon: warning:You have enabled/disabled ineté6 flow.

Network security daemon:You must reboot the system for your change to take effect.
Network security daemon:If you have deployed a cluster, be sure to reboot all
nodes.

mgd: commit complete

Validation succeeded

Validating against /config/rescue.conf.gz

Network security daemon: warning:You have enabled/disabled ineté6 flow.

Network security daemon:You must reboot the system for your change to take effect.
Network security daemon:If you have deployed a cluster, be sure to reboot all
nodes.

24
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mgd: commit complete

Validation succeeded

Installing package ‘/var/tmp/junos-jsr-10.2R1.3-domestic.tgz’ ...
Verified junos-boot-jsr-10.2R1.3.tgz signed by PackageProduction 10 2 0
Verified junos-jsr-10.2R1.3-domestic signed by PackageProduction 10 2 0
Available space:333778 require:4160

Saving boot file package in /var/sw/pkg/junos-boot-jsr-10.2R1.3.tgz
JUNOS 10.2R1.3 will become active at next reboot

WARNING:A reboot is required to load this software correctly

WARNING: Use the ‘request system reboot’ command

WARNING: when software installation is complete

Saving state for rollback ...

Removing /var/tmp/junos-jsr-10.2R1.3-domestic.tgz

{secondary:nodel}

labuser@J2320-2> exit

4754/ —RETYTIL—FLET,

labuser@J2320-1# run request system software add /var/tmp/junos-jsr-10.2R1.3-
domestic.tgz no-copy unlink

NOTICE:Validating configuration against junos-jsr-10.2R1.3-domestic.tgz.
NOTICE:Use the ‘no-validate’ option to skip this if desired.

Checking compatibility with configuration

Initializing...

Verified manifest signed by PackageProduction 10 1 0

Verified junos-10.1-20100515.0-domestic signed by PackageProduction 10 1 0
Using /var/tmp/junos-jsr-10.2R1.3-domestic.tgz

Checking junos requirements on /

Saving boot file package in /var/sw/pkg/junos-boot-jsr-10.2R1.3.tgz

Verified manifest signed by PackageProduction 10 2 0

Hardware Database regeneration succeeded

Validating against /config/juniper.conf.gz
cp:/cf/var/validate/chroot/var/etc/resolv.conf and /etc/resolv.conf are identical
(not copied).

cp:/cf/var/validate/chroot/var/etc/hosts and /etc/hosts are identical (not
copied).

Network security daemon: warning:You have enabled/disabled ineté6 flow.

Network security daemon:You must reboot the system for your change to take effect.
Network security daemon:If you have deployed a cluster, be sure to reboot all
nodes.

mgd: commit complete

Validation succeeded

Validating against /config/rescue.conf.gz

mgd: commit complete

Validation succeeded

Installing package ‘/var/tmp/junos-jsr-10.2R1.3-domestic.tgz’ ...
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Verified junos-boot-jsr-10.2R1.3.tgz signed by PackageProduction 10 2 0
Verified junos-jsr-10.2R1.3-domestic signed by PackageProduction 10 2 0
Available space:332709 require:4160

Saving boot file package in /var/sw/pkg/junos-boot-jsr-10.2R1.3.tgz
JUNOS 10.2R1.3 will become active at next reboot

WARNING:A reboot is required to load this software correctly

WARNING: Use the ‘request system reboot’ command

WARNING: when software installation is complete

Saving state for rollback ...

Removing /var/tmp/junos-jsr-10.2R1.3-domestic.tgz

{primary:node0}[edit]
labuser@J2320-1#

S5mAD/ —FEEEHLET.

labuser@J2320-1# run request routing-engine login node 1
-—- JUNOS 10.1-20100515.0 built 2010-05-15 06:07:46 UTC
{secondary:nodel}

labuser@J2320-2> request system reboot

Reboot the system ?[yes,no] (no) yes

Shutdown NOW!
[pid 6456]

{secondary:nodel}

labuser@J2320-2>

*** FINAL System shutdown message from labuser@J2320-2 **=*
System going down IMMEDIATELY

{secondary:nodel}
labuser@J2320-2> exit

rlogin: connection closed

{primary:node0}[edit]
labuser@J2320-1# run request system reboot
Reboot the system ?[yes,no] (no) yes

Shutdown NOW!
[pid 7048]

{primary:node0}[edit]

labuser@J2320-1#

*** FINAL System shutdown message from labuser@J2320-1 **=*
System going down IMMEDIATELY

mAD/ —FEBRETDETTARUIFHLNA A—ITHESHLE T,
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FLHH

TIVFEFSRXV) =X H—ER T = Iz A BLKGIV)—ADIV v — IS ARGV TIVIEREMEETH Y DEATEN R -1t E
R EEEICEBN I V2T SA RESERBLE T, 2680V1Z/\—X Y N T—VADEF 1) T4 TINA RABTAT— IV Z 71y
II7IAIVA—NN—ZAREICT BEEBIT B—DT N\A ADMPLEMIFTHET RV N T — IR ZBRILLE T IS Tr v D,
VPN, LAN/WANEBHEREGE TE ST LR EEROFELRRT B0 COWREILERFT L tRICBEINTVWE T, IS Falt
J1ZN—R YN T—=IRASRXV) =X H—ER T = I/ BLPIV) X H—ERN—B—EI v —V ISR B EEATBIET /NN
TH—VALEEEHNROONZ XY T = DBEABFICRBEEERTIRBLET,

Ja1ZN—=RY FT—=IRICDWNT

JAZN—RY N T—V ARG Y N D= A/ R=2 3V BETY, TINAADS T2t 2—HBEDNST STV REBEZICVBET. .V
ZIN—XY M T=ORIE Y N T DFYRS LR ELEEEZ CVRREZEETEBY I NI 7 VAV VAT LERBELTVWEY, Y1z
IN—2y T —JRICET BFAEERIE U T ETELEEL,
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