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State governments leap ahead in
smart use of networking technology

For state governments, using
networking technology no longer
means simply plugging into the Inter-
net or giving employees e-mail. Agen-
cies’ appetite for sophisticated appli-
cations has grown, and therefore their
need for bandwidth, or network capac-
ity, has swelled. States want to connect
multiple offices, often in remote loca-
tions, so they can share information
and back up their critical data to a cen-
tral location. They also want employ-
ees to work wirelessly, if necessary,
and to have the option of working
largely in the field, unchained from an
office desktop, if that helps them better
do their job. Of course, all this work has
to be done securely, so that sensitive
information isn’t released and so that
the networks are not compromised by
intruders. All of that makes the job of
managing a dispersed, sophisticated
network more complicated.

Despite the huge demands and sig-
nificant hurdles, many state govern-
ments are leaping ahead in their use of
networks. Gone are the days when sim-
ply offering official information over the
‘Web was considered novel. Now, some
states are not only deploying the most
advanced networking and security

applications on the market, but they’re
ahead of the curve compared to large
organizations in the private sector.
States’ networking needs are only
increasing, particularly in an era fueled
by homeland security concerns. Tech-
nology research firm INPUT, of Reston,
Va., estimates that telecommunications
spending among state and local govern-
ments will grow 70 percent, from $9.6
billion in fiscal year 2005 to $16.4 bil-
lion in fiscal year 2010. “Initiatives for
comprehensive, interoperable commu-
nications across government jurisdic-
tions, particularly for homeland securi-
ty, will be the primary factors driving
significant market growth for the fore-
seeable future,” according to INPUT.
A look at pioneering networking
strategies in two state governments—
Delaware and South Carolina—shows
they’re already accruing significant
benefits from the latest technology. By
implementing advanced routers and
more sophisticated firewalls and
increasing their bandwidth, the states
are seeing dramatically higher data
speeds, improved performance of
applications running on the network,
better information sharing and
improved information security.

Delaware:
Small Wonder
Delaware may be one of the smallest
states in the union, but it’s embarking
upon one of the most ambitious and
potentially foresighted networking
efforts of any state government. The
state is using Transparent Local Area
Network Service (TLS), a high-speed
data service that connects existing
LANS to each other, rather than through
acentral switching station. The result is
more bandwidth, faster speeds for send-
ing data and running applications more
smoothly, as well as improved security.
Prior to using TLS, offices at oppo-
site ends of the state could only connect
to each other through a central switch-
ing location, says Chief Information




Officer Thomas Jarrett. In other words,
they had to go through his department.
That slowed down the speed of the net-
work, which frustrated users trying to
send data or run business applications.

For instance, Delaware experienced
delay, or latency issues with an impor-
tant administrative software program
running on the network, says Mark
Cabry, a senior technologist and systems

“It's a huge
leap for us,”

Jarrett says, adding not just extra bandwidth
capacity, but allowing the state to network its
locations in new and more efficient ways.

engineer in the Department of Technol-
ogy and Information. The delay made
the application’s performance unac-
ceptably slow and sluggish, he says. “It
became a big business issue from agen-
cies’ perspective,” Cabry says.

With TLS, Delaware can provide
high-speed network access to more
than 350 state and school locations
using fiber optic connections. “It’s a
huge leap for us,” Jarrett says, adding
not just extra bandwidth capacity, but
allowing the state to network its loca-
tions in new and more efficient ways.
Asaresult of the increase in speed and
performance, users feel as though they
are sharing one network, even though
multiple locations are linked together.

Juniper Networks devices form the
“core segment” of Delaware’s new
design, Jarrett says. The change has
also helped the state improve its over-
all network security, he adds. Since the
state users are no longer gaining net-
work access by going through a central
location, the network can be segment-

ed, thus reducing its vulnerability and
the likelihood that the entire system
could be affected by one failure or
intrusion, Jarrett explains.

There’s also a physical security ben-
efit. Now that offices in different regions
of the state can communicate more eas-
ily, they can share important law enforce-
ment and security information, Jarrett
says. Jarrett hopes that TLS will allow
the state to break
down intergovern-
mental boundaries
among state and
local agencies that
have historically
kept them from
working together
more easily.

Jarrett says
Delaware has already seen results, par-
ticularly when it comes to reducing
latency. Now applications run on the
network much faster and smoother.
While the TLS strategy helps a small
government like Delaware operate on
ahigher level, Jarrett also believes that
larger states can benefit from the
advanced technology, as well. As he
sees it, the results speak for themselves.

South Carolina:
Perfomance at the Edge

The South Carolina Department of Pro-
bation, Parole and Pardon Services typ-
ifies the term “far flung”. The agency
includes 56 offices spread around the
state. Each of them is involved, in some
way, with helping about 35,000 offend-
ers on probation or parolees re-enter
and succeed in society. Some employees
in those offices may rarely interact with
each other, but David O’Berry, the
department’s Director of Information
Technology Systems and Services, has
to keep them all in touch.
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O’Berry and his staff support those
56 offices’ technology needs, and they
also provide services to agents in 46
courts in South Carolina. One of
O’Berry’s biggest challenges has been
mobility. The Probation, Parole and
Pardon Services Department’s 750
employees work in all parts of the state,
and almost half of them supervise
offenders in the field. They travel to
homes routinely for visits and progress
check-ups, and they have to visit court-
rooms and work with personnel there.
The department’s employees need
secure communications with their
home offices, but also with department
headquarters in Columbia. In addition,
the judges and staff in the courtrooms
now expect to immediately see cur-
rent and cumulative department infor-
mation on a particular offender without
waiting for agents and staff to sift
through papers, following the success-
ful completion of a grant program to
implement courtroom technology in
cooperation with the South Carolina
Judicial Department.

The department also interacts with a
number of agencies outside the judicial
and law enforcement system, including
social services agencies, county and
local agencies, organizations that pro-
vide services for people with disabilities
and special needs, and vocational reha-
bilitation agencies, which look for ways




to integrate offenders into the workplace.
The result is that O’Berry’s IT depart-
ment has become the information-shar-
ing nexus for this entire range of agen-
cies. “We’re ahub,” O’Berry says.

To provide services to all these
groups, the department needs a secure,
scalable solution, one that can grow
over time as more users are added and
new technologies come to market. But
O’Berry also wants mobility.

“We want to unchain our agents
from the desktop,” O’Berry says.
“Give them something they can take
out in the field with them.” Agents
need to be able to collect information
when they visit offenders and check on
their status. Then, when the agents
return to their offices, they need to be
able to download this information into
the department’s systems, so it can be
monitored and used by others. On
future visits, agents can see how the
offender has fared.

In the past, O’Berry says, agents
wrote down notes or recorded them by
voice, then returned to their offices and
transcribed the material. This led to
errors and inefficiencies that in turn,
increased the work, especially when
case loads increased.

department’s network must interface
with the state government’s intranet and
be tied into the public Internet—making
it more vulnerable to attack.

When O’Berry embarked on a new
networking strategy more than a year
ago, he wanted to create a “secure edge”
to the network, he says. This would
allow the offices to be in touch with
each other without having to go through
a central, more fortified location.
O’Berry also wanted headquarters to
push out services to the remote offices,
such as printing and file-sharing capa-
bilities, so the remote locations
wouldn’t have to manage those tasks
themselves. Central management also
would eliminate the need to back up
files and other materials at each office.

Today, the Probation, Parole and
Pardon Services Department is build-
ing this secure edge with Juniper Net-
works integrated firewall and virtual
private network appliances, as well as
intrusion detection and prevention
solutions and routers featuring a range
of security appliances, each suited to
meet particular department needs.
Installing Juniper Networks J-series
routers in the field office was key to
meeting the department’s vision of a

“"We want to unchain our

agents from the desktop,”

O'Berry says.

"Give them something they can
take out in the field with them.”

In addition to mobility, O’Berry
wants security. The department traffics
in sensitive personal data. It can’t afford,
legally, to let that information fall into
the public domain. Additionally, the

secure edge, O’Berry says. Now his
team can monitor the network for dis-
ruptions or intrusions 24 hours a day,
seven days a week. The network appli-
ances also rely on JUNOS software,

which contains a command line inter-
face that eases the complexities often
associated with managing networks.
This makes remote administration and
support happen faster.

The new network is still a work in
progress. At the end of this year, the
department’s agents will have mobile
computers and the ability to wirelessly
communicate, O’Berry says. And
when they return to their offices, they’1l
be able to securely “dock” their mobile
devices with the main system and
transfer their data. O’Berry’s next step
is to centralize the data back-up.

O’Berry is realistic about the securi-
ty threats he still faces, as well as the
potential of losing data. “We’ve been
lucky...butitdoesn’t mean we’re going
to keep dodging the bullet,” he says.
O’Berry has an eye towards the future,
and plans to enhance the capabilities of
the network as new technologies
become available. His approach to
secure networking has won accolades
from one industry group, the Mobile
Enterprise Alliance. In December 2004,
the advocacy group gave the depart-
ment an award for the most pragmatic
mobile security solution.

Juniper Networks, the leader in
secure and assured network communi-
cations, builds high-performance Inter-
net platforms that let customers support
many different services and applica-
tions. Corporations, governments and
research and education institutions
worldwide rely on Juniper Networks to
deliver products for building networks
that are tailored to the specific needs of
their users, services and applications.
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