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Mist Access Assurance
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Mist Access Assurance
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Network Types / Communication Requirements EHDOETIHERIEEL)
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« 0.6.x LAf#F « 20.4R3-S7 LIp% TCP:2083
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« 22.4R2 LAP#
e 23.1R1 LIP% H .. Mist Access
Access Assurance HHHHHHHH &= Assurance
« radsec.nac.mist.com (TCP:2083)
3rd Party Devices
Access Assurance radsec.nac.mist.com
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Access Assurance - Identity Providers &Di%fE

Integration with Identity Providers
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Mist Access Assurance Geo-Affinity
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EAP-TTLS OiFE=

Considerations for EAP-TTLS

o JLF>iv)IR—Z(username/password)(C&BEReEF T 1UT 1 EOZDFEFEENHDET
) MITM, B, AEssR/(RXT—R, FEVEDU etc..

DS RR—-2ZD Identity Providers Tl BFERsEJOMILIE PAP OHFHR—~EN. PEAP-MSCHAPV2 H&U EAP-
TTLS/MSCHAPV2 (dHh—heNFEEA

Apple (. username/password DA S, TIA4)LNT PEAP-MSCHAPV2 Ffz(d EAP-TTLS/MSCHAPV2 (C&3
SREETORIZERRL. PAP (JERATRENTEERA

PAP #{EFHI31HIC(E. Apple Configurator tool (C&D PAP #B%hbUTOI71 IWAERK. mKI(CA VAN =T IREBNGHDET
REF: EAP-TTLS - Apple Client Initial Configuration

Windows 11 T(d. Credential Guard h*F J#)L NCEZNIRD., T2 TROWTORNIIOERN T OvIESNFT
Wi-Fi TO MS-CHAPv2 RX—2DEHcdtF 171 EOREEHLHD, SEIHER-ADZREMEREINTVET
REF: Credential Guard Z{EHIdLEDEEEIBEEIADME

EAP-TTLS (& EAP-TLS &£EEERU TEREERTYI N
EAP-TLS Tl&. RFYTENDRVWHERSERENMIM RO EVWEDUNTES TN AZHFERIRE. BENHUVREDAIY MIHDFET

1Rl DIEEBRNERVPRD, EAP-TLS MERENF T
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Configuration Flow

STEP 01 STEP 02 STEP 03 STEP 04

EAP-TLS
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s D372 NERE
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- IdP 5%7%E(Optional)
F)I\AZ(PC/EINAIL)

- JL—b CA SEBRZE D1/ R—b

— D347 NERZEDA >R—k

- BiR-WRRTE

EAP-TTLS

SFEAZEFAT X176

o H—)GGEERE X5 JA)L MERRFAIET]
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- Jb—b CA SEBREDA>R—b

- BiR-\IRETE

FINARA(FV>4. 10T etc..)
- MAC 7RLADHESR
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SSID

Security
WAP2/Enterprise(802.1X)
Authentication Servers
Mist Auth
VLAN etc

Authentication Servers
Mist Auth

Port Profiles
dotlx
MAB
VLAN etc..

Port Configuration
Port ID
Configuration Profile

Auth Policy Labels

AAA Attribute

- VLAN

Realm

User Name

GBP Tag

Session Timeout

Custom Vendor Specific Attribute
Custom Standard Radius Attribute
Dynamic Wired Port Configuration

Certificate Attribute

Common Name(CN)

Subject

Serial Number

Issuer

Subject Alternative Name(SAN)

Client List
SSID

MDM Compliance
- Compliant

- Non Compliant
- Unknown

Client Label

Juniper Business Use Only

Auth Policies

Auth Type

- EAP-TTLS
- TEAP

- MAB

- PSK

- Admin Auth

Port Types
- Wireless
- Wired

Vendors

- Generic IETF
- Cisco Wireless
- Cisco Wired

- Juniper

- Cisco Meraki
- HPE/Aruba

- Palo Alto

Auth Label %1—-H7E®R
Site/Site Group
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Configurations
m\Wireless - AP :&%E
B \Wired - Switch :&7E
m Certificate
B [dentity Providers
mAuth Policy
B Auth Policy Labels
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Wireless - AP S%7E

AP EEHIE

WLAN Templates TD&%

Site > WLANs TOREGTH T,
RENEETT '

[SSID] Z5%%E. [Security] T [WPA2]. [Enterprise(802.1X)] Zz<7E. [Authentication Servers] %
[Mist Auth] (CE&TE. IRIB(CIGURE [VLAN] S8 EZLET

WLAN Templates(Organization)

WLANSs

SSID

SSID

WPA2 > Enterprise(802.1X)

Authentication Servers

Mist Auth

VLAN

« Untagged

+ Tagged

» Pool

« Dynamic (VLAN Type)

WLANSs(Site)

SSID

SSID

‘ Site Assign

WPA2 > Enterprise(802.1X)

Authentication Servers

Mist Auth

VLAN

» Untagged

+ Tagged

* Pool

* Dynamic (VLAN Type)
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Wireless - AP

SSAE

1. [Organization] ™5 [WLAN Templates] Z2UvIUE9

2. [Create Template] #9UvILET

Switches

(+) wan Edges

D mist Edges

{fr Location

Administrators
Audit Logs

Client Onboarding
Inventory

Mobile SDK

Auth Policies
Auth Policy Labels
Certificates

Identity Providers

Applications
Application Policy
Hub Profiles
Metwork Topology

Networks

Campus Fabric

Switch Templates

Device Profiles
Labels
Pre-Shared Keys

RF Templates

n[][] Analytics
Settings

O ]\,-"ﬁ"\."f LA \\l _e M p | altes Create Template

oo Site Site Configuration
Q

@ Organization Subscriptions
Applied To Org Site Groups Exceptions WLANs

Create Template
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Wireless - AP %7€
WLAN Templates: Add WLAN

3. [Template Name] Z&%EU. [Create] % 4. [Add WLAN] ZOUwILE S
IO YIVE)
New Template X WLANS | AddWLAN |
SSID Band VLAN ID Security

Template Name

=

) UniPer . 23
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Wireless - AP 5%3E
WLAN Templates: SSID / Security

5. [SSID] Zi&TELET 6. [Security] T. [WPA2]. [Enterprise(802.1X)] %z
ZEIRUET

SSID Security
WLARM-AA, Security Type

|m Legacy OWE Open Access |
WiFi SLE
— oo this WLAN from WIFi SLES (except AP Health SLE Personal (PSK) |

MAC address authentication by RADIUS lookup

Use EAPOL v1 (for legacy clients)
(J Enable EAP-Reauth

(J Prevent banned clients from associating

Edit banned clients in Network Security Page

Fast Roaming

® Default
O Opportunistic Key Caching (OKC)

O A1r

. UniPer . 24
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Wireless - AP &<3E
WLAN Templates: Authentication Servers / Untagged VLAN

7. [Authentication Servers] T [Mist Auth] %z 8. (a) Untagged VLAN
EIRULEFT [Untagged] Z:&RULFT
VLAN

Authentication Servers

® Untagged |O Tagged O Pool O Dynamic

Mist Auth i

) UniPer . 25
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Wireless - AP 5&7E
WLAN Templates: Tagged VLAN / Pool VLAN

8.(b) Tagged VLAN ) 8.(c) Pool VLAN
[Tagged] Z:ZEIRU. [VLAN ID] Z5%ELFT [Pool] Zi#IRU. [VLAN ID(s)] UANZERTELFT
VLAN VLAN
O Untagged| ® Tagged O Pool O Dynamic O Untagged O Tagged | ® Pool |O Dynamic
VLAM ID VLANM ID{s)
100 {{POOL_VLAN}}
A NREBEFRATEXT A NEHEFETEET
RN TEEESE.
- TLOPAEENTEFT
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Wireless - AP

8.(d) Dynamic VLAN

=L r=t=
oS AE
WLAN Templates: Dynamic VLAN

[Dynamic] Z&RULFT

VLAN

O untagged O Tagged O F‘DO|I @ Dynamic

Static VLAMN 1D(s)

999

VLAN Type | Mamed =

Dynamic VLAN 1Dis) Interface Name(s)

120 WLAMNT20
121 WLAMNTZ2T
122 WLAMNTZZ
123 WLAMNTZ3
Add Rows

© 2024 Juniper Networks
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VLAN

O Untagged O Tagged O PDD|I ® Dynamic

Static VLAN 1D(s)

999

VLAN Type | VLANID =

Dynamic VLAN 1D(s)

120

121

122

123

Add Rows

Juniper Business Use Only
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Static VLAN ID(s)

VLAN ID OIEENRWZE(CPRIE IS VLAN
RIERY N — IR ERERTELET

VLAN Type

Named:

Airespace-Interface-Name F/z(d. Tunnel-
Private-Group-ID @ Radius E1$%&HHR— .
1 DO VLAN. VLAN 7—)b. F@EY4 NE#H%
FBEITBENTELET

VLAN ID:

Tunnel-Private-Group-ID ® Radius @4z
HR—KU. 1 DO VLAN. VLAN #EFE. £
YA N ZIETEITDIENTEET

Dynamic VLAN ID(s) #:&EULFT
Named DiF&E VLAN ZEAADLET
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Wireless - AP :%7E
WLAN Templates: Create / Applies to / Save

9. [Create] Z7UyJLT. WLAN 5XE%5T T UEY 10. WLAN Template ZiEA 9 3H1 MigEiRL. [Save]
ZIUWILT, SEEET TUEY

- Applies to
Create | Cancel |
=

-+

Entire Org: IROYA NMIBEAINFT
Sites and Site Groups: YA b Y4/ MIIL-TERALET

|Change language (en) v| SUN10SIPM 2 Q@ (@)

| Delete || Clone Save Cancel

) UniPer . 28
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Wil‘e|ess - AP %ﬁ;’f WLAN Template ZERBULE WSS,

Site > WLANSs &DEELFY

1. [Site] "5 [WLANs] 20Uy UFd
2. [Site] &5&IRUL. [Add WLAN] #9UvHLES

E] Access Points

Switch Configuration 3rd Party Tunnels Secure WAN Edge IDP/URL Events

Switches

Switch Packet Captures Labels WAN Edge Packet Captures

(+) waN Edges
B Packet Captures

D Mist Edges Policy

Pre-Shared Keys

"f Location

hT
Radio Management n \\-“\)' LA\’JS Add WLAN =
::I:I[] Analytics Security a
DDD Site 551D Enabled Template Band Security VLAN ID WLAN Limit Client Limit Guest Portal WLAN Labels Forwarding
Add WLAN
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Wireless - AP 5<7E

WLANSs: SSID / Security

3. [SSID] ZE&TELET 4. [Security] T. [WPA2]. [Enterprise(802.1X)] %
ZEIRUET

SSID Security
WLARM-AA, Security Type

|m Legacy OWE Open Access |
WiFi SLE
O Exclude this WLAN from WiFi SLEs (except AP Health SLE SR |

MAC address authentication by RADIUS lookup

Use EAPOL v1 (for legacy clients)
(J Enable EAP-Reauth

(J Prevent banned clients from associating

Edit banned clients in Network Security Page

Fast Roaming

® Default
O Opportunistic Key Caching (OKC)

O A1r

) UniPer . 30
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Wireless - AP &<3E
WLANSs: Authentication Servers / Untagged VLAN

5. [Authentication Servers] T [Mist Auth] Z 6. (a) Untagged VLAN
ZEIRUET [Untagged] Z&EIRLET
VLAN

Authentication Servers

® Untagged |O Tagged O Pool O Dynamic

Mist Auth i

) UniPer . 31
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Wireless - AP %7€
WLANSs: Tagged VLAN / Pool VLAN

6.(b) Tagged VLAN L 6.(c) Pool VLAN
[Tagged] zi#EIRU. [VLAN ID] Z5s&%ELEYT [Pool] Z3&3RU. [VLAN ID(s)] URMzE&ELET
VLAN VLAN
O Untagged| ® Tagged O Pool O Dynamic O Untagged O Tagged | ® Pool |O Dynamic
VLAN ID VLAN ID{s)
100 | {{POOL_VLAN}}
YA NEEEFATEFT YA NEEFETEET
RN TEEESE.

- TLOSHEENTEEXT
f5) 201-210,4000

[Network [EBhLRFEELTCEEWL L '

nesie® | ®
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Wireless - AP 5%

WLANSs: Dynamic VLAN
6.(d) Dynamic VLAN
[Dynamic] Z&RULFT

VLAN
O untagged O Tagged O F‘DO|I @ Dynamic

Static VLAMN 1D(s)

999

VLAN Type | Mamed =

Dynamic VLAN 1Dis) Interface Name(s)

120 VLAM120 [}
121 VLAN121 o
122 VLAN122 ]
123 VLAN123 ]

]
Add Rows

© 2024 Juniper Networks

==

J1

VLAN

O Untagged O Tagged O PDD|I ® Dynamic

Static VLAN 1D(s)

999

VLAN Type | VLANID =

Dynamic VLAN 1D(s)

120

121

122

123

Add Rows

Juniper Business Use Only

= = = = &

Static VLAN ID(s)

VLAN ID OEENRWMGSICFREIS VLAN
RIERY N — IR ERERTELET

VLAN Type

Named:

Airespace-Interface-Name F/z(d. Tunnel-
Private-Group-ID @ Radius E1$%&HHR— .
1 DO VLAN. VLAN 7—)b. F@EY4 NE#H%
FBEITBENTELET

VLAN ID:

Tunnel-Private-Group-ID ® Radius @4z
HR—KU. 1 DO VLAN. VLAN #EFE. £
YA N ZIETEITDIENTEET

Dynamic VLAN ID(s) #:&FEULFT
Named Diz&(E VLAN 2B ADLET

nesie® | 33
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Wireless - AP 5X7E
WLANS: Create
7. [Create] #9Uw5LT. WLAN ZE#52TUEY

=

. L]
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Wired - Switch 527E
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Wired - Switch

Switch Configuration #1=

A
-1

Switch Configuration(Site). & SW THERET
EFIH. Switch Templates TOEEIHELETT

[Authentication Servers] T [Mist Auth] (CE%TE. [Port Profiles] T IEEE802.1X ZRiEBEEDETEZITL\.
[Port Configuration] ® [Port IDs] T/h—MEBE. [Configuration Profile] (CYERKLIZTOJ7A I Z2IEELE T

Switch Templates(Organization) Switch Configuration(site)

Authentication Servers

Mist Auth
Source Address

Port Profiles

« Use dot1x authentication
» Allow Multiple Supplicants
+ Dynamic VLAN

« Networks

« Mac authentication

« Mac authentication only
+ Authentication Protocol

« Use Guest Network

« Guest Network

« Bypass authentication when server is down

Port Configuration

Select Switches Configuration
Info

Name

Applies to switch name

Applies to switch role

Applies to switch model
Port Config

Port IDs

Configuration Profile

‘ Site Assign

Authentication Servers

Mist Auth
Source Address

Port Profiles

+ Use dotlx authentication

Port Configuration

Port IDs
Configuration Profile

Switches > {Switch}

© 2024 Juniper Networks
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Wired - Switch S%7E

1. [Organization] 5. [Switch Templates] ZJUyJLE T
2. [Create Template] #9Uv%. [Template Name] (CT>TJL—h&%%E. [Create] ZJUvILET

Switches

@ WAN Edges Administrators Auth Policies Applications Campus Fabric Device Profiles

Audit Logs Auth Policy Labels Application Policy Labels
O Mist Edges

Client Onboarding Certificates Hub Profiles Pre-Shared Keys

"{f Location

Create Template

EEES [ Import Template ]

Switch Temp

uﬂ[] Analytics
0 Templates

oo >ite | TEMPLATE SITES SWITCHES

@ Organization NEW TEMPLATE x

| Template Name

st

onesle® | ¥

© 2024 Juniper Networks
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Wired - Switch S%7E

Switch Templates: Authentication Servers / Port Profiles

3. [Authentication Servers] T [Mist Auth] Z:%EiR 4. [Port Profiles] T [Add Profile] ZJUvyJUE9
VES)

AUTHENTICATION SERVERS

PORT PROFILES

Port configuration for a set of related ports

. ) % System defined
Authentication Servers € s
) * a defaulti1), trunk, edge
Mist Auth W ? o ge
* default default{1), access »
Source Address €9
* disabled ort disabled
Mone W . >
* jot default{1), access, edge »
# uplink default(1), trunk »
Search # | Add Profile

) UniPer . 38
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Wired - Switch

A
-1

Switch Templates: Port Profiles

5. [Name] Zi%EU. [Use dotlx authentication] ZF1v). HNERIEEZSTELET

Mew Port Profile

Mame

dot1x-mab

[Name] (CJOJ71) &%

Port Enabled

(® Enabled () Disabled

Description

Add Description

Maode

(O Trunk (@ Access

Port Metwork (Untagged/Mative VLAM)

BXIELET

Use dot1x authentication
[ ] Allow Multiple Supplicants
Dynamic VLAN @

Networks

+

Network Z1EELET
Dynamic VLAN Z%TE 9 dima (.
RERY NI —IREZABTELET

isolated

990 v

VolIP Network

‘ Mane

[ ] Use dot1x authentication

© 2024 Juniper Networks

A A

Mac authentication

[ ] Mac authentication only

Authentication Protocol

| Maone e

[ ] Use Guest Network

[ | Bypass authentication when server is down

% TE A

(a) IEEES02.1X 5®3

[Use dotlx authentication] %
FIvI9I2E UBEOATS A NERR
SNF9

Juniper Business Use Only

(b) MABZR:
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Wired - Switch 5%

i

Switch Templates: Port Profiles 802.1X
5.(a) 802.1X ZB5F: [Use dotlx authentication] ZF v/ (WB). ZOMATI S #ETELFT

Use dot1x authentication

[ ] Allow Multiple Supplicants

Dynamic VLAN @

MNetwaorks

+

[ ] Mac authentication

Use Guest Network

Guest Network

default

E Bypass authentication when server is down

© 2024 Juniper Networks

[Use dotlx authentication] ZFIvIULET
[Allow Multiple Supplicants] ZF1vJ 93¢, BE—R—NCEEHTULS MEFRIENET
FHY(C VLAN ZEIDHT3HS. [Dynamic VLAN] ZF1vIULET

[+] 5 Networks ZEBIILE T
[Network RBLRIEELTEL L '

[Use Guest Network] ZF1v/J 93¢, Guest Network AFREEZITVE T
[Guest Network] ZROVIFIUZ MSEIRUE S

[Bypass authentication when server is down] ZFIw/o93E, H—){HTILTVBRIEE.
DIAT7 > NIEREERL TRY NI =D EATEFT

Juniper =

. . | 40
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Wired - Switch S%7E

Switch Templates: Port Profiles MAB

5.(b) MAB &23E: [Use dotlx authentication] &. [Mac authentication] ZFIvJ(WA7E).
ZOMATS A% HTEUEFT

Use dot1x authentication [Use dotlx authentication] ZF1v/IUET
| [ Allow Multiple Supplicants [Allow Multiple Supplicants] ZF1vJ 93¢, BE—R—NCEEHTULY MEFRIENET
Dynamic VLAN @ [Dynamic VLAN] ZF1vJUT. E8Y(C VLAN ZEIDETFT

Netwarks [+] H5 Networks ’&Ehﬂbi@’
[Network (FBIERETEL TSV L '
+

- — [Mac authentication] ZF1IvIUEd
e dot1x FRsEasITURENT 3L, MAB TOEEERIT(I7—I\wY) LET

[_| Mac authentication only [Mac authentication only] ZF1vJ9 3¢, dotlx FREEzsRiTHEIIC,
BE5(CMAB TO#EfizstiTUE S

[Authentication Protocol] Z38E TZ%9 (None/pap/eap-peap/eap-md>5)
YA MIIBESNIEREE IO ML TEEBHRZIRRUET

Use Guest Network [Use Guest Network] ZF1v/J93E. Guest Network AFREEZITWVET
[Guest Network] ZROVIHIUZ MSEIRUE S

Authentication Protocol

Mane A4

Guest Network

default 1%

|Q — [Bypass authentication when server is down] ZF1Iw/7d3E, H—)IHTILTVRIEE.
e : - DIAT> I\(atubuEtLb‘C*v ND—DIC7IERTEEY

. L]
© 2024 Juniper Networks Juniper Business Use Only JHQLE;@[I’ | 41




= o SJFL =k

Wired - Switch 5<7E

Switch Templates: Select Switches Configuration > Port Configuration

6. [Select Switches Configuration] T [Add Rule] 22Uw%. [Info] 47T [Name] #E&ELFT

XgRikEs %z [Applies to name]. [Applies to switch role]. [Applies to switch model] DWINHT
BELET

‘ Select Switches Configuration | ‘

default Port Config ‘ IP Config | IP Config (O0B) | Port Mirroring
all remaining switches

CLl Config

24 =

Mame

port-config

[ Applies to switch name Offset

Applies to switches if the provided text can be found at the selected
character offset (0 = first character) within the switch name

[ ] Applies to switch role Applies to switch model

| exa100-48p v

letters, numbers, _or -

) UNIPES 48
© 2024 Juniper Networks Juniper Business Use Only 'J.,im.‘,mm AL I’.
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Wired - Switch 27
Switch Templates: Select Switches Configuration > Port Configuration

7. [Port Config] #7%%Uv%. [Add Port Configuration] Z7UvysJUF9

[Port IDs] CilEFI31>49J1—A%187E. [Configuration Profile] (CYERULIZTOT71/ )V % &RUE T

[v] Z9UyJUT. Port Configuration §%E%5¢c I« [V ] T Rule % E%Z5 T UEXT
|M IP Config | IP Config (OOB) | Port Mirraring | CLI Config | " “ |m IF Config | IP Config (QOE) | Port Mirroring | CLI Config |

Apply port profiles to port ranges on matching switches Apply port profiles to port ranges on matching switches

Unassigned ports Default

New Port Configuration v =
Port IDs
I ge-0/0/0 I
(ge-0/0/1, ge-0/0/4, ge-0/1/1-23, etc)

Configuration Profile

ad )
I Add Port Configuration I I secureport-dotix default({1), access v I

[] Enable Dynamic Port Configuration

Description

Up / Down Port Alerts (1]
(0 Enabled @ Disabled
Manage Alert Types in Alerts Page

Port Aggregation

() Enabled (@) Disabled

Allow switch port operator to modify port profile

O Yes (@ No

© 2024 Juniper Networks Juniper Business Use Only
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Wired - Switch S%7E

Switch Templates: Assign to Sites / Save

8. [Applies to Sites] T [Assign to Sites] Z2Uvy/. 9. [Assign to Sites]T Switch Template DF%E%
[+] 57> T —MNeBR Y 3Y 1 MR (1EE0EIRE]) 5T T LET
L. [Add] Z20Uv%. [Apply] Z0UvIUE T

APPLIES TO SITES

Change language (en) = | SuN417PM 2 O (3)
0 sites 0 switches
Assign Template to Sites x

f — Switch Templates #. Y1 Mc7Y1>
L Em- LRSS .
[ |

' ) Juniper 4t | 44
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Wi - i AL, Organization > Switch Template,
Ired SWItCh A AE Site > Switch Configuration %{H

Per Switch Configuration BIIC. AIYFBTHREIFLETEFT
1. [Switches] M5, FRTETD R(YFHEIRULET

Juniper Mist o ORGANIZATION Change language (en) « | Suns3sem 2 QO (@

@M‘]“it“r SWWCh@S main_site List  Topology = Location | 8:38:00 PM (updates every 3 minutes) Inventory | | Claim Switches

E| Marvis™ 2 O‘ 'O W
Cloud Connected Discovered Wired Clients Total Allocated
rQi'\ Clients Switches Switches AP Power

E] Access Points

m Switch-AP Affinity 'l:::::l PoE Compliance VLANS m Version Compliance 'l:l::l Switch Uptime 'l::::l Config Success

Switches

(o rie |
(+) wan Edges
- O Status Mame & IP Address Model Mist APs Wireless Clients Wired Clients Insights
| ronnarta = 3":: . . . - Cari Tag
e OJ Connected =x4300  100.123.105.1 EX4300-48T 1 2 2 switch Insights
 m— | =
OJ Connected VEX 100.123.251.0  VEX9214 0 0 1 switch Insights

"C.':.? Location

. UniPer . 45
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Wired - Switch

Per Switch Configuration

2. [Authentication Server] T [Mist Auth] %z

ESNVES)

A
-1

AUTHENTICATION SERVERS

Crverride Site/Template Settings

Authentication Servers €

Mist Auth W
Source Address €
Mone A

© 2024 Juniper Networks

Juniper Business Use Only

Port Profile Z3%TEUF 9

PORT PROFILES

Port configuration for a set of related ports

* Site, Template, Campus Fabric or System Defined

* ap default(1), trunk, edge »
* default default{1), access »
* disabled port disabled
* ot default(1), access, edge >
* uplink default(1), trunk »
Search XI Add Profile I

TR

3. [Port Profiles] h*5 [Add Profile] 22w JUT.

46



Wired - Switch %7€ [E‘aﬁﬂﬂ@%’z"ﬁ?? L

Per Switch Configuration TDMATSaVIE, p.40, p.41 288

4.(a) Port Profile: 802.1X 5851k 4.(b) Port Profile: MAB 33

New Port Profile v X New Port Profile v o
Name Mame
I secureport-dot1x I [Na me] (:ij}_//{}L%% I Secureportdotix I [Name] (:ij?’()b%%
- AN
Port Enabled RELET rortenabled XELXT
ort Enablel (@ Enabled () Disabled
@ Enabled () Disabled
Description
Description
A
A
Mode
Mode ) Trunk @ Access
(O Trunk @ Access Port Network (Untagged/Native VLAN)
| default 1w |
Port Network (Untagged/Native VLAN)
| default 1V | VolP Network
| MNone v |
VolIP Network
| Mone hd | Use dot1x authentication I [Use doth authentlcatlon] %
[ Allow Multiple Supplicants }I\ygbasg_
Use dot1x authentication I [Use dotlx authent|cat|on] % [ ] Dynamic VLAN @ ) )
[] Allow Multiple Supplicants }I\yabasa' Mac authentication I [MaC authentlcatlon] %}I‘yq
[] Mac authentication anly L/ia_
[] Dynamic VLAN @
Authentication Protocol
[] Mac authentication |
Mone v
[ Use Guest Network :
[] Use Guest Network
[] Bypass authentication when server is down
[] Bypass authentication when server is down

= Y
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Wired - Switch

Per Switch Configuration

A
-1

5. [Port Configuration] T [Add Port Configuration] Z2Uv/JU%d
[Port IDs] CilEFI31>49J1—A%187E. [Configuration Profile] (CYERULIZTOT71/ )V % &RUE T

[V] &7 ILET

PORT CONFIGURATION

Port Profile Assignment
# Site, Template, or System Defined

Unassigned ports

© 2024 Juniper Networks

New Port Configuration W I ¥
Port IDs
ge-0/0/0 =] |
/041, ge-0/0/4, ge-0/1/1-23, etr)
Interface
@ L2interface () L3interface () L3 sub-interfaces

Configuration Profile

secureport-dotix default(1), access v

I Add Port Configuration I

[] Enable Dynamic Port Configuration

Description

Up / Down Port Alerts €

O Enabled @ Disabled
Manage Alert Types in Alerts Page
Port Aggregation

() Enabled @ Disabled

Allow switch port operator to modify port profile
) Yes (@ Mo

Juniper Business Use Only

[Port IDs] CEAHI%1>7J1—R%

BELFY

[Configuration Profile] (CYERLUTE

JOI7AIVeERUET

TR
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Wired - Switch S%7E

Per Switch Configuration

6. [Save] CEXEZTT F LET

Change language (en) = | SUNg27PM 2 Q  (3)

Utilities » 3

el FTROWTNTETEET )
« Organization > Switch Templates > {Template}
- Site > Switch Configuration > {Site}
« Switches > {Switch}

EHMHDIREOE DS, Switch Templates TORENHEIETT
Switch Template T Network. Port Profile Z5%3E. EBIAIYFT
\Port Configuration ZEEI I REHASDOETERETSIILETEET

. UniPer . 49
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Certificate

SIEBAZE DEEECDONT
- IEEE802.1x F5ET(d. Server Hello TY—/GEBAEMERSEN. 547> MAITIREENM TONE S

« EAP-TLS TI&. Server Hello (C Certificate Request eaBZIBINTAE(CED. T34 7> NII5A4 7> MNIEBRE %

ERUET . 751472 MIGEIREZIRIRL . RSN E OIREENY —/NAITITONE T

« Mist [3T514~R—bN CA BEULTEMEL., Y—/\GEBAZE (auth.mist.com) ZBETHRITLET
- Mist TRI5147> MIASZSOFEIT BAHZITLEEA

Organization > Certificates > Add Certificate Authority

2N
Mg P Mist Cloud {.:1)
—
r—" r__ r__ r1
V— — — — —
g = R R
CRL JL—RNCASIEBRE Mist CA SEBRZE JL—RNCASIEBRE b—)VGERRE
N View Mist Certificat
AT l JoeEza=>y l >IeDV(\;er1?oade e auth.mist.com
MDM
Group Policy D . I_ —l |_c3
— Mist o l_ J |_
L %.I _ ‘ ’ ‘ Mist Access
> Assurance
NSATUNERE @ : :
PSSVl Supplicant

© 2024 Juniper Networks B iR Juniper Business Use Only
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Certificate
SFBAZEDERECONT
93147> bbb Access Assurance DY —)GEEHEZ{EAIHEHICIE LTFTOESSHDIBHETT

1. Mist CA SEBAEZ 517> McERTE 5/ EL TEEx

« Mist CA sEBBZ%4>0—-RUET (T IANMDIT7A)LE: mist-ca.crt)
Organization > Certificates > View Mist Certificate > Downloads

© DIATIMAZAR=ILET
2. J547> MMERLTVWAID VYRR B EICLDRITEINIY —\GEBAZ Z A ViR— M TIAN D Mist SEBAZEANEZ

 Organization > Certificates > Import Custom RADIUS Server Certificate HZG L X509 SERREOEM
F&ANL, [Save] ZIUvILET -
" Private Key(#=a) T —
. S e o K ° N ﬁ H = C
e e o Y- NBNIS( 7> NCAIR BRI EEL LTV 54,
- Signed Certificate(GIEEAE) X PHEEEAZZZHET SAN (CH—/{D DNS £%x5HFd

o JMIILRH—REERREIERTEEEA
« TLS web server authentication ILEE 2 SHET
(KZE D Android IHAR THRELRDET)

k. EUGEREFI- 2RI 3B ENHDIT

Juniper Business Use Only

[l(?“U‘M/TEW\‘—b PKI DWTNDBAE. H—I\/ 547y NEBEEIRIITS L .
JUNPErg® | 52

© 2024 Juniper Networks


https://www.juniper.net/documentation/us/en/software/mist/mist-access/topics/topic-map/access-assurance-certificate-generate.html#task_r4m_mlx_gzb

Certificate

=1 —

ol E
[Organization] h*5 [Certificates] 20Uy UET

« Add Certificate Authority (CA SEBRZEDENN)
it 547> NEBAERREECfERAENS CA SRS ZERULEFT
347> 67\ 1 3. Client Hello TI34 7> MNiEBAEZIERU. U—/VRID CA FEBREZE TARFEENET
SEBAZE(EEU CA (CEDBRZEIN TV ENHDEFT
Audit Logs Auth Policy Labels . . . . = —
O wist Ecges - |  View Mist Certificate (Mist SEBAZDFRR)
Client Onboarding & Org BICEBO Mist CA REEBICED Access Assurance FADT JA)L " —)\SEBAEZFITUEYS
-ﬁf Location Inventory Identity Providers Eﬂﬁgﬁﬁéﬂfb\ﬁb\iﬁé\ :0)5'77UI/ |\O)'U'—} \%EEH%%OE’(T\/ I\(Z};E'Ea_?biif
Mobile SDK « Import Custom RADIUS Certificate (Radius Y —/\GEBAZE D1 VK- )
BIFDISA 7> NSTE S AEZZE R I (L. BITHEHOY -/ GRS ZRGH AT 2155, BIfFOIIRE
(Jb—b CA SEBAE. Radius Y—/\O\SE. BLUIEZRE) 21 > MR—NUET
Site Configuration NAA LSRTENDDIEEE. TIANNEELNETENET

@ Organization Subscriptions

Administrators Auth Policies

(+) waN Edges

|:|III|:| Analytics
Settings

oy Site

CA FEBRZE Mist FIEBAZE Radius Y—/\GEEASE
DIENN DEZN DA >k—h
Certificate Authorities Add Certificate Autharity ||| View Mist Certificate ||| 1mport Custom RADIUS Server Certificate
Common Mame Issuer Valid To
© 2024 Juniper Networks Juniper Business Use Only 'J.,UrJ,'nE?ﬂemrl11 | 23



Certificate
Add Certificate Authority

[Add Certificate Authority] Z27Uw/JUT. [signed Certificate] #(C CA SEBRE%ZBLD(I(F. [Save] 0 IVILET

- 0 " [ ¥
Certificate Authorities | Add Certificate Authority || | View Mist Certificate | | Import Custom RADIUS Server Certificate |
Common Name Issuer Valid Te
Add Certificate Authority x
signed Certificate
- N | .
----- BEGIN CERTIFICATE——
MIIFRjCCAYGgAWIBAIIVI4) DFECIGOWDQY]KoZIhveNAQEL BQAWNJELMAKGATUE
BhMCVWMxDTALBENVBAOTBG1 pc3QxGDAWBENVBAMMD2xhYi1 YUBOZXNOLmSIdDAe L =
FWOyMzA3MTEXNjMxMDBaFw0zMzA3MTEXNjMxMDBaMDYxCzA JBgNVBAYTAVTMQOwW BEGIN CERTIFICATE i 'f—{i: .
CwYDVQQKEWRtaXNOMRgWFEYDVQQDDAISYWItY2FAGVZd CSuZXQwggliIMADGESgG ——END CERTIFICATE—- 17250
S1b3DOEBAQUAAAICDWAWEZIKACICAQDWYENIKWENVFK1 SwrXc7ZtUNINZ hvBKguc B CA SFRRZE%RBEDFFET
DrRunBziVybLihi25JUomsgRWBLrM490VwyBqDgGbFKFfe|riBdmijZ/hY2MKnr+
[Natr = e D e A o T T L T e Dt A B i b i T L TR e /;
Properties
Common Name = lab-ca@test.net Properties T CA iEBAZ0T0/\T1%
valid From 07/12/2023 i ES]

Valid To | 07/12/2033
ssuer C=US, O=mist, CN=lab-ca@test.net

Serial Mumber 57de090c511c946d
Subject Alternative Name  lab-ca@test.net [Save] 7@':’]U‘y’]bi§’

| Cancel |
Juniper .-_.'I | 54
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Certificate

View Mist Certificate

[View Mist Certificate] 22 Jw/JUT. Mist @ CA

[Download] &D5D>0—-RTEET

" Certificate Authorities

Common Name

View Certificate

Signed Certificate

SEBAEZ R RUET

| Add Certificate Authority |

| View Mist Certificate || | Import Custom RADIUS Server Certificate

Issuer

Valid To

MIIFOjCCATqgAWIBAZIBATANBgkghkiGIWOBAQsFADBOMQswCQYDVQQGEWVUZEN
MASGATUECZWETWIzZdDEOMAWGATUECWWFT3|nQOEXLTArBgNVBAMM|GMxZW|jM]lx
LWjODItNGUSZi1 hNzg5LTZmMWUyYzhiZ Gk NDAeFwlyMTAAMzAWNzZEyNDZaFwiz
MTAAMjgwiNZEYNDZaMFsxCzA |BgNVBAYTAIVTMQOwWCWYDVQQKDARNaXNOMQ4wDAYD
VQQLDAVPcmdDQTEIMCsGA T UBAWWKYZFIYmMyMJECYmMAMIDOZTIm LWE3ODktNmYx

ZT)i0GkYmQOMIICIANBgkghkiGIwWIBAQEFAAOQCAgEAMIICCEKCAZEAX]20ymET
GO DAyl 9l A PrvEcBY 3N BIR s M AP 3YREnDAnhkhil 27 TAVnn nOAma +a 0T

Properties
Common Name
Valid From
Valid To

ssuer
Serial Number
CRL Distribution Points

Subject Alternative Name

© 2024 Juniper Networks

cli 4

08/30/2021

08/28/2031

C=U5, O=Mist, OU=0rgCA, CN=c1¢ 1
01

http://api.mist.com/api/v1/orgs/clebc2

cleb

Juniper Business Use Only

Download | Close |

[Download] Z9UvIUT.

A>0-RTEET

SERRE%E

Junieer
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Certificate
Import Custom RADIUS Server Certificate

[Import Custom RADIUS Server Certificate] #2v/JU. [Private Key]. [Private Key Password].
[Signed Certificate] Z AU, [Save] Z20UvILFET

Common Name

" Certificate Authorities

Import Custom RADIUS Server Certificate

Private Key

| Add Certificate Autharity | | View Mist Certificate | || Import Custom RADIUS Server Certificate

X Valid To

Proc-Type: 4, ENCRYPTED
DEK-Info: AES-256-CBC,C2B449FC86C96D51A60B4617681FBDA1

1SRFDj1ZFyhFEWwWQxHzfMBSK7MrGxUi1 tsAnM3QNC3n3p5HZUhQxQ+G6CZjaljk
YWgABJ+231itOB+7twDBZdlrx3iAXotSZudjpBn7cbh2vQ/aoFufQnDoGz3Nc2H

o AT R A Vo e D o R EIRATC o 7w /O b e RN 2Tl i fD g b AW Y S o b A e by

" #(Private Key) ZBtO{FF3ET

Private Key Password
—

cigned Certificate

MIIFIDCCA3CgAWIBAgIVrRsPIIUdKUWDQY]KoZIwveNAQELBQAWN]ELMAKGATUE

1= —-BEGIN RSA PRIVATE KEY—- 17¢&
——END CERTIFICATE—- 17250

1 Wz (Private Key) O/\ATJ—-Rz ABDULET

BhMCVVMxDTALBgNVBA0TBG1 pc3QxGDAWBgNVBAMMDZxhYi1jYUBOZXNOLmMSIdDAe
FwOyNDASMTEWNDQzMDBaFw0zMzAIMTExNMxMDBaMD4xCzA |BgNVBAYTAIVTMR AW

AllWDQY]KoZIhveNAQEBBQADZZIPADCCAZOCEEIBALVPG 1 hqglulwzy TEUZIOWD]
0038Hrj6PC+hoPAHA1gP5d5f00BMYnanAgCkl|PkMsMEXr+fgWvHTgfpKETVIMQK
e i ittt

DgYDVQQKEwdgdWSpcGYyMROWGWYDVQQDDBRyYWRpdXMtd GVzdEBOZXNOLmMSIdDCC

Pro pertles
Common Name | radius-test@test.net
valid From = 09/11/2024
Valid To | 07/12/2033
ssuer | C=US, O=mist, CN=lab-ca@test.net
Serial Number = 56b46c3dff5474a5
Extended Key Usage TLS Web server authentication

Subject Alternative Name = radius-test@test.net
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—-BEGIN CERTIFICATE—- 17¢&——
END CERTIFICATE—- 17%ZZt. IN
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[Save] 270y IUE 9
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Certificate
View Custom RADIUS Server Certificate

[View Custom RADIUS Server Certificate] Z7UvIU. IREEEFTRPOHAY LGEIAZE Rz FRUET
EHERETEIEADRAILIEBAEZEZEE I 2155, [Delete] LDEIFsEZ—BHHIBRL. BERTELET)

Certificate Authorities | Add Certificate Authority | | View Mist Certificate | || View Custom RADIUS Server Certificate |

Common Name Update Custom RADIUS Server Certificate x Valid To

Private Key

Private Key Password

Signed Certificate

MIIFIDCCA3CgAwIBAgIVIRsPIOUdKUWDQY]KoZIhve NAQELBQAWNJELMAKGATUE
BhMCWVMxDTALBgNVBAGTBG1 pc3QxGDAWBZNVBAMMD2xhYi1jYUBOZXNOLmMSIdDAe
FwOyNDASMTEWNDQzMDBaFw0zMzA3MTExNjMxMDBaMD4xCzA | BgNVBAYTAIVTMRAW
DgYDVQQKEwdgdWSpcGVyMROWGwWYDVQQDDBRyYWRpdXMtdGVzdEBOZXNOLmSIdDCC
AilwDQY)KoZlhveNAQEBBQADggIPADCCAgoCggIBALVPG 1 hgglulwzYTEU2I0Wb]
0038Hr|6PC+hOPAHA1gPSdSfO0BMYNanAqCkl| PkMsMFXr+fgWvHtgfpKETVI MgK

WA hOMINOESErOHY ainhnl Kidal INEnsYrman bk ubiunScBud ABFSON SNy YNRG e

Properties
Common Name  radius-test@test.net

Valid From = 09/11/2024

Valid To | 07/12/2033 g
E:S‘SJET C=US, O=mist, CN=lab-ca@test.net %E;&%ﬁi(it“giﬂ/\l
Serial Number = 56b46c3dff5474a5 jJZQAEIEEH %’&g%?é%é\
Extended Key Usage | TLS Web server authentication [Delete] &DE%@EQE’&_E

Subject Alternative Name | radius-test@test.net \ﬁIIJ B,% L/ . ﬁ}_ﬁh Erg"'ﬁ_':_ L/ 353'
=
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Entra ID(Azure AD)/OAuth Overview

Entra ID/OAuth O7 V-3 % &R UET

7TV DS
REER > 7TV RERE > B

TP —23>2(03147>8)ID

F4LINI(FFH>N)ID
SEBREF(ES -y boBEN
H13:: ESEs VA S
FUWISA 7M=Ly~
atEA

BIEAR
DIATR=ILyh

NI4T NI0-%2550]93 > RF
APID7 It A1)

Microsoft Graph

- User.Read - Delegated

Boalk

[

D347 =IOy NDIEERRIBROAHIERTEET
ShYICaE-LTCEZWN

Organization > Identity Providers > Add IDP

Name

[Name] ZAHULET

Configuration

IDF type

O Losrs] ® ocauth |O MistEdge Proxy [OAUth] ZIEIRLET
OAuth Type
IAzure vI [Azure] %E}Rbij
OAuth Tenant ID @
— | [OAuth Tenant ID] ZAHDULET
I | [Domain Names] #AHULEY
O DefaultIDP ®
OAuth Client Credential (CC) ClientId @ [OAUth Cllent CredenUal(CC)
g | Client 1d] ZAHULET
’IOAuth Client Credential (CC) Client Secret I s [OAuth Cllent CredentlaI(CC)

- User.Read.All - Application
- Group.Read.All - Application
- Device.Read.All - Application )

1-Y- ) -’ DiEhl

Client Secret] ZAHUET
OAuth Resource Owner Password Credential (ROPC) Client Id @
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Entra ID 7J2VUDER

1. Entra ID(IH Azure Active Directory) (C7JTALET
2. [7IDEER] Z3&EIRL. [FiREER] 20UvILET
-4 > -

] | INeLE %

¢« + s | 6 it K sla-Fod (O SxoEscEs L 9ok P e ey FE IO b T

FY
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b EEEEN -
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(&) Identity Governance
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£ 1254 v EE
M IR

@ FFHEER

5 Microsoft Entra
Connect
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Six

3. [&AT] ZA. [HIR—RENTUVB7HD> hOTERRE | ZEIR, [Eix] 27vIULFET
FIr—23o08E - X

=]
COP W~ 1-H-EFTE (CEECEET),

Mist AA IdP ~
[ |

Hik—hEnTuwae it oEsE

o7 I —2avaERUENZOD APL (CPIEALENTEZDEFIENTIA?
|® comsrrroscaEnzzn - (- 0 - 20) TR |
O ABEOESTLINAROTNY - (B Microsoft Entra ID 71 h - IILFFH0H)
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() EAFE Microsoft 7H5ND#H
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A4 URI (BBEal5E
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‘ T3k —LDER v ‘ ‘ f5: https://example.com/auth

TERICEALTWS T NET 55 TRELES , TvIU— TCERAOMOT V% [125-T54Z T3] DBl TialEs,

AT BE Microsoft JoyhJA—A AU —CABURECANFT &

==
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B I:I[] Analytics

oy Site

@ Organization

© 2024 Juniper Networks

Administrators Auth Policies Applications

Audit Logs Auth Policy Labels Application Policy

Client Onboarding Certificates Hub Profiles

Inventory Metwork Topology

Mobile SDK = Identity Providers

Settings
Site Configuration

Subscriptions

Static Configuration

Name

Juniper Business Use Only

Campus Fabric

Switch Templates

IDP Type

RF Templates

Device Profiles

Fre-Shared Keys

Default IDP

Add IDP

TR
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Identity Providers

Add IDP - Entra ID/OAuth

3. Entra ID (GEHILE7TVESIBUEZIEB%ESTE. [Create] #IUvIULET

7IVDE R
FREER > VT2 2%ETE > Bk

TP —23>2(03147>8)ID

Name

EntralD

T4LINI(TF>M)ID

SEBRE XIS -y bDENN

stBAF LS —ILYh
FLUWISA 7R =Ly h
athA
BIEAR
DIATR=ILyh
EE

NITUIIS547> R NI0-%Fa193 > FF
APID7 It A 0]

Microsoft Graph

- User.Read - Delegated

- User.Read.All - Application

- Group.Read.All - Application

- Device.Read.All - Application )
1-Y-J)—JT DM

Configuration

IDP type

O oar] @ oauth | O mist Edge Proxy

OAuth Type
I Azure vI
OAuth Tenant ID @

_>| b7aeraasd-7a68sdfj-asdgvgaadsfaer I
Domain Mames
[ = ]

O pefault iDP @

0Oauth Client Credential (CC) Client 1d &

—DI 20wefas-df28-9kloaade

Oauth Client Credential (CC) Client Secret @

| Reveal

OAuth Resource Owner Password Credential (ROPC) Client 1d @

© 2024 Juniper Networks

_PI 20wefas-df28-9kloaade

Juniper Business Use Only

FRI 10:21 PM

Create | Cancel

200 @

[Name] ZAHULET

[OAuth] Z#IRUE T
[Azure] Z#RUET

[OAuth Tenant ID] ZAULET

[Domain Names] ZAULET

[OAuth Client Credential(CC)
Client Id] ZADOULFET

[OAuth Client Credential(CC)
Client Secret] ZAHUET

[OAuth ROPC Client Id] # A 73
L&E9
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Auth Policy

Organization > Auth Policies
[Organization] H*5 [Auth Policy] Z2Uv%. [Add Rule] ZJUvIULE T
[5] switcnes

Administrators
(+) AN Edges .

Audit Logs Auth Policy Labels

D Mist Edges

Client Onboarding Certificates
<7 Location Inventory Identity Providers

Mobile SDK
u[][] Analytics

Settings
[m|

L Auth Policies

@ Organization Subscrij . o . ~ . .
Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.
Add Rule Create Label Show MAC Events Tr::-da}-' - (]
Ma. Mame Match Criteria (match on location, 3510, User Group, etc) Policy Assigned Policies (\VLAN, Roles, Session Timeouts, etc) Hit Count
Last Last Rule All Users b 4 Network Access Denied

. uniPer 1 74
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Auth Policy

Organization > Auth Policies

YNNI =8 T I =S CRTFEBERTZ 1 F A ZAEHAIUET
M=% 1—H - T INA R U T, POCRZF O F 2 3ES I3 77 3 2 ERALET
DA T, SR D= (LU VLAN. Role, Session Timeout BEEZNIA—FELTIT S TEFT

Match Criteria Assigned Policies

OJ Mo. MName Match Criteria (match on location, 5510, User Group, etc) Palicy Assigned Policies (VLAN, Roles, Session Timeouts, etc) Hit Count
O 1 + | 2ll Users v g Metwork Access Allowed | ==
RUZ—(Z First Match TY >~ Label site Site Group cearch a
ENSIRICEHEINES — v Allow VLAN. Role. Session
Auth Type s e SessionTimeOut ‘i Timeout BRE
: EQEZH_-IS_S | EApTTLS Auth Type |~ X _Block Role-contractor AAA Attribute
— TEAP EAP-TLS Auth Type Printer-VLAN AAA Attribute
TEAFP A ype
e o (=
- Admin Auth o o
_ | Admin Auth Auth Type Vendors AAA Attribute (Auth Policy Label)
Auth Policy Label { printer lient Lis - Generic IETF - VLAN
- Cisco Wireless _ Realm
Port Types { Wired Port Type - Cisco Wired _ User Name
- Wireless Wireless Port Type - Juniper - GBP Tag <
- ered Generic IETF e - } - C|SCO Mel’akl — SeSS|On Tlmeout
| Close | - HPE/Aruba - Custom Vendor Specific Attribute
- Palo Alto — Custom Standard Radius Attribute
© 2024 Juniper Networks Label\ SIte/SIte Group %}Eibiq ~ Dynamlc ered Port Conﬂguratlon JHO!Ea‘enxrl11 | 73
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Auth Policy

Organization > Auth Policies

Auth Policy Labels (&. [Organization] »5 [Auth Policy Labels] TixiE - EIEUEXT
Auth Policy s&EF(C, [Create Label] TREIBIEHTEET

Auth Policies

Each user authentication attemptis evaluated according to the list of Policy rules based on Match cri

| Adarute || createLabel |

Match Criteria (match on location, 5510, User Group, etc)

+

\
[uvo [ wees -]
A

' Y

+ (o E
e A

' Y
+ o L

P
EIll mac-dient-2
e

D No. Name
0O
o 2
(-
Last Last Rule

© 2024 Juniper Networks

All Users

Create Label

Name is required

Label Name

Label Type

AAA Attribute

Label Values

Rale

Role Values (Example: contractor

| Cancel |

Juniper Business Use Only

[Create Label] Z2Uv/JUT.
Label Z5%ETEEFI

TR
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Auth Policy Labels

1. [Organization] H5 [Auth Policy Labels] #9UvJUEd
2. BEA_LOD, [Add Label] Z9UvIUEY

Switches

(+) wan Edges

D Mist Edges

"{f Location

u[][] Analytics

oh Site

@ Organization

© 2024 Juniper Networks

Administrators Auth Policies
Audit Logs

Client Onboarding Certificates
Inventory Identity Providers
Mobile SDK

Settings

Site Configuration

Subscriptions

= Auth Policy Labels

Mame Type

Juniper Business Use Only

Values

Add Label

eS|
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Auth Policy Labels

Organization > Auth Policy Labels

[Label Name]. [Label Type]. [Label Values] Zi%ELF Y

< Auth Policy Labels :

MName is required

Label Name
Ass Attribute
Certificate Attribute
Label Type Client List
AAA Attribute - > Directory Attribute
A FRADIUS 551D
WMDM Compliance
Client Label
Label Values
Raole -
Role Values (Example: contractor) (O

Label Type [C&D. HER Label Values
DOEHEERDF T (FFHMIIRR-ILUF)

) UniPer . 79
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Auth Policy Labels

AAA Attribute

Radius @ AAA Attribute Z&=BEU T, INIZ/ERRLET
Auth Policy ® Match Criteria LU Assigned Policies TERTEXY

Label Type Label Values

Role Role Values (Example: contractor)
VLAN VLAN Values (Example: 750 or employee-vlan)
Realm Realm Values (Example: @domain.com or domain)
User Name Username Values (Example: steve or bob*)
GBP Tag GBP Tag Values (Example: 100, allowed values 1-65535)
AR HETT S Session Timeout (SlfxsasrﬁgeTT8e604%tov1%Iru ee\fery day reauth, or 43200 for every 12 hours
reauthentication)

Attribute=Value

(Example: PaloAlto-Admin-Role=superuser or Cisco-Av-pair=shell:priv-Ivi=15.)
Attribute=Value

(Example: Idle-Timeout=600 or Termination-Action=RADIUS-Request.)

VLAN Name Values

Dynamic Wired Port Configuration (Example: 1corp-vlan or 2mgmt-vlan

Egress-VLAN-Name  1* = tagged . 2* = untagged)

Custom Vendor Specific Attribute

Custom Standard Radius Attribute

) uniPer 1 80
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Auth Policy Labels

Certificate Attribute

SEHAZ D Attribute ZZBBU T, INIVZERRLE T
Auth Policy ® Match Criteria T{ERTZXY

Label Type Label Values

Common Name Values

(Example, john or john,staff*)

Subject Values

Subject (Example: /C=US/ST=CA/O=Mist/OU=LAB/CN=john or
/C=US/ST=CA/O=Mist*)

Serial Number Values

(Example: 6a524ab782fb468c00c59f51cff00268d95533b8)
Issuer Values

(Example: /C=US/ST=CA/O=Mist/OU=LAB/CN=LAB-CA)
Subject Alternative Name Values

(Example: user@domain.com)

Common Name (CN)

Certificate Attribute
Serial Number

Issuer

Subject Alternative Name (SAN)

) UniPer . 81
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Auth Policy Labels

Client List

75147280 MAC 7RLAZVARL, SN EVERRLET
BHELTED], DMILRA—R(*) T OUI(R>A-0—R) OIBENTETET
Auth Policy ® Match Criteria T{ERTEFY

Label Type Label Values

Client List Client MAC Address Values/Lists
(Example: 1122AA33BB44 and/or 11-22-AA-33-BB-44 and/or 11-22-AA*)

) UniPer . 82
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Auth Policy Labels L

Directory Attribute

Directory Attribute @ Group ZDINZVERRLET
Auth Policy ® Match Criteria T{ERTEFY
IdP DT (LI NIBEROI N -T 2% mUET

Label Type Label Values

Group Values

Directory Attribute Group (Example: Employee)

) UniPer . 83
© 2024 Juniper Networks Juniper Business Use Only 'J.,...A.‘,mm AL I’. |



Auth Policy Labels

SSID

SSID QIR Z{ERRUET

Auth Policy ® Match Criteria T{ERTEFY

J1—Y-F)\AZAZREEEFD. Radius @ Called-Station-1d MBICEDEIHHmUFT
NN TEEEEETSET

Label Type Label Values

SSID SSID Values
(Example: CORP-WiFi or CORP-WiFi,Vendor-WiFi)

. UniPer . 84
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Auth Policy Labels

MDM Compliance

MDM @ FINA RO TSAT I ART—AZIGNINZEIRUE S (IEELEIRT])
Auth Policy ® Match Criteria T{ERTEFY
Authorization B MDM &DZEURTINARADTSAT O AAT—HZA U E T

Label Type Label Values

Compliant
MDM Compliance  Non Compliant

Unknown

> MDM(Microsoft Intune) BEELTTNARADTFA T ADAT AR %A TEFT
- TPOFIINADYVI )\ FEHE
— J7AT7IA=IAT—HR etc..

neera |8
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Auth Policy Labels

Client Label

MAC 7 RLARICEIDH TSNV, BLUSANIVOUR MERUET
Auth Policy ® Match Criteria T{ERTEFY

Label Type Label Values

: Client Label
Client Label (Example: building3, floor2, printer)

All / Any Z&ERTEEFT
Ounl @ Any

) UniPer . 86
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Use Case

- MAB

MAC 7 R ANR—XTDE8a
« EAP-TLS

sIEBAEER:
- EAP-TTLS

Entra ID (IHAzure AD)/OAuth
1—Y ID &)NAT—RICLBERE

NNNNNNNN



MAB
MAC 7 RLZR—Z T3R5
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MAB (MACY FL R85 )astE FIIR

s iEF IR

MACY7 RUADTEER I
sgllzp _ k0 MAC PRUAERERLES 0

AP SS7E /| AMYFEE : Mist Auth / 802.1X 535
STEP ~ AP D&, SSID Ct0 Radius &%
02 — Switch OIE&. Port Profile (C 802.1X, MAC authentication Z:%%E

Auth Policy Labels D{Ehk
STEP _ Client List (MAC address) S/AILOVER
03 ~ VLAN SRILOER%(Optional)

Auth Policy DE%E
— STEP 03 TYERUTESANIVIGER T 2R —DVERK

) UniPer . 89
© 2024 Juniper Networks Juniper Business Use Only 'J.,i..ﬂ.‘,mm AL I’. |



MAB (MACY RL A5Z:E)

STEP 01 - MAC 7 RLADFER
MAB 2217 2imARD MAC 7 RLAZMEERLET

0 0 & @ & [/ & =

loT

MAC 7RLA%Z¥EZ T, Auth Policy Label Z/EpkLE9 — STEP 02

A\

IR7E. i0S 14 LIf%. Android 10 LAP%. Windows 10/11 Tl
T IA)BRT MAC ZRLADS A MENEIITY

BE. MAC 7RLUABIE COERSEEINIEA

MAB (¥. IEEE802.1x sR:iEZHMR—NLRWBTUA> K JUZH—,
IP E5&. IoT Uk (AN—HIRE - AN—MTIH)RECTTBITA—=I
J\WOEUTIRIEESN2DOH —AREI T

IEEE802.1x FREEELEERL T, HEE % (Confidentiality) (XPRERITT

) UniPer . 90
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MAB (MACY KL AS2Si)
STEP 02 - AP 5% / AMYFESE : Mist Auth / 802.1X 525
AP SW

= AN —

s AE

=) A —

ax AE

Security WPA2 > Enterprise(802.1X) Authentication Servers
Authentication Servers Mist Auth Port Profile
VLAN « Untagged

+ Tagged

« Pool

Dynamic VLAN _ _

Port Configuration

AP STEDFFMIICESZ CHESRIZEL SW

© 2024 Juniper Networks Juniper Business Use Only

Mist Auth

Name: Profile Name

User dotlx authentication

Dynamic VLAN(Optional)
Networks

Mac authentication

Port ID: Interface
Configuration Profile: Profile Name

s TEDFFFIE5% CHEERIZE L

TR
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MAB (MACY RLAZSE)

1. [Organization] H5 [Auth Policy Labels] #9UvJUEd
2. BEA_LOD, [Add Label] Z9UvIUEY

Switches

@ WAN Edges Administrators Auth Policies

Audit Logs

D Mist Edges

Client Onboarding Certificates
ﬁ,’f Location Inventory Identity Providers
Mobile SDK
Settings
Site Configuration

Subscriptions

= Auth Policy Labels haa Labe

Mame Type Values

) uniPer 1 92
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MAB (MACY RLAZREE)
STEP 03 - Auth Policy Labels
3. Client List Label Z{/EpkUE 9

< Auth Policy Labels :

Label Name

printer

Label Type

Client List

Label Values

Client MAC Address (Example: 1122A433BB44 andfor 11-22-AA-33-BB-44 andfor 11-22-AA%)

© 2024 Juniper Networks

00:50:56:be:6e:53 | ¥ || 00:50:56:be:6e:28 | % [JAdd MAC Address

n Create | Cancel |

uniper Business Use Only

[Label Name] %¥ELES

E [Label Type] T [Client List] Z#&iRUFS

B [Label Values] (C MAC 7RLZ%BELET
. BHERETEIET
o RERL T*I(DMILRO—R) ZERTEEY
o ABNBEXYI0FE T, T-1 TRU1 wWInbal

3 [Create] #7Uv/LEd

Nesia® | 93



MAB (MACY RL ASZ5iE)

STEP 03 - Auth Policy Labels

4. #EHImARICEID=T2S VLAN HO Label Z{EULZ 9 (Optional)

{ Auth Po

Label Name

cy Labels :

Printer-YLAN

Label Type

AAS Aftribute

Label Values

n Create Cancel

VLAN

VLAN Values (Example: 750 or employee-vlan

100

© 2024 Juniper Networks

uniper Business Use Only

[Label Name] %¥ELES

E [Label Type] T [AAA Attribute] Z&IRUEY

B [Label Values] T [VLAN] Z&RUEFT
[VLAN Values] (C VLAN ID #fz(&. named VLAN
ZANDUET

X Tunnel-Private-Group-ID Ffzld.
Airespace-Interface-Name ZHmR—k

3 [Create] #7Uv/LEd

=



MAB (MACY RL ASZ5iE)

STEP 04 - Auth Policy

1. [Organization] M5 [Auth Policy] Z9UvILE S
2. [Add Rule] #0UvILFET

Switches

Administrators

(+) wan Edges

Audit Logs Auth Policy Labels
O mist Edges
o Client Onboarding Certificates

<7 Location Inventory |dentity Providers

Mobile SDK

|:|E||:| Analytics
Setting

. Auth Policies

oo Site Site Co

Each user authentication attempt is evaluated according to the list of Policy rules based or

@ Organization Subscr
Add Rule Create Label
Mo, MName Match Criteria (match on location, 3510, User Group, eic)
Last Last Rule All Users

© 2024 Juniper Networks Juniper Business Use Only

1 Match criteria. Only the first matching policy rule is applied.

Policy

Show NAC Events Today - (]

Assigned Policies (\VLAN, Roles, Session Timeouts, etc) Hit Count

Metwork Access Denied

Nesia® | o



MAB (MACY RL A5Z:E)

STEP 04 - Auth Policy

3. [Match Criteria] T [+] &D. [Auth Type]. [Auth Policy Label]. [Port Types] ZZNEI1LUEIRLET
[Assigned Policies] T [+] &D. FREELIEIZA4 7> MC VLAN ZEID=HTE I (Optional)

Il No. MName Match Criteria (match on location, 5510, User Group, etc) Palicy
] 1 + | All Users v
Label site Site Group
RS —%& [Name] (HEETY
KREBETHE 2
EAP-TTLS -
EAP-TLS
[Auth Type] T [MAB] Z#ERLET TEAP
MAB
Auth Policy Label @ [printer] %Z3&iR zzl:mn it
UFI(STEP 03 THERK) :
printer
[Port Types] T [Wired] Izl ——
[Wireless] Z&RUET :
Generic IETF M
| Close |

© 2024 Juniper Networks

Juniper Business Use Only

Assigned Policies (\VLAN, Roles, Session Timeouts, etc) Hit Count

Metwork Access Allowed | 4=

Search Q

| Printer-viAN |

Auth Policy Label O [Printer-VLAN] %
SBIRUF I (STEP 03 THERR)

TR
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MAB (MACY KL R3Z:E)
STEP 04 - Auth Policy
4. YER%UTz [Auth Policy] ZWs2UL. [Save] Z20UvIULET

Auth Policies B

Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.

| AddRule | | Create Label Show MAC Events Today ~ &
l MNa. Name Match Criteria (match on location, 5510, User Group, etc) Policy Assigned Policies (\VLAN, Roles, Session Timeouts, etc) | Hit Count
i N HMetwork Access Allowed iy SN T .
0 e+ [ EEECCECEE) v
L A
+
Last Last Rule All Users x Wetwork Access Denied

CCZ Tl [Port Types] (& [Wired] Z#IRUTWET
H|IRIS147 > NS, [Wireless] Zi#RUES

[+] NERERBIITEET ( Auth Policy 13 EDSIBICSE@MENET
BAICYYFURRRVS —DHERSNh., BIBEDRYS—(T
FiichZFEA

EDRYS—ICHZHULBVWSA, [Last Rule] [C&D
\JBSIFFIENIEA(FEFD Deny)

Juniper Business Use Only
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EAP-TLS (GEBBEEEEE) s EFIR

REFIR
FERR R | 95472 NEE - PC/ENAN
STEP - Y—/)GLBAZE DIERL - CA O —NEEBRE. V517> MERAZEZA VAN
01 - A7 MBS - BHTOTA)) FERAR

- CA iBAZ% Certificates (C&Fx

STEP _ AP D124, SSID Z¢M Radius BE
02 — Switch D24, Port Profile (C 802.1X %#E&7E

1= Auth Policy Labels O{EBk
03 — Certificate Attribute Issuer INJLOIERk

Auth Policy DE%E
— STEP 03 TYER LTSNV ZERUTERD S — DYERK

© 2024 Juniper Networks Juniper Business Use Only

AP 555E / AMYFESIE : Mist Auth / 802.1X 585

=



EAP-TLS (GEBBESEREE)

STEP 01 - SEBHEESTE / V5317 MSE

Ry NI —IIRIE(CHDE CGGERREZE DR EZITVETD
« Mist [3T'514~R—N CA BEULTEMEL., —/\GEBAZE (auth.mist.com) ZB&THIT
« Mist TRIS147> MIEBREDFET -BHZITVEEA

Organization > Certificates > Add Certificate Authority

PN
PKI
1|
v— r—"1 r—1 r—1
V= L g)&-l L %J L g)&.l
CRL JL—RCAZERRZ Mist CA iEEAZE JL—HRCAGEBRES

JoE>a—> 4y

%ff‘__r View Mist Certificate
> Download

MDM
Group Policy O
etc
| ] =——>" [ ] ey L ‘
DIAT> I\aIEHH% </>
_@ Supplicant Authenticator
ESO0I714)
BiR- iR

© 2024 Juniper Networks Juniper Business Use Only

JLEY

Mist Cloud {.:15

r A

L@J

B—)(GEAE

auth.mist.com

[ | [ gy |
I_J|_€3

Mist Access
Assurance

Auth Server

JNESia® | 100



EAP-TLS (GEBBESEREE)

STEP 01 - SEBAERTE / 5147 MSE 547> MDEIFE(G. MDM P
By TIAIL D Mist SEBRERFIA. 954 7> MEBAEZEINEBFAT g;;gur;ﬂm':g't'%/ [CLDIBERT S '
T

DT NEREERITUEY
B /517> MERZERITURIL— b CA SEBRZE% Mist [T/ R—RLES
EJ Mist CA STBRE. /517> NIBAE, 802.1X RETTBIbDERFIOTTAINEI AT NIAVAN-IUET

E Organization > Certificates > Add Certificate Authority

PN
PKI Mist Cloud =
it >
— F— r—" Fr—="1
Ve — pr— pr— pu—
g R R R R
CRL JL—HNCASEERE Mist CA FEBHZE JL—NCAGIEERZE PRAHIL ES
17 B e gy View Mist Certificat
I l JoEzaz>y l >Iesz’WfIﬁoade o auth.mist.com
MDM

Group Policy O . l_j I—€35]
— etc.. Q ‘ wist |2 ‘ C;-%AI_ =|

L %.l
< /) Assurance

D47 NERE  “— .
@ Supplicant Authenticator Auth Server

s 0I7/
© 2024 Juniper Networks ﬁﬁﬁ. ﬁ&"%’? Juniper Business Use Only 'JHQLE?ﬂemr.# | 101




EAP-TLS (? i ESHAEY

SEBAZE DEA. I OI 71 IV DEREFEMIC
DVTRSATFAEBREICTHBKIEEN

STEP 01 - SEBAEGRTE / 9517 > MesiiE

Mol 802.1X FBEE(F. Ethernet OO/ (TAHBIREEIT TRELET
FRElFJ DFR(C(E. Wireless/Wired AutoConfig H—EX&CEN I 2MENGHNFE T

B yho-EE - u] X

~
+

v @ JyRO-L R > FATOIVRO-L KRVEE > RoNI-TEE v C

EE - ZOFIRI-T FIAAESHIT S IDEREZHRTD INEEDEMEERTD INERDIRERTID INEES

Blueluuth Network Connection
X BE v
XK Bluetooth De\-l‘elPeu:nalAlea

= | Ethernet Wl Fi
h’ Network l\.‘
" Intel(R) Ethernet Connection (8) I2..

@ Ethemew;:fu;ﬁﬂ X

IDA-#Fyb FITI-ICEAEHDFYFI-F TIEAERETIIC
3. ZOATY I EBRLTORN.

CEEREEEER |

Ry rI-IDEEFEDER(M):

Pulse Secure: EAP-TTLS FES)

: A= A-FELEZO/EOEES (EAP-ILS)
Microsoft: {fREES117z EAP (PEAP)

Microsoft: EAP-SIM

Microsoft: EAP-TTLS

Microsoft: EAP-AKA

Microsoft: EAP-AKA

Microsoft: R3] EAP (TEAP)

Pulse Secure: EAP-TTLS

BMOEED)...

a

IEQES  1E0EEEER

-
(]

ot
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G Y-F2
TrAIAF)  BIRA)

V) ALTH)

ez | HECZ B »mnn

&, 9-Ez @1l

S (s [F)
Wired AutoConfig

ELER

Wired AutoConfig (DOTSVC) #-F2
&, A-¥Fuk AUF-TIAAIHLT
IEEE 802.1X EAEETLET. R&EDD
A7-F FybI-7RE B02.1X B E
2817 315S. DOTISVC H-FAM. b1
T-2@EOETERYRTI-T UY-IA
OFIEADREETIL BRI T
7. 802X BEEEALEVIIT-F
FuhD-0[2(F, DOTSVC H-FRI2ED
EEREYREA.

= -

18 Windows Mixed Reality OpenR #-F7
‘-;‘B,Wmdows Mobile Hotspot Service

G Windows Modules Installer

‘-Q,Wmdows Presentation Foundation Font C... 8.
1 Windows Push Nofifications System Service &
k':},Wmdows Push Motifications User Service_.. =

£ Windows PushTolnstall $-£3
k':},Wmdows Remote Management (WS-Man...
‘-;‘B,Wmdows Search

G Windows Time

‘-Q,Wmdows Update

G Windows 7145 TL—L #-/1—

G Windows 45 T~ -/~ E25-

G Windows %1074 #-F2

S Windows [y Py T

G Windows 31 123 I5-39— #-F2

G Windows EE#-E2
-Q,Wmdowsl S -F 7
G Windows EZy31l-3

A5-+TyInESR
F&

F&

=5

EE]

FE (M -E%)
&) (BN
5 (M-8
S5 (MB35
FE (FUA-E)
FE (M%)
F&

F&
E5 (M-
F&
FE (MUH-E)
F&

ogxy

Local 5.
Local S...
Local 5.
Local 5...
Local ...
Local 5.
Local ...
Networ..
Local S...
Local 5.
Local 5...
Local ...
Local 5.
Local ...
Local 5.
Local S...
Local 5.
Local 5...
Local ...

‘-.‘B,WMI Performance Adapter

Local S...

\sE
Wired Aut

oConfig

Juniper =

swrmnnyMist AL I
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EAP-TLS (SEBRZE:2:)
STEP 02 - AP 8% / AMYFEEZE : Mist Auth / 802.1X 535

Wireless: AP 3%7E Wired: SW :%7iE

Security WPA2 > Enterprise(802.1X) Authentication Servers
Authentication Servers Mist Auth Port Profile
VLAN « Untagged
+ Tagged
e Pool _ _
«  Dynamic VLAN Port Configuration
AP STEDFFMIICESZ CHESRIZEL SW

© 2024 Juniper Networks Juniper Business Use Only

Mist Auth

Name: Profile Name

User dotlx authentication

Dynamic VLAN(Optional)
Networks

Port ID: Interface
Configuration Profile: Profile Name

s TEDFFFIE5% CHEERIZE L

TR
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EAP-TLS (GEBASEREIE)

1. [Organization] H5 [Auth Policy Labels] #9UvJUEd
2. BEA_LOD, [Add Label] Z9UvIUEY

Switches

@ WAN Edges Administrators Auth Policies

Audit Logs

D Mist Edges

Client Onboarding Certificates
ﬁ,’f Location Inventory Identity Providers
Mobile SDK
Settings
Site Configuration

Subscriptions

= Auth Policy Labels haa Labe

Mame Type Values

. uniPer 1 104
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EAP-TLS (GERASER5E) BAECHDUR Label SWELET
i cCClX, — ertificate ssuer
STEP 03 - Auth Policy Labels ;E‘,?,‘g.% Label £l TLEd

3. Label Z:¥TEUFT

{ Auth Po Cy LabDels n E Cancel

Label Mame
[Label Name] %#ELES

MistCert

a [Label Type] T [Certificate Attribute] %
EIRUE T

E Label Type

Certificate Attribute

[Label Values] (C [Issuer] Zi#IR. [Issuer Values] (C

B Label Values BZELET
— - (. TIAI D Mist CA FEBAZED Issuer ZZHRULFT
- Organization > Certificate > View Mist Certificate
> [ssuer

S/ST=CA/O=Mist/OU=LAB/CN=LAB-CA) (D

Issuer Values (Example: /C=US/S

C=USs, O=Mist, OU=0rgCA, CN=2086561b-07c3-4f19-bacs-4b30fbf730a4

3 (Create] #7Uv/LEd

NeSia® | 108
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EAP-TLS (GIRBZE:R

STEP 04 - Auth Policy

1. [Organization] M5 [Auth Policy] Z9UvILE S
2. [Add Rule] #0UvILFET

&It )

Switches

Administrators

(+) wan Edges

Audit Logs Auth Policy Labels

O Mist Edges

Client Onboarding Certificates

"{f Location

Inventory Identity Providers

Mobile SDK

|:|E||:| Analytics
Setting

. e Auth Policies

oo Site Site Co

Each user authentication attempt is evaluated according to the list of Policy r

Subscr

@ Organization

Add Rule Create Label

Mo, MName Match Criteria (match on location, 3510, User Group, eic)

Last Last Rule All Users

© 2024 Juniper Networks Juniper Business Use Only

ules based on

Match criter

Policy

a. Only the

first matching policy rule is applied.

Show NAC Events Today - (]

Assigned Policies (\VLAN, Roles, Session Timeouts, etc) Hit Count

Metwork Access Denied

JNESia® | 106



EAP- TLS (niEHH = mlh\l:liE)

STEP 04 - Auth Policy

3. [Match Criteria] T [+] &D. [Auth Type]. [Auth Policy Label]. [Port Types] ZZNEI1LUEIRLET
[Assigned Policies] T [+] &D. S25ELEU51 7> MC VLAN. Role. Session Timeout REKTE CEET
(Optional)

[Save] CiREZRFLET

Auth Policies |—cm. |

Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.

Add Rule Create Label [Auth Type] T [EAP-TLS] [Port Types] T [Wired] (& crow MACE Today v | ¢
| | ZEIRLET [Wireless] Z:&IRUEFT R oday ¢
O MNo. Mame Match Criteria (match on locatMwa\55I0, User Group, b Policy Assigned Policies (VLAN, Roles, Session Timeouts, etc) Hit Count

I Y
] 1 + | all | W MNetwork Access Allowed 4=
L "
' ™y
O 2 + | all EAP-TLS | W Metwork Access Allowed | 4= | 4
N, - —

All Users kearch Q

RS —%& [Name] (HEETY
KARETE CHP] STEP 03 THRELS Auth Policy temp éAA _Attr}bute Tt\;Lﬁg_\ Fj?l(e‘gﬂ
Label #18ELTVES ession Timeout REZEHTE T
| cles= | | (Auth Policy Label OB FENNETT)

) UniPer . 107
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EAP-TTLS

Entra ID/OAuth
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EAP-TTLS Entra ID/OAuth &E#:EFIR

s EFIE
STEP EEW%%{? \ DSA4T7 Y NSE — PC/ENA) IdP S%7E
01 - Y—)GGEERED/ERK - CA O)—PMEBBEZA VAN — Entra ID: 7 )0O&EF
- CA iBAZ% Certificates (C&Ex - B JOI71) \BIE/BE — Mist: Add IDP

AP SS7E /| AMYFEE : Mist Auth / 802.1X 535
STEP _ AP 024, SSID Z¢M Radius BE
02 — Switch D24, Port Profile (C 802.1X %#E&7E

Auth Policy Labels O{ER%

STEP — Match: Directory Attribute INLOYER (Entra ID OF /LI NIGERZSER)
03 —- Assigned Policies: AAA Attribute Role SNIOER: (4L NJIB#ER%Z Role ELTA-HIITFE)
Auth Policy D%E WXLAN Policy 5%7E

- STEP 03 TYERUIZINIVZ BRI LIRS — DVERK - INIUERR
- RIS —1ERk

) UniPer . 109
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EAP-TTLS Entra ID/OAuth &E#:EFIR

STEP 01 - FEBAEERE / 7531472 MSAE / IdP 5%3E

f5]) EAP-TTLS Entra ID/OAuth E#% Entra ID E#5T (&, PIEPE3EEIDRINLELT PAP
Entra ID (C7VAZESRUET DHYR—MENFT(EAP-TTLS DiFE=SHR)

B3 Mist Cloud T Add IdP #¥5 Identity Providers #:8FEL %9
E} Mist CA SEBAZ. 802.1X FRELT Ao DIBGEIOTrAINEITA TS MASAN=ILLET

=
Mist Cloud {l:b Entra ID )

—= — —= OAuth =
R R S| — =
Mist CA ZEPAE H—)GERRE B} Add 1dp user/group etc..
View Mist Certificate
JoE>az=>y l > Download auth.mist.com
MDM
= Group PoI|cy [_m.—l |—€33_|
t | aiiied
Ly —— Q, _—) e ) S
Mist Access
071 Assurance
BiR- iR
Supplicant

. L]
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EAP-TTLS Entra ID/OAuth L?E < EFIR

STEP 02 - AP &€ / AMYFERAE : Mist Auth / 802.1X 583

Wireless: AP :%7E Wired: SW E%7E
Security WPA2 > Enterprise(802.1X) Authentication Servers Mist Auth
Authentication Servers Mist Auth Port Profile Name: Profile Name
User dot1lx authentication
VLAN - Untagged Dynamic VLAN(Optional)
y gag?ed Networks
. 00
«  Dynamic VLAN Port Configuration Port ID: Interface

Configuration Profile: Profile Name

AP SSTEDZFMICHESH CHESRIEEL) SW STEDGHHICESZCHESREEW

© 2024 Juniper Networks 'JH.QLE;emrI11 | 111
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EAP-TTLS Entra ID/OAuth &E#:EFIR

1. [Organization] H5 [Auth Policy Labels] #9UvJUEd
2. BEA_LOD, [Add Label] Z9UvIUEY

Switches

(+) wan Edges

D Mist Edges

"{f Location

u[][] Analytics

oh Site

@ Organization

© 2024 Juniper Networks

Administrators Auth Policies
Audit Logs

Client Onboarding Certificates
Inventory Identity Providers
Mobile SDK

Settings

Site Configuration

Subscriptions

= Auth Policy Labels

Mame Type

Juniper Business Use Only

Values

Add Label

Neshe® | 12



EAP-TTLS Entra ID/OAuth &E#:EFIR

STEP 03 - Auth Policy Labels

EHICHDOER Label Z52EULET

3. Directory Attribute Label ZiEULF T ZZTlE. —HELT Entra ID O©
N ' ! S8UL T
¢ Auth Policy Labels 4 - Directory F#ZzSRULTVET
Label Name
— [Label Name] Z3&ELEY
E [Label Type] T [Directory Attribute] %
E Label Type EIRULEFT
Directory Attribute v
B [Label Values] (C [Group] %i%iR. [Group Values] (C
B Label Values BZEELET
Entra ID E#U. Directory |5k SRBULET
Group . ZZTlE. HlELT Employee ELTWEYS
Group Values (Example: Employee) (O
Employee

3 (Create] #7Uv/LEd

z UniPer . 113
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EAP-TTLS Entra ID/OAuth &E#:EFIR

STEP 03 - Auth Policy Labels

. N SHU Directory 15D
4. AAA Attribute Label Zz2ELET Group: Employee % Role .

tUTEELET
n Cancel

< Auth Policy Labels

Label Name

[Label Name] %#ELES

Employee-Role

E [Label Type] T [AAA Attribute] %

E Label Type SBIRLEY
AAs Attribute -
C SE /AN fE
Label Values B Lkil:)el Values] (C [Role] iR, [Role Values] (CfE%Z
3 ELEY
Role - Entra ID E#U. £88UJz Directory &%k Employee %

Role Values (CEREULFT
(Role R=ZX TR —HliHllz1TVET)

Role Values (Example: contractor) (O

Employee

3 (Create] #7Uv/LEd

= UniPer . 114
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EAP-TTLS Entra ID/OAuth E

STEP 04 - Auth Policy

1. [Organization] M5 [Auth Policy] Z9UvILE S
2. [Add Rule] #0UvILFET

Switches

Administrators

(+) wan Edges

Audit Logs Auth Policy Labels
O mist Edges
o Client Onboarding Certificates

<7 Location Inventory |dentity Providers

Mobile SDK

|:|E||:| Analytics
Setting

. Auth Policies

oo Site Site Co

Each user authentication attempt is evaluated according to the list of Policy rules based or

@ Organization Subscr
Add Rule Create Label
Mo, MName Match Criteria (match on location, 3510, User Group, eic)
Last Last Rule All Users

© 2024 Juniper Networks Juniper Business Use Only

MEFIR

1 Match criteria. Only the first matching policy rule is applied.

Policy

Show NAC Events Today - (]

Assigned Policies (\VLAN, Roles, Session Timeouts, etc) Hit Count

Metwork Access Denied

Nesia® | s



EAP-TTLS Entra ID/OAuth &E#:EFIR

STEP 04 - Auth Policy

3. [Match Criteria] T [+] &D. [Auth Type]. [Auth Policy Label]. [Port Types] ZZNEI1LUEIRLET
[Assigned Policies] T [+] &D. S25ELEU51 7> MC VLAN. Role. Session Timeout REKTE CEET
(Optional)

[Save] CiREZRFLET

Auth Policies
AAA Attribute T VLAN. Role.
Each user authentication attempt is evaluated according to the list of Policy rules based an Match criteria, Onlv the first matchine policy rule is applie]  Session Timeout REZEHTETEFI (Auth

[Auth Type] T [EAP-TTLS] | | [Port Types] T [Wired] F/zid Policy Label DsENWE TT)
Add Rule Creste Label BEIRLES [Wireless] #&iRLE 9 CZTlE. Employee-Role ZEINDHTET
J MNo. Mame Match Criteria (match on loZ&%on, 5510, User Grou Policy Assigned Policies (VLAN, Roles, 3w n Timeouts, etc) Hit Count
All Users b 4 Metwork Access Denied g

RIS —%& [Name] (HEBTT o _
XREGETED] STEP 03 T&E%XEULIZ Auth Policy

Label ZIEELTVWET

VT, EIDZTE Role [CHULT7IEAEERUY — A%
SREIT DD WXLAN Policy Z55EUFT

© 2024 Juniper Networks i i _J‘UQLE;emr.11 | 116
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EAP-TTLS Entra ID/OAuth E

STEP 04 - WxLAN Policy

iEF A

Auth Policy Labels &(35l(C.

1. [Organization] h5 [Labels] T. Label Z{Ep&LET WxLAN Policy FIC Label %
[5] switches < Organization Labels: New Label n Concel

Device Profiles

(+) wan edges

Label Name = 1 =
_ [Label Name] ZaZELET
Q] Mist Ed IEmp oyee 5 I
= Mist Edges )
Pre-Shared Keys
</ tocation RF Templates B == | B3 [Label Type] T [AAA Attribute] %
WLAN Templates T i/i_ETRbi?

|:|III[| Analytics

Label Values ®is
oy Site —_—
ser Group

@ organization e O B [Label Values] (C [User Group] Z:&iR.
[User Group Values] ([(BZESTELET

Entra ID &#U. ZBEUJz Directory 53R

Employee ZUser Group Values ([(GGRTEUET

(Role "= THRYS —HliHlZITVET)

WLAN Template @ Policy (c(&
Organization L)L Label Z
MELET

. B3 [Create] #/yILEY

© 2024 Juniper Networks _JﬂUQLE;emr.11 | 117
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EAP-TTLS Entra ID/OAuth &E#:EFIR

STEP 04 - WxLAN Policy

2. [Organization] "5 [WLAN Templates] T#r&E 9IS WLAN Template ZiZ#IRUEX T
3. [Policy] ®IEEBT. [User] [CERKUTz Label(Role): Employee Z:%7E. User (Cx19 3 [Resource] %
ZINHT, [Save] THEZRFLET

EI Switches WLAN Temp|at65 (ST VE Delete Clone m Cancel
N Q
@ WAN Edges Device Profiles
Labels Name #  Applied To Org Sites Site Groups Exceptions WLANS
Q) Mist Edgzes wt Mo main_site JCL-test
— . Pre-Shared Keys
<7 Location RF Templates
Polic
|:||II[| Analytics y
Template Policies = - = A AL
O gite Each user/resources session is evaly . the first matching rule is app EQEL}E_‘ ROle (L‘sl‘j-g-é ReSOU rce %EEEUDé_Cas\g-
oo template WLAN. La_bEL(RO|e) ' Employee :Z_C(j:\ FacebOC)k /\0)7’]127\’5:%U BE\ ‘E(Df@ﬁ
AddRule || EditLabels ZELET E(EEFeILTVET
@ Organization
O No. User (matching ALL labels) Policy Resource (matching ANY label)

O 1 + Vv + s
[Wireless 11— U T, Role ? '

R—ADEBEHENTEET

Nesia® | 18
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Troubleshoot Tips

Auth Policy Hit Counts > NAC Events
Auth Policies @ Hit Count h*5 NAC Events ZHEE2 CTEET

Auth Policies

Each user authentication attemptis evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.

| Add Rule | ‘ Create Label | Show NAC Events Today ~ &
Hit Count OzXF
O No. Name Match Criteria (match on location, 5510, User Group, efc) Policy Assigned Policies [VLAN, Roles, Session Timeaouts, etc) Hit Count 17 | “J
BB DI
. \
Aiiflc NAC Events 5
Last Last Rule All Users b 4 Network Access Denied [ —
RRSNFI
. . NAC Events x
Auth Policies
Each user authentication attempt is evaluated according to the list of Policy rules based Auth Rule Last Rule -
[hodrute | [ creae ooet |
e = Qse ma tch mac |
0O Name Match €
o o NAC Events  7Total 0Good OMNeutral 7Bad =0
NAC Client Access Se:5bi35:cf33:05 -
Last Last Rule Denied Client az43:dbis1:2a150
NAC Client Access  Sc5b:35:cF3a05 30400047 P MAC Address aa43:db:51:0a:50
Denied
. - _ BSSID Scsbi3sicai3zbd
NAC Client Access ScSbi3sich3ans 3:01:46.875
Denied
SsiD AAtest
NAC Client Access S5c5bi35:cf3a:bS
Denied Certificate Serial 6d368d6ed943e268
Number

© 2024 Juniper Networks

NAC Client Access  Sc5b:35:cF3a:05 258495
Denied

NAC Client Access  SeSb:3sicfans
Denied

NAC Client Access  ScSb:35:cF3a:65 25743
Denied

Juniper Business Use Only

Description  TLS Client Certificate Check failed by the Server. Please check Certificate configuration on the
client. Also check if the server has the correct CA configuration

Authentication Type  eap-tls
User Name userD2@testnet
Certificate CN user02@testnet

Certificate SAN (DNS  user02@testnet
Name)

Certificate Issuer JC=US/O=mist/CN=lab-ca@test net
Certificate Expiry Jul 12,2033 1:31:00 AM
Certificate Subject JC=US/O=mist/CN=user02@test.net

Auth Rule No Rule Match

Junieer

wrnsgMist Al I
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Troubleshoot Tips

Client Events > Auth Policy
Client Events n*5. Auth Rule 22%9vJ 9 3L TiERiadWIRLIZ Auth Policy O TE(CBE TEEXT

il

Client Events  107Total 23 Good 39 Neutral 45 Bad

Authorization & userl2@test net 3:44:57.760 F 24 - -

Association Client userl2@test.net Certificate SAN (DNS user02@test.net

Name)
NAC Client Access  userD2@testnet F445TETZP 24 AP 5c:5b:35:cf:3a:bs
Allowed Certificate Issuer  /C=US/O=mist/CN=lab-
21+ - ca@test.net

NAC Client User02@test.net 3:44:57.669 P 24 MAC Address a6:74:7f:70:aa:fc

Certificate . . o

validation Success BSSID 5c:5he35:ca:3%:bd Certificate Expiry Jul 12, 2033 1:31:00 AM

NAC Server userl2@test net 3:44:57.668 P 24 551D AA-tost Certificate Subject  /C=US/O=mist/CN=usg Auth Rul 1’%7@_:

Certificate Lnet u ule

At : . I Jw
Validation Success Certificate Serial 6d268d6edod3e268 Uy
Auth Rule EAP-TLS
Number

Client userl2i@test.net 34448957 P 24

Deauthentication Authentication Type eop tis RAD_IUS Returned User-
[] - Attributes Name=user02@test.net -

: s —
Auth Policy s%7EIC
Y
Mo. MName Match Criteria (match on location, 5510, User Group, etc) Policy Assigned Policies (VLAN, Roles, 5ession Timeaouts, etc) Hit Count
Last Last Rule All Users b 4 Metwork Access Denied 15

© 2024 Juniper Networks
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Troubleshoot Tips

EAP-TLS: Certificate Check failed
SEBAZEEREECHA VT, IELSGERREMBM SN TUVRWMES . ITOISROTNRREINET

© 2024 Juniper Networks

V347> b LT Mist Cloud

Juniper Business Use Only

Client Events 93Total 14Good 37 Neutral 42Bad =
Authorization Da:f6:47:05:39:9b 3:33:36.67 2024 Certificate Issuer JC=US/O=mist/CN=lab- o
Failure @ BSSID 5c:5b:35:ca:33:cd ca@test.net
MAC Client Access 0a:f5:47:05:39:9b 3:33:35.643 PM Oct 9, 2024 ssSID Ab-test Certificate Expiry Jul 12, 2033 1:31:00 AM
Denied

Certificate Serial 5d368d6ado43e268 Certificate Subject  /C=US/O=mist/CN=userl2@tes
MNAC Client Da:f6:47:05:39:90 3:33:35.642 F 2024 t nat

; Number

Certificate
Validation Failure

DescriptionTLS Client Certificate Check failed by the Auth Rule JEED E T
Authorization Anonymous 3:28:00.542 2024 Server, Please check Certificate _
Failure @ configuration on the client. Also check if Port Type wireless

the server has the correct CA configuration
MNAC Client Access Anonymaous 327 7 2024 MAS Vendor juniper-mist
Denied Authentication Type eap-ils
MNAS IP 10.0.0.3
I MAC Client Anonymous 327 2024 User Name userl2@test.net -

CAEBAED EULIBREN TV S L Z2ERELE T

neshe® | 22



Troubleshoot Tips

EAP-TLS/EAP-TTLS: IdP connector error

Mist & Identity Provider TIEUGERENTN TLRWMEED, PILEMTSSNTORWMEE. IToLS209H
HhEnxd

Client Events 215Total 128 Good 40 Neutral 47 Bad

I Fanurew
Description oauth2: "invalid_grant"
Authorization Bedroom 11:50:03.359 AM May 27, 2024 "AADSTS65001: The user or
Failure administrator has not
consented to use the
NAC Client Access Bedroom 11:50:02.330 AM May 27, 2024 application with ID
I Denied 'b32a58b7-e84b-427e-95¢8-
cf1d99703666' named 'Mist
NAC IDP Bedroom 11:50:02.324 AM May 27, 2024 AA IDP connector'. Send an
Authentication interactive authorization
| Failure request for this user and
resource. Trace ID: dfafc423-
Authorization Bedroom 11:43:44.925 AM May 27, 2024 0a35-42ca-b92d-
I Failure fb83a1d9f401 Correlation ID:
09adf0a3-afbf-4592-9556-
Authorization Bedroom 11:42:23.687 AM May 27, 2024 0b71c0989734 Timestamp:
I Failure 0 2024-05-27 03:50:02Z"
[ |

Mist $& U Entra ID ITIEUSERESN, HERNMISEN TS L2 HEERLE T

) UniPer . 123
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i} Entra ID &#TI(d. SRR ..IE7|:|I~:|Jbé:b'C PAP
Trou b|ESh00t Tlps DHYR— MENFT(EAP-TTLS DiFERSER)
EAP-TLS/EAP-TTLS: IdP Invalid Inner Authentication Protocol

D347 > MhiERD :.i,unEIﬁﬁﬁ(username/password) Z ABDUIIZE. PAP BN MS-Chapv2 1RE)DIERERE
JORI TR ZS A IS FREECRERLET
BTFO&SROTHIRRENET

i

Client Events 215Total 128 Good 40 Neutral 47 Bad

I Fallureuv' LadL AddULIALIVI 7.3 >cL agu
Authorization Bedroom 11:50:03.359 AM May 27, 2024 Server Port 4268 Capabilities 40Mhz
Failure @
Reason 23 Description Reason code 23 "|EEE 802.1X
NAC Client Access Bedroom 11:50:02.330 AM May 27, 2024 authentication failed" 802.1x
Denied BSSID 5¢:5b:35:bC:96:74 AL{th Fal'l(23). Radius server
reject client request - possible
NAC IDP Bedroom 11:50:02.324 AM May 27, 2024 username/password
o RSSI -43 dBm ' P
Authentication mismatch(512).
Failure
Channel 157
Authorization Bedroom 11:43:44.925 AM May 27, 2024
Failure 0 Authentication Type eap
Authorization Bedroom 11:42:23.687 AM May 27, 2024
Failure(®
H (4 Download Packet Capture

sosl IR R DIERH LU ARIEREED O MIILELT PAP MEREN TS LZIERULET

© 2024 Juniper Networks
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Webhook Configurations AA BIED topics DiENIZE API TITOTLET

Webhook [Z(D%JIIET(I\ —B GUI £T Webhook &":‘ELL.

IREFRTlE Access Assurance BiE®D Webhook (& API OH#TEEEREETY
"topics" M"nac-accounting", "nac-events” OEUSHEJEETT

1. Webhook(Site) DF%E 2. API T® topics iEhll

« Organization > Site Configuration > {Site} > Add Webhook « Site ID =R
Edit Webhook x| - Organization > Site Configuration > {Site} > Site ID
Status « https://api.mist.com/api/v1/sites/{site id}/webhooks (Global 01)
: Z”:”E: e (C7IER EERFINETERUZIRTED Webhook DFEZMEALET
Webhook Type . . —_ _ . B .
— 1 [Webhook Type] #Hz2LET topics (C. nac-accounting, nac-events ZiBANL [POST] LEY
Name Media type: application/json e
Iweb"mzks:? I [Name] %E&L‘Ebig '
URL Content: {
1 | [URL] #BELET et
LT:[EZUM-M - Webhook THE33 [topics] (C el nac-accounting, nac-events Zz%iE
:i: im fl :’:‘ é‘a"zjit‘fE ) E: ; }Iwaﬁlngsg- 1id”- "40616bbf-6122-4101-30c7-57146¢05678¢",
0 Z‘Drlt‘i:l‘i_':j;s:it-;-‘-;ft;I[ E?(CDCHUDW Coordinates XEET:E AA Fﬁt!;a) topics (i :::j\tre_jﬁ”."Izr;cezztro4—b337—45¢5—s41b—105220cc3933"
!\e_(work Service GUI T‘E&ET‘E&&/\I(E%E%E) ::SE;E;LE;Z%1:?;’;323;?5'35584ZECSDﬁ:l?sG‘t
|| Latency "modified_time": 1728454915
Infrastructure ! i
[ Aerts [ Audits 4
Homiemn Qo —2LLLO topics EREMELIENE
Ifl Device Up/Downs Ii Mist Edge Events [Save] _Ggit,'/\,
> Advanced settings AA BIEOD topics ZBXMELIZL X REDLEETERGIRRTECRDIDT, RERIE (FHIBRLET
BEFE—BVWINHO topics 285
-~ LT [Save] LTLIZEW REFERENCE:
— Configure Webhooks from the API

Webhooks(API Documentation) X&HY1>1> unperg | 1

© 2024 Juniper Networks Juniper Business Use Only


https://api.mist.com/api/v1/sites/%7bsite_id%7d/webhooks
https://www.juniper.net/documentation/us/en/software/mist/automation-integration/topics/concept/webhooks-api-config.html
https://api.mist.com/api/v1/docs/Site#webhooks
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Google Workspace

EAP-TLS 5&85EJ0—

Ty
1. BIEEE (AP BE) HyS S EREBIATEN. HTUD R (911 ] a4 ookta
I/X 0747>|\ FIAR) DRIEEEICEYS A BIAERER(ELFY, [ WrekssClent ] - [ Mt Access |

2. FREEREIH TN NMC EAP BRZXEEL. HTUA RO ID ZE3K
big—o o <—— 802.11 Auth & Association —>

3. BIUAY NMEEREEEEZTU TEREEY —/\— (Juniper Mist Access oA 1D Roquest
Assurance 7359R) (C EAP [&&ZXELET,

4, FREEY—/N\—(&. SEEAZEZS [ Server HelloJXyt—>TO547> b o
T} \’f X(L”B%big—o < Presents Mist Access Assurance Cloud Certificate (Server Hello)

5. BJULY NMEIH -\ —SEBAZEZIREELE S, DED. HTUHD MIH—/(— o
SEBAENMEFETED CA (LI TEBZEIN TV IWEON 2 ERLE T . . Server Gortifcate Validation by Client...

6. U-jUjJ/ h(In:muE %7@? L/_Cl—Cllent He”OJX\Jt /%L'fmb ,]7 |2:§Iz:£:r
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