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Fact Sheet: Cal-Secure for government entities

Fast-track Your Alignment to

Cal-Secure with Juniper Networks

With cybersecurity more challenging than ever, the State of California offers
Cal-Secure, a multi-year cybersecurity roadmap that helps state entities address
threats to the state’s economy, critical infrastructure, and digital operations.

The pillars of Cal-Secure

People Process Technology
World-class cybersecurity workforce Federated cybersecurity oversight Effective cybersecurity defenses
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Roadmap to maturity Measured improvement Aligned with cybersecurity
Two- and four-year Measure and test the frameworks
risk oversight cycle effectiveness of security controls California Office of Information Security

Foundational Framework California
Homeland Security Services California
Cybersecurity Maturity Metric

How Juniper helps entities build effective cybersecurity defenses

Juniper Networks delivers unified,
comprehensive network protection with
exceptional threat detection for seamless
secure connectivity to enable agency access

and information.

A Juniper network securely connects a
department’s users and devices everywhere—
from offices to field operations—to their applications and

data in a departments’ private data centers and cloud apps.

A Juniper network assures that every wired and wireless
connection is reliable, measurable, and secure.

© Consolidate and reduce security tools
With Juniper’s approach, security services are distributed
across the network. Departments can consolidate
multiple discrete security tools to close gaps, improve
security efficacy, and reduce OpEx.

© Automate cybersecurity
Juniper uses the power of Al, machine learning, and
analytics to automate actions and mitigate threats swiftly.



© Enforce policies through a single pane-of-glass
IT has a single dashboard for end-to-end visibility,

centralized policy controls, and consistent enforcement

everywhere.

© Deploy Zero Trust security from edge to cloud

Zero trust principles extend to every point of connection,

effectively safeguarding users, applications, and
infrastructure.

© Advance the use of automated operations
Juniper’s automated proactive actions dramatically
reduce network-related trouble tickets, resolve issues
faster, and decrease network OpEx.

© Build a world-class cybersecurity workforce
Powerful automation tools help IT staff work smarter,
not harder. Juniper can bridge the skills gap in the
state’s cybersecurity workforce.

Juniper’s recommended path to cybersecurity maturity

Ticket and ops reduction e

Micro segmentation e
Business outcome-based security ®

Endpoint state e

Proactive support e

Disaster recovery e
Automatic and
self-servce remediation e

CASB e

Threat protection e

Vulnerabiity and patch management e Data security ®

IoT and OT security ® Network security o

Application security e

Log management and automation e Identity management
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Advance your Cal-Secure roadmap

Juniper Networks secures some of the world’s most advanced
environments, including 70% of the Fortune 100, government

data centers, and critical systems for public safety.

Departments can rely on Juniper networking to assure that

every connection is reliable, measurable, and secure while
streamlining ongoing network management challenges.

e Juniper is StateRAMP Authorized for state, local, and
education agencies, demonstrating the highest level of
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e Reduction/elimination of

barriers to entry for new technology

Zero trust
.
o Supply chain modernization policies
o Disaster recovery training,
Single policy testing and practice

and single pane e Secure IT modernization
.

o Cyber development programs

e Cyber-talent pipelines

e Unified integrated risk management platform

Cyber
automations e  Standards alignment ® Modernized policies and standards,
* e Modernize governance linked to automation
Tool ® Cyber-career toolkit
i) ® Operations training @ Enable as-a-service procurement

o e User training e Automated improving requirements

maturity with Juniper Networks

MATURITY 1

PARTIAL

compliance with required security controls for
moderate impact.

e Juniper is named a Leader in the 2024 Gartner™ Magic
Quadrant® for Enterprise Wired and Wireless LAN
Infrastructure for the fourth time in a row.

 Juniper received an “AAA’” rating in the CyberRatings’
2023 Enterprise Network Firewall Report, demonstrating a
99.9% exploit block rate with zero false positives.
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