JUDLR@! | Engineering

Simplicity

Junos® OS

EVPN User Guide

Published
2024-06-21




Juniper Networks, Inc.
1133 Innovation Way
Sunnyvale, California 94089
USA

408-745-2000
www.juniper.net

Juniper Networks, the Juniper Networks logo, Juniper, and Junos are registered trademarks of Juniper Networks, Inc.
in the United States and other countries. All other trademarks, service marks, registered marks, or registered service
marks are the property of their respective owners.

Juniper Networks assumes no responsibility for any inaccuracies in this document. Juniper Networks reserves the right
to change, modify, transfer, or otherwise revise this publication without notice.

Junos® OS EVPN User Guide
Copyright © 2024 Juniper Networks, Inc. All rights reserved.

The information in this document is current as of the date on the title page.

YEAR 2000 NOTICE

Juniper Networks hardware and software products are Year 2000 compliant. Junos OS has no known time-related
limitations through the year 2038. However, the NTP application is known to have some difficulty in the year 2036.

END USER LICENSE AGREEMENT

The Juniper Networks product that is the subject of this technical documentation consists of (or is intended for use
with) Juniper Networks software. Use of such software is subject to the terms and conditions of the End User License
Agreement ("EULA") posted at https://support.juniper.net/support/eula/. By downloading, installing or using such
software, you agree to the terms and conditions of that EULA.


https://support.juniper.net/support/eula/

Table of Contents

About This Guide | xix

1 Features Common to EVPN-VXLAN, EVPN-MPLS, and EVPN-VPWS

Configuring Interfaces | 2

VLAN ID Ranges and Lists in an EVPN Environment | 2
Understanding VLAN ID Ranges and Lists in an EVPN Environment | 2
Configuring VLAN ID Lists and Ranges in an EVPN Environment | 5

Configuring Routing Instances for EVPN | 10

Configuring EVPN Routing Instances | 10

Configuring EVPN Routing Instances on EX9200 Switches | 14

MAC-VRF Routing Instance Type Overview | 17

Overview of MAC Mobility | 26

Changing Duplicate MAC Address Detection Settings | 29

Configuring Loop Detection for Duplicate MAC Addresses | 31

EVPN Type 5 Route with VXLAN Encapsulation for EVPN-VXLAN | 35

EVPN Type 5 Route with MPLS encapsulation for EVPN-MPLS | 36

Understanding EVPN Pure Type 5 Routes | 37

Seamless VXLAN Stitching with Symmetric EVPN Type 2 Routes using Data Center Interconnect | 42

Symmetric Integrated Routing and Bridging with EVPN Type 2 Routes in EVPN-VXLAN Fabrics | 43

Overview of Symmetric EVPN Routing with Type 2 Routes | 43
Enable Symmetric IRB with EVPN Type 2 Routes | 47

EVPN Type 2 and Type 5 Route Coexistence with EVPN-VXLAN | 49
Ingress Virtual Machine Traffic Optimization | 58

Tracing EVPN Traffic and Operations | 64

Migrating From BGP VPLS to EVPN Overview | 66

Configuring EVPN over Transport Class Tunnels | 73



Example: Configuring EVPN-VPWS over Transport Class Tunnels | 78
Overview | 79

Requirements | 79

Topology | 79

Configuration | 80

Verification | 87

Configuring Route Targets | 91

Auto-derived Route Targets | 91

Example: Configuring VNI Route Targets Automatically | 95

Requirements | 95
Overview | 95

Configuration | 96

Example: Configuring VNI Route Targets Manually | 98

Requirements | 99
Overview | 99

Configuration | 100

Example: Configuring VNI Route Targets Automatically with Manual Override | 103
Requirements | 104

Overview | 104

Configuration | 105

Routing Policies for EVPN | 108
Routing policies for EVPN | 108
Example: Using Policy Filters to Filter EVPN Routes | 115

Requirements | 115

Overview | 116

Base Configuration | 116

Verification | 139

Layer 3 Gateways with Integrated Routing and Bridging for EVPN Overlays | 141

Understanding the MAC Addresses For a Default Virtual Gateway in an EVPN-VXLAN or EVPN-
MPLS Overlay Network | 141

EVPN Multihoming | 145

EVPN Multihoming Overview | 145



Understanding Automatically Generated ESls in EVPN Networks | 174

Easy EVPN LAG (EZ-LAG) Configuration | 188

Benefits of Using Easy EVPN LAG Configuration | 190

Easy EVPN LAG Configuration Overview | 190

Simplified CLI Statements and Parameters to Generate the Configuration | 192
Easy EVPN LAG Configuration with Multihomed Servers | 226

Add Configuration for a New Multihomed Server | 238

Add a New VLAN and IRB Interfaces | 240

Add a New Single-homed Server | 243

Use OSPF for the Underlay Configuration | 244

Use IBGP for the Overlay Configuration | 245
Configuring EVPN Active-Standby Multihoming to a Single PE Device | 247
Configuring EVPN-MPLS Active-Standby Multihoming | 250

Example: Configuring Basic EVPN-MPLS Active-Standby Multihoming | 254

Requirements | 254
Overview and Topology | 254
Configuration | 256
Verification | 267

Example: Configuring EVPN-MPLS Active-Standby Multihoming | 278

Requirements | 279
Overview and Topology | 280
Configuration | 282
Verification | 299

Example: Configuring Basic EVPN Active-Active Multihoming | 324

Requirements | 325
Overview | 325
Configuration | 326

Example: Configuring EVPN Active-Active Multihoming | 337

Requirements | 337
Overview and Topology | 338
Configuration | 341

Verification | 381



Example: Configuring LACP for EVPN Active-Active Multihoming | 404

Requirements | 405
Overview | 405
Configuration | 408
Verification | 422

Example: Configuring LACP for EVPN VXLAN Active-Active Multihoming | 427

Requirements | 427
Overview | 427
Configuration | 430
Verification | 452

Example: Configuring an ESI on a Logical Interface With EVPN-MPLS Multihoming | 454

Requirements | 455

Overview and Topology | 455

EVPN Multihoming Active-Standby Configuration | 458
Verification | 468

Configuring Dynamic List Next Hop | 471

Link States and Network Isolation Conditions in EVPN Networks | 475

Understanding When to Disable EVPN-VXLAN Core Isolation | 475
Backup Liveness Detection on EVPN Dual Homing | 478

Determine IRB Interface State Changes from Local L2 Interface or Remote Connectivity Status in
EVPN Fabrics | 485

Layer 2 Interface Status Tracking and Shutdown Actions for EVPN Core Isolation Conditions | 493

EVPN Proxy ARP and ARP Suppression, and NDP and NDP Suppression | 499

EVPN Proxy ARP and ARP Suppression, and Proxy NDP and NDP Suppression | 499
ARP and NDP Request with a proxy MAC address | 502

Configuring DHCP Relay Agents | 508

DHCP Relay Agent in EVPN-MPLS Network | 508
DHCP Relay Agent over EVPN-VXLAN | 511

Configuring MAC Pinning | 515

EVPN MAC Pinning Overview | 515

Vi



vii

Configuring EVPN MAC Pinning | 517
Creating an Exclusion List for MAC Pinning | 518

High Availability in EVPN | 521

NSR and Unified ISSU Support for EVPN | 521
Preventing Traffic Loss in an EVPN-VXLAN Environment With GRES and NSR | 524
Graceful Restart in EVPN | 526

Monitoring EVPN Networks | 527

Connectivity Fault Management Support for EVPN and Layer 2 VPN Overview | 527

Configure a MEP to Generate and Respond to CFM Protocol Messages | 530
Configure a Maintenance Association End Point (MEP) | 530

Configure a Remote Maintenance Association End Point (MEP) | 532

Layer 2 Control Protocol Transparency | 535

Layer 2 Control Protocol Transparency for EVPN | 535

EVPN-VXLAN

Overview | 546

Understanding EVPN with VXLAN Data Plane Encapsulation | 546
EVPN-over-VXLAN Supported Functionality | 557

Understanding VXLANs | 564

VXLAN Benefits | 565
How Does VXLAN Work? | 565
VXLAN Implementation Methods | 566

Using QFX5100, QFX5110, QFX5120, QFX5200, QFX5210, EX4300-48MP, and EX4600
Switches with VXLANs | 567

Changing the UDP Port on QFX5100, QFX5110, QFX5200, QFX5210, and EX4600 Switches | 568

Controlling Transit Multicast Traffic on QFX5100, QFX5110, QFX5200, QFX5210, and EX4600
Switches | 568

Using an MX Series Router, EX9200 Switch, or QFX10000 Switch as a VTEP | 569
Manual VXLANs Require PIM | 569
Load Balancing VXLAN Traffic | 570

Enabling QFX5120 Switches to Tunnel Traffic on Core-Facing Layer 3 Tagged and IRB
Interfaces | 571




viii

Using ping and traceroute with a VXLAN | 571
Supported VXLAN Standards | 572

VXLAN Constraints on EX Series, QFX Series and PTX Series Devices | 573

EVPN Over VXLAN Encapsulation Configuration Overview for QFX Series and EX4600 Switches | 582
Implementing EVPN-VXLAN for Data Centers | 585

PIM NSR and Unified ISSU Support for VXLAN Overview | 589

Routing IPvé6 Data Traffic through an EVPN-VXLAN Network with an IPv4 Underlay | 591
Understanding How to Configure VXLANSs and Layer 3 Logical Interfaces to Interoperate | 606
Understanding GBP Profiles | 608

Configuring EVPN-VXLAN Interfaces | 609

Understanding Flexible Ethernet Services Support With EVPN-VXLAN | 609

EVPN-VXLAN Lightweight Leaf to Server Loop Detection | 612

Overlapping VLAN Support Using VLAN Translation in EVPN-VXLAN Networks | 621
Overlapping VLAN Support Using Multiple Forwarding Instances or VLAN Normalization | 628

Layer 2 Protocol Tunneling over VXLAN Tunnels in EVPN-VXLAN Bridged Overlay Networks | 633

L2PT over VXLAN Tunnels | 633
Configure and Verify L2PT over VXLAN | 638

MAC Filtering, Storm Control, and Port Mirroring Support in an EVPN-VXLAN Environment | 640

Example: Micro and Macro Segmentation using Group Based Policy in a VXLAN | 657

Overview | 657
GBP in Junos OS Release 22.4R1 and Later | 662
GBP Junos OS Release 21.1R1 and later | 684

DHCP Smart Relay in EVPN-VXLAN | 692

Configuring VLAN-Aware Bundle Services, VLAN-Based Services, and Virtual Switch
Support | 693

Understanding VLAN-Aware Bundle and VLAN-Based Service for EVPN | 693
Configuring EVPN with VLAN-Based Service | 694

Configuring EVPN VLAN-Aware Bundle Service | 700



Virtual Switch Support for EVPN Overview | 701
Configuring EVPN with Support for Virtual Switch | 703

Load Balancing with EVPN-VXLAN Multihoming | 706

Dynamic Load Balancing in an EVPN-VXLAN Network | 706

Fast Reroute for Egress Link Protection with EVPN-VXLAN Multihoming | 710
Benefits | 710

How Fast Reroute ELP Works with Multihoming in an Ethernet Segment | 711
Configure Fast Reroute ELP on a PE Device | 716

Verify Fast Reroute ELP Tunnel Creation and Operation | 717

Setting Up a Layer 3 VXLAN Gateway | 724

Using a Default Layer 3 Gateway to Route Traffic in an EVPN-VXLAN Overlay Network | 724

Using a RIOT Loopback Port to Route Traffic in an EVPN-VXLAN Network | 731

Loopback Port Solution for Routing in and out of VXLAN Tunnels (RIOT) for Layer 3 VXLAN
Gateway Support | 731

Configure a RIOT Loopback Port on a Layer 3 VXLAN Gateway Leaf Device | 737
Supported Protocols on an IRB Interface in EVPN-VXLAN | 743
VXLAN Layer 3 Gateways Using the Service Provider Style Interface Configuration | 745

Configuring an EVPN-VXLAN Centrally-Routed Bridged Overlay | 753
Example: Configure an EVPN-VXLAN Centrally-Routed Bridging Fabric | 753

Requirements | 754

Overview | 754

Spine 1: Underlay Network Configuration | 758
Spine 1: Overlay Network Configuration | 761
Spine 1: Access Profile Configuration | 763
Spine 2: Full Configuration | 767

Leaf 1: Underlay Network Configuration | 769
Leaf 1: Overlay Network Configuration | 771
Leaf 1: Access Profile Configuration | 773
Leaf 2: Full Configuration | 774

Leaf 3: Full Configuration | 776

Leaf 4: Full Configuration | 777

Verification | 778



Spine 1 and 2: Route Leaking (Optional) | 785
Verification with Route Leaking (Optional) | 787

Example: Configure an EVPN-VXLAN Centrally-Routed Bridging Fabric Using MX Routers as
Spines | 790

Requirements | 791
Overview | 792
Topology | 792
Configuration | 793

Verification | 812

Configuring an EVPN-VXLAN Edge-Routed Bridging Overlay | 827
Example: Configuring an EVPN-VXLAN Edge-Routed Bridging Fabric with an Anycast Gateway | 827

Requirements | 828

Overview and Topology | 829
Configuration For Leaf1 | 832
Verification | 837

Quick Configuration For All Devices | 841

Example: Configuring an EVPN-VXLAN Edge-Routed Bridging Fabric With a Virtual Gateway | 848

Requirements | 849

Overview and Topology | 850

Quick Configuration | 852

Underlay Network Configuration | 854
EVPN-VXLAN Overlay Network Configuration | 856
Customer Profile Configuration | 858

Route Leaking Configuration | 861

Verification | 863

Quick Configuration For All Devices | 867
EVPN-VXLAN Pure Type 5 Host-Route Auto-Generated Community | 875

IPv6 Underlay for VXLAN Overlays | 878
EVPN-VXLAN with an IPvé Underlay | 878
IPv6é Underlay Support in EVPN-VXLAN Fabrics | 878

Configure an IPvé Underlay with EVPN-VXLAN | 883

Example: Configure an IPv6 Underlay for Layer 2 VXLAN Gateway Leaf Devices | 885

Overview | 885



Xi

Requirements | 887

Topology | 888

Configure Leaf 1 | 889

Configure Leaf 3 | 894

Verify the IPv6 Underlay on Leaf 3 | 899

Multicast Features with EVPN-VXLAN | 904
Multicast Support in EVPN-VXLAN Overlay Networks | 904

Inter-VLAN Multicast Forwarding Modes for EVPN-VXLAN Overlay Networks | 904

Overview of Multicast Forwarding with IGMP Snooping or MLD Snooping in an EVPN-VXLAN
Environment | 913

Example: Preserving Bandwidth with IGMP Snooping in an EVPN-VXLAN Environment | 932

Requirements | 932
Overview | 933
Configuration | 934
Verification | 976

Overview of Selective Multicast Forwarding | 984
Configuring the number of SMET Nexthops | 987

Assisted Replication Multicast Optimization in EVPN Networks | 989

Assisted Replication in EVPN Networks | 989
How AR Works | 992
AR Leaf Device Load Balancing with Multiple Replicators | 997
AR Limitations with IGMP Snooping or MLD Snooping | 1007
AR with Optimized Intersubnet Multicast (OISM) | 1008
Multicast Forwarding Use Cases in an EVPN Network with AR Devices | 1011
Configure Assisted Replication | 1017
Configure IGMP Snooping or MLD Snooping with AR | 1018
Configure an AR Replicator Device | 1019
Configure an AR Leaf Device | 1021
Verify Assisted Replication Setup and Operation | 1023

Optimized Intersubnet Multicast in EVPN Networks | 1028
Overview of OISM | 1029
Overview of Enhanced OISM | 1034
OISM Components | 1036



xii

How OISM Works | 1062

How Enhanced OISM Works | 1086

Considerations for OISM Configurations | 1089

Configure Common OISM Elements on Border Leaf Devices and Server Leaf Devices | 1112
Configure Server Leaf Device OISM Elements | 1122

Configure Border Leaf Device OISM Elements with M-VLAN IRB Method (Symmetric Bridge
Domains Model Only) | 1123

Configure Border Leaf Device OISM Elements with Classic L3 Interface Method | 1127
Configure Border Leaf Device OISM Elements with Non-EVPN IRB Method | 1129

CLI Commands to Verify the OISM Configuration | 1132

Configuring the Tunneling of Q-in-Q Traffic | 1140

Examples: Tunneling Q-in-Q Traffic in an EVPN-VXLAN Overlay Network | 1140
Requirements | 1142
Overview and Topology | 1143
Configuring Traffic Pattern 1: Popping an S-VLAN Tag | 1147

Requirements | 1148

Introduction | 1148

Ingress VTEP Configuration for Traffic Pattern 1 | 1148

Egress VTEP Configuration for Traffic Pattern 1 | 1150

Configuring Traffic Pattern 2: Mapping a Range of C-VLANSs to an S-VLAN, and Pushing an S-
VLAN Tag | 1152

Requirements | 1153

Introduction | 1153

Ingress VTEP Configuration for Traffic Pattern 2 | 1153

Egress VTEP Configuration for Traffic Pattern 2 | 1155

Configuring Traffic Pattern 3: Retaining S-VLAN and C-VLAN Tags | 1158
Requirements | 1158

Introduction | 1158

Ingress and Egress VTEP Configuration for Traffic Pattern 3 | 1158
Configuring Traffic Pattern 4: Popping and Later Pushing an S-VLAN Tag | 1161
Requirements | 1161

Introduction | 1161

Configuration for Ingress VTEP for Traffic Pattern 4 | 1161

Configuration for Egress VTEP for Traffic Pattern 4 | 1164

Tunnel Traffic Inspection on SRX Series Devices | 1168



Tunnel Inspection for EVPN-VXLAN by SRX Series Devices | 1168
Overview | 1168
Example - Configure Security Policies for EVPN-VXLAN Tunnel Inspection | 1171

Configuration for Zone-Level Inspection, IDP, Content Security and Advanced Anti-Malware for
Tunnel Inspection | 1184

Complete Device Configurations | 1194

Fault Detection and Isolation in EVPN-VXLAN Fabrics | 1207

Understanding Overlay ping and traceroute Packet Support | 1207

Example: Troubleshoot a VXLAN Overlay Network with Overlay Ping and Overlay Traceroute on
QFX Series Switches | 1211

Requirements | 1212
Overview and Topology | 1213
Verification | 1216

Example: Troubleshoot a VXLAN Overlay Network with Overlay Ping and Overlay Traceroute for
MX Series Routers | 1226

Requirements | 1227
Overview and Topology | 1228
Configuration | 1231
Verification | 1231

EVPN-MPLS

Overview | 1242

EVPN Overview | 1242

EVPN-MPLS Caveats | 1245

EVPN Overview for Switches | 1246

Migrating from FEC128 LDP-VPLS to EVPN Overview | 1248

Convergence in an EVPN MPLS Network | 1257

Convergence in a Multihomed EVPN-MPLS Network | 1257

Pseudowire Termination at an EVPN | 1259

Overview of Pseudowire Termination at an EVPN | 1259
Configuring Pseudowire Termination | 1260

Support for Redundant Logical Tunnel | 1264

xiii



Configuring the Distribution of Routes | 1266

Configuring an IGP on the PE and P Routers on EX9200 Switches | 1266
Configuring IBGP Sessions Between PE Routers in VPNs on EX9200 Switches | 1267
Configuring a Signaling Protocol and LSPs for VPNs on EX9200 Switches | 1268
Configuring Entropy Labels | 1271

Configuring Control Word for EVPN-MPLS | 1272

Understanding P2MPs LSP for the EVPN Inclusive Provider Tunnel | 1274
Configuring Bud Node Support | 1276

Configuring VLAN Services and Virtual Switch Support | 1278

Overview of VLAN Services for EVPN | 1278
VLAN-Based Service for EVPN | 1280

VLAN Bundle Service for EVPN | 1283

Configuring EVPN VLAN Bundle Services | 1285

Virtual Switch Support for EVPN Overview | 1288
Configuring EVPN with Support for Virtual Switch | 1290

Example: Configuring EVPN with Support for Virtual Switch | 1294
Example: Configuring EVPN with Support for Virtual Switch | 1294

Requirements | 1295

Overview | 1295

Configuration | 1296

Verification | 1307

Configuring Integrated Bridging and Routing | 1311

EVPN with IRB Solution Overview | 1311

An EVPN with IRB Solution on EX9200 Switches Overview | 1317
Anycast Gateways | 1323

Configuring EVPN with IRB Solution | 1327

Configuring an EVPN with IRB Solution on EX9200 Switches | 1331

Example: Configuring EVPN with IRB Solution | 1334

Xiv



EVPN with IRB Solution Overview | 1334

Example: Configuring EVPN-MPLS with IRB Solution | 1340
Requirements | 1340

Overview | 1341

Configuration | 1342

Verification | 1349

Example: Configuring an EVPN with IRB Solution on EX9200 Switches | 1358
Requirements | 1358

Overview | 1359

Configuration | 1359

Verification | 1368

Configuring IGMP or MLD Snooping with EVPN-MPLS | 1376

Overview of Multicast Forwarding with IGMP or MLD Snooping in an EVPN-MPLS Environment | 1376

Configure Multicast Forwarding with IGMP Snooping in an EVPN-MPLS Environment | 1391

Configure IGMP Snooping for an EVPN or Virtual Switch Routing Instance | 1392

Configure IGMP Snooping with IGMPv3 on ACX Series Routers to Process Source-Specific
Multicast Group Membership Reports Only | 1394

Configure Multicast Routing Across Bridge Domains or VLANs with PIM in EVPN-MPLS | 1395
Viewing IGMP Snooping Multicast Information for EVPN-MPLS in the CLI | 1398

Configure Multicast Forwarding with MLD Snooping in an EVPN-MPLS Environment | 1401

Configure MLD Snooping for Default Any-Source Multicast (ASM) Group Membership
Processing with MLDv1 or MLDv2 | 1402

Configure MLD Snooping with MLDv2 to Process Source-Specific Multicast Group Membership
Reports Only | 1405

Viewing MLD Snooping Multicast Information for EVPN-MPLS in the CLI | 1406

EVPN E-LAN Services | 1408
Configuring EVPN E-LAN over SRv6 | 1408

Benefits of EVPN E-LAN over SRvé | 1408
Configuration | 1408
| 1409

Supported Routing Instance Types and Services for EVPN-ELAN | 1409

EVPN-VPWS

Configuring VPWS Service with EVPN Mechanisms | 1414

XV



XVi

Overview of VPWS with EVPN Signaling Mechanisms | 1414

Control word for EVPN-VPWS | 1418

Overview of Flexible Cross-Connect Support on VPWS with EVPN | 1422
Overview of Headend Termination for EVPN VPWS for Business Services | 1429
Configuring VPWS with EVPN Signaling Mechanisms | 1437

Example: Configuring VPWS with EVPN Signaling Mechanisms | 1440

Requirements | 1440
Overview and Topology | 1440
Configuration | 1442
Verification | 1454

FAT Flow Labels in EVPN-VPWS Routing Instances | 1465
Configuring EVPN-VPWS over SRv6 | 1469

Configuring Micro-SIDs in EVPN-VPWS | 1475
EVPN-ETREE

Overview | 1483

EVPN-ETREE Overview | 1483

Configuring EVPN-ETREE | 1487

Example: Configuring EVPN E-Tree Service | 1487
Requirements | 1487

Overview | 1488

Configuration | 1488

Verification | 1498

Using EVPN for Interconnection

Interconnecting VXLAN Data Centers With EVPN | 1504

VXLAN Data Center Interconnect Using EVPN Overview | 1504

Example: Configuring VXLAN Data Center Interconnect Using EVPN | 1524
Requirements | 1524

Overview | 1525

Configuration | 1526

Verification | 1538



XVii

Interconnecting EVPN-VXLAN Data Centers Through an EVPN-MPLS WAN | 1545

EVPN-VXLAN Data Center Interconnect Through EVPN-MPLS WAN Overview | 1545

Example: Interconnecting EVPN-VXLAN Data Center Networks Through a WAN Running EVPN-
based MPLS | 1556

Requirements | 1556
Overview | 1556
Configuration | 1560
Verification | 1655

Overview of EVPN-VXLAN Interconnect through EVPN MPLS WAN Using Gateways | 1736

Extending a Junos Fusion Enterprise Using EVPN-MPLS | 1739

Understanding EVPN-MPLS Interworking with Junos Fusion Enterprise and MC-LAG | 1739

Example: EVPN-MPLS Interworking With Junos Fusion Enterprise | 1745
Requirements | 1746
Overview and Topology | 1746

Aggregation Device (PE1 and PE2) Configuration | 1749
PE3 Configuration | 1761

Example: EVPN-MPLS Interworking With an MC-LAG Topology | 1765
Requirements | 1766

Overview and Topology | 1766
PE1 and PE2 Configuration | 1769

PE3 Configuration | 1785
PBB-EVPN

Configuring PBB-EVPN Integration | 1791

Provider Backbone Bridging (PBB) and EVPN Integration Overview | 1791

Example: Configuring PBB with Single-Homed EVPN | 1825
Requirements | 1826

Overview and Topology | 1826

Configuration | 1827

Verification | 1846

Example: Configuring PBB with Multihomed EVPN | 1854

Requirements | 1854



10

Overview and Topology | 1855
Configuration | 1856
Verification | 1887
Configuring MAC Pinning for PBB-EVPNs | 1896

PBB-EVPN MAC Pinning Overview | 1896
Configuring PBB-EVPN MAC Pinning | 1897

EVPN Standards

Supported EVPN Standards | 1902
Supported EVPN Standards | 1902
VXLAN-Only Features

Flexible VXLAN Tunnels | 1905

Understanding Programmable Flexible VXLAN Tunnels | 1905

Static VXLAN | 1912

Static VXLAN | 1912

Understanding Static VXLAN | 1912

Q-in-Q VLAN Tunnels in a Spine-and-Leaf Network with Static VXLAN | 1917
Configure Static VXLAN at the Global Level | 1918

Configure Static VXLAN at the VLAN or Bridge Domain Level on L2 VXLAN Gateway Devices | 1922
Configuration Statements and Operational Commands

Junos CLI Reference Overview | 1929

xviii



About This Guide

Use this guide to learn more about, configure, and monitor EVPN-VXLAN, EVPN-MPLS, EVPN-VPWS,
EVPN-ETREE, PBB-EVPN, and Static VXLAN on Juniper Network devices.
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CHAPTER 1

Configuring Interfaces

IN THIS CHAPTER

VLAN ID Ranges and Lists in an EVPN Environment | 2

VLAN ID Ranges and Lists in an EVPN Environment

IN THIS SECTION

Understanding VLAN ID Ranges and Lists in an EVPN Environment | 2

Configuring VLAN ID Lists and Ranges in an EVPN Environment | 5

You can specify VLAN ID lists and ranges in a service provider style of interface configuration that is
referenced in an Ethernet VPN (EVPN) routing instance (a routing instance of type evpn). For more
information, see the following topics:

Understanding VLAN ID Ranges and Lists in an EVPN Environment

IN THIS SECTION

Benefits of VLAN ID Range and List Support | 3
VLAN Bundle Service | 4
Sample VLAN ID Range and List Configuration | 4

Caveats and Limitations | 5



The service provider style of interface configuration enables you to customize Ethernet-based services
at the logical interface level. Service providers typically have multiple customers connected to the same
physical interface or aggregated Ethernet interface. Using the service provider style, you can configure
multiple logical interfaces on the physical interface or aggregated Ethernet interface and associate each
unit with a different VLAN.

Starting in Junos OS Release 19.2R1, you can specify VLAN ID lists and ranges in a service provider
style interface configuration that is referenced in an Ethernet VPN (EVPN) routing instance (a routing
instance of type evpn). This configuration is supported with the following EVPN environments, services,
and features:

e Environments:
e EVPN with Virtual Extensible LAN (VXLAN) encapsulation
e EVPN with MPLS encapsulation
e VLAN bundle service:
e E-LAN
e E-Tree
e E-Line
e Features:
e EVPN multihoming
o All-active
e Single-active

¢ Single homing

Benefits of VLAN ID Range and List Support

Without the support of VLAN ID ranges and lists, you must configure a dedicated logical interface for
each VLAN. VLAN ID range and list support enables you to associate multiple VLANs with a single
logical interface. which reduces the overall number of logical interfaces needed. Using fewer logical
interfaces provides these benefits:

e Reduces the amount of configuration time
e Reduces the amount of memory consumed

e Reduces the impact to system performance



VLAN Bundle Service

The VLAN bundle service supports the mapping of multiple broadcast domains (VLANS) to a single
bridge domain (MAC learning domain). You can associate multiple VLANs with a single EVPN routing
instance. As a result, these broadcast domains (VLANSs) share the same MAC table in the EVPN routing
instance, thereby reducing the utilization of resources—for example, the number of MAC tables, MAC
routes, and labels.

Sample VLAN ID Range and List Configuration

The following sample configuration shows a service provider style interface (interface xe-1/0/0 and
logical interfaces xe-1/0/0.0 and xe-1/0/0.1) that is configured on a Juniper Networks device in an
EVPN-VXLAN topology. The sample configuration also shows the EVPN routing instance (EVPN-
VXLAN-3) in which logical interfaces xe-1/0/0.0 and xe-1/0/0.1 are referenced.

interfaces {
xe-1/0/0 {

unit @ {

encapsulation vlan-bridge;

vlan-id-range 100-102;

family bridge;

}

unit 1 {
encapsulation vlan-bridge;
vlan-id-list [ 200-203 213 248 1;
family bridge;

routing-instances {
EVPN-VXLAN-3 {
description “EVPN-VXLAN Vlan Bundle service”;
instance-type evpn;
vtep-source-interface 100.0;
interface xe-1/0/0.0;
interface xe-1/0/0.1;
route-distinguisher 10.255.235.35:200;
vrf-target target:123:123;
protocols {
evpn {

encapsulation vxlan;



}

vxlan {
vni 551;
encapsulate-inner-vlan;

decapsulate-accept-inner-vlan;

In this configuration, logical interface xe-1/0/0.0 includes a VLAN ID range and logical interface
xe-1/0/0.1 includes a VLAN ID list, which is comprised of a VLAN ID range and individual VLAN IDs.
EVPN routing instance EVPN-VXLAN-3 references both logical interfaces.

Caveats and Limitations

When specifying VLAN ID ranges and lists in a service provider style interface configuration in an EVPN
environment, keep these caveats and limitations in mind:

o When specifying a range in either a VLAN ID range or list, you must use an ascending range—for
example, 100-102. If you specify a descending range—for example, 102-100—the system considers
the range to be invalid, and a commit error occurs.

Configuring VLAN ID Lists and Ranges in an EVPN Environment

Starting in Junos OS Release 19.2R1, you can specify VLAN ID lists and ranges in a service provider
style of interface configuration that is referenced in an Ethernet VPN (EVPN) routing instance (a routing
instance of type evpn).

This feature enables you to associate multiple VLANs with a single logical interface, thereby freeing you
from having to configure a dedicated logical interface for each VLAN.

This feature works with the VLAN bundle service.

This procedure shows you how to specify multiple VLANs using VLAN ID ranges and lists in a service
provider style interface configuration and to associate the interface with an EVPN routing instance.

The sample configurations that follow the procedure provide more comprehensive configurations of
service provider style interfaces in an EVPN environment.

1. Configure the physical interface or aggregated Ethernet interface with the encapsulation type of
flexible Ethernet services, which enables you to specify Ethernet encapsulations at the logical
interface level.

[edit]user@switch# set interfaces interface-name encapsulation flexible-ethernet-services



2. Configure a service provider style logical interface.

a. Specify the encapsulation type of vlan-bridge to enable bridging on the logical interface:

[edit]Juser@switch# set interfaces interface-name unit logical-unit-number encapsulation

vlan-bridge

b. Associate the logical interface with multiple VLANSs using either a VLAN ID range or list:

[edit]Juser@switch# set interfaces interface-name unit logical-unit-number vlan-id-range
vlan-id-vlan-id

OR

[edit]Juser@switch# set interfaces interface-name unit logical-unit-number vlan-id-list

[ vlan-id vlan-id vlan-id-vlan-id ]

3. Repeat Step 2 for each additional service provider style logical interface that you need to configure.

4. Create an EVPN routing instance.

a. Specify that the routing instance is of type evpn.

[edit]user@switch# set routing-instances routing-instance-name instance-type evpn

b. Associate the logical interfaces that you configured earlier with the EVPN routing instance.

[edit]user@switch# set routing-instances routing-instance-name interface interface-

name.logical-unit-number

Sample Configuration: Multiple Logical Interfaces

This sample configuration shows aggregated Ethernet interface ae0, which is divided into logical
interfaces ae0.100 and ae0.150. Logical interface ae0.100 is associated with VLANSs ranging from 100
through 102. Logical interface ae0.150 is associated with a list of VLANSs, which includes 150 through
152, 200, 213, and 248. EVPN routing instance EVPN-1 references both logical interfaces.

interfaces {
aed {
flexible-vlan-tagging;



encapsulation flexible-ethernet-services;

unit 100 {

encapsulation vlan-bridge;

vlan-id-range 100-102;

family bridge;

}

unit 150 {
encapsulation vlan-bridge;
vlan-id-list [ 150-152 200 213 248 1,
family bridge;

routing-instances {
EVPN-1 {
instance-type evpn;

interface ae0.100;
interface ae0.150;
route-distinguisher 192.160.0.1:111;
vrf-target target:65000:111;
protocols {

evpn;

Sample Configuration: Single Logical Interface

This sample configuration is similar to the multiple logical interface sample configuration except that
aggregated Ethernet interface aeO includes only one logical interface (ae0.150) with which all VLANs
(100 through 102, 150 through 152, 200, 213, and 248) are associated. EVPN routing instance EVPN-1
references logical interface ae0.150.

interfaces {
aed {

flexible-vlan-tagging;

encapsulation flexible-ethernet-services;

unit 150 {
encapsulation vlan-bridge;
vlan-id-list [ 100-102 150-152 200 213 248 ];
family bridge;



routing-instances {
EVPN-1 {
instance-type evpn;
interface ae0.150;
route-distinguisher 192.160.0.1:111;
vrf-target target:65000:111;
protocols {

evpn;

Sample Configuration: E-Tree

This sample E-Tree configuration is similar to the other sample configurations except for some
information specific to E-Tree use (for example, specifying each logical interface as either root or leaf,
and enabling the EVPN-ETREE service).

interfaces {
aed {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit 100 {
encapsulation vlan-bridge;
vlan-id-range 100-102;
family bridge;
etree-ac-role leaf;
}
unit 200 {
encapsulation vlan-bridge;
vlan-id-list [ 200 213 248 1;
family bridge;

etree-ac-role root;

routing-instances {
ETREE-1 {
instance-type evpn;

interface ae0.100;



interface ae0.200;
route-distinguisher 192.160.0.1:111;
vrf-target target:65000:111;
protocols {
evpn {
evpn-etree;

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

19.2R1 Starting in Junos OS Release 19.2R1, you can specify VLAN ID lists and ranges in a service provider style
interface configuration that is referenced in an Ethernet VPN (EVPN) routing instance (a routing instance

of type evpn).

Flexible Ethernet Services Encapsulation


https://apps.juniper.net/feature-explorer/
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Configuring EVPN Routing Instances

You can configure an EVPN instance using a supported Layer 2 (L2) instance type (see /instance-type) in
which you enable the EVPN protocol with other parameters such as an encapsulation type, a route
distinguisher, and a route-target. We support several instance-type options for EVPN instances, including:

e evpn instance type

e virtual-switch instance type



e mac-vrf instance type

e The default switch instance (in this case, you don't configure a named EVPN instance, and you
configure EVPN protocol options at a global level)

Support for different EVPN instance types is platform-specific, so not all platforms support all of these
instance-type values. This procedure uses instance-type evpn.

A CAUTION: When you want to change a traffic impacting option under a routing
instance, use the following procedure.

1. Deactivate the routing instance configuration.

2. Change the traffic impacting option.

3. Reactivate the updated routing instance configuration.

For example, follow this procedure if you need to change settings such as:

e EVPN protocol settings in a virtual-switch instance-- You must configure EVPN
protocol settings in a virtual switch instance at the same time you configure the
virtual-switch instance type itself, or deactivate the instance before changing these
settings in an existing instance. Otherwise, the device has problems adding EVPN
Type 2 (MAC-IP) route entries in the EVPN routing tables.

e The service-type in a MAC-VRF routing instance-- When you change the service type
of a running instance, the device might incorrectly change the VLAN ID if it is not
deactivated prior to making the change.

e Thevlan-id in an EVPN routing instance-- Changing the vlan-id on the fly, without
first deactivating the associated EVPN routing instance would be catastrophic.

To configure an EVPN routing instance, complete the following configuration on the PE router (or on the
MPLS edge switch [MES] or QFX Series switch) within the EVPN service provider's network:

1. Configure the EVPN routing instance name using the routing-instances statement at the [edit]
hierarchy level:

routing-instances routing-instance-name {...}

2. Configure the evpn option for the instance-type statement at the [edit routing-instances routing-
Instance-name] hierarchy level:

instance-type evpn;



Alternatively, configure one of the other supported instance-type options for EVPN instances, such

as virtual-switch or mac-vrf.

NOTE: For MX Series devices, EX Series, and QFX Series switches, you can include multiple
logical interfaces of an Ethernet segment identifier (ESI) across different bridge-domains or
VLANSs of an EVPN routing instance in all-active mode. However, you cannot include
multiple logical interfaces of the same ESI within the same bridge-domain or VLAN.

Configure the interfaces for handling EVPN traffic between the MES or PEs and the CE device
using the interface statement at the [edit routing-instances routing-instance-name] hierarchy level:

interface interface-name;

Configure a VLAN identifier for the EVPN routing instance using the vlan-id statement at the [edit

routing-instances routing-instance-name] hierarchy level:

NOTE: For QFX Series, set the VLAN ID to none.

vlan-id (vlan-id | all | none);

Configure a route distinguisher on a PE router by including the route-distinguisher statement:

route-distinguisher (as-number: number | ip-address:number);

Each routing instance that you configure on a PE router must have a unique route distinguisher
associated with it. VPN routing instances need a route distinguisher to help BGP to distinguish
between potentially identical network layer reachability information (NLRI) messages received from
different VPNs. If you configure different VPN routing instances with the same route distinguisher,
the commit fails.

For a list of the hierarchy levels at which you can include this statement, see the statement
summary for this statement.

The route distinguisher is a 6-byte value that you can specify in one of the following formats:

o as-pumber:number, where as-number is an autonomous system (AS) number (a 2-byte value) and number
is any 4-byte value. The AS number can be in the range 1 through 65,535. We recommend that
you use an Internet Assigned Numbers Authority (IANA)-assigned, nonprivate AS number,
preferably the Internet service provider's (ISP’s) own or the customer’s own AS number.



NOTE: The automatic derivation of the BGP route target (auto-RT) for advertised
prefixes is supported on a 2-byte AS number only.

e ip-address.number, where ip-addressis an IP address (a 4-byte value) and number is any 2-byte value.
The IP address can be any globally unique unicast address. We recommend that you use the
address that you configure in the router-id statement, which is a nonprivate address in your
assigned prefix range.

Configure either import and export policies for the EVPN routing table, or configure the default
policies using the vrf-target statement configured at the [edit routing-instances routing-instance-name]
hierarchy level.

See Configuring Policies for the VRF Table on PE Routers in VPNs.
Configure each EVPN interface for the EVPN routing instance:

e Configure each interface using the /interface statement at the [edit routing-instances routing-

Instance-name protocols evpn] hierarchy level.

e Configure interface encapsulation for the CE facing interfaces at the [edit interfaces interface-
name encapsulation] hierarchy level. Supported encapsulations, except for EX9200 switches and
QFX Series switches, are: (ethernet-bridge | vlan-bridge | extended-vlan-bridge). Supported
encapsulations for EX9200 switches are: (extended-vlan-bridge | flexible-ethernet-services).
Supported encapsulation for QFX Series switches is vxlan.

e (Optional) Allow the EVPN to establish a connection to the CE device even if the CE device
interface encapsulation and the EVPN interface encapsulations do not match by including the
[gnore-encapsulation-mismatch statement at the [edit routing-instances routing-instance-name
protocols evpn interface interface-name]l hierarchy level.

e (Optional) (Not available on EX9200 switches) Specify a static MAC address for a logical
interface in a bridge domain using the static-mac statement at the [edit routing-instances routing-

Instance-name protocols evpn interface interface-name] hierarchy level.

Specify the maximum number of media access control (MAC) addresses that can be learned by the
EVPN routing instance by including the interface-mac-limit statement.

You can configure the same limit for all interfaces configured for a routing instance by including this
statement at the [edit routing-instances routing-instance-name protocols evpn] hierarchy level. You can
also configure a limit for a specific interface by including this statement at the [edit routing-instances

routing-instance-name protocols evpn interface interface-name] hierarchy level.

By default, packets with new source MAC addresses are forwarded after the MAC address limit is
reached. You can alter this behavior by including the packet-action drop statement at either the [edit
routing-instances routing-instance-name protocols evpn interface-mac-limit] or the [edit routing-instances

routing-instance-name protocols evpn interface interface-name] hierarchy level. If you configure this
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statement, packets from new source MAC addresses are dropped once the configured MAC
address limit is reached.

Specify the MPLS label allocation setting for the EVPN by including the /abel-allocation statement
with the per-instance option at the [edit routing-instances routing-instance-name protocols evpn]
hierarchy level.

If you configure this statement, one MPLS label is allocated for the specified EVPN routing
instance.

Enable MAC accounting for the EVPN by including the mac-statistics statement at the [edit routing-

instances routing-instance-name protocols evpn] hierarchy level.

Specify the number of addresses that can be stored in the MAC routing table using the mac-table-
size statement at the [edit routing-instances routing-instance-name protocols evpn] hierarchy level.

You can optionally configure the packet-action drop option to specify that packets for new source
MAC addresses be dropped once the MAC address limit is reached. If you do not configure this
option, packets for new source MAC addresses are forwarded.

Disable MAC learning by including the no-mac-/earning statement at either the [edit routing-
instances routing-instance-name protocols evpn] hierarchy level to apply this behavior to all of the
devices configured for an EVPN routing instance or at the [edit routing-instances routing-instance-name
protocols evpn interface interface-name] hierarchy level to apply this behavior to just one of the CE
devices.

On MX Series and ACX5448 devices, while configuring EVPN-MPLS, you need to include the
network-services enhanced-ip CLI statement at the [edit chassis] hierarchy level. On ACX Series devices
running on Junos Evolved OS, the network-services enhanced-ip CLI statement is enabled by default.

Configuring Policies for the VRF Table on PE Routers in VPNs
Configuring Routing Instances on PE Routers in VPNs
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Configuring EVPN Routing Instances on EX9200 Switches

To configure an EVPN routing instance, complete the following configuration on the PE router (or on the

MPLS edge switch) within the EVPN service provider's network:



Configure the EVPN routing instance name using the routing-instances statement at the [edit]
hierarchy level:

routing-instances routing-instance-name {...}

Configure the evpn option for the instance-type statement at the [edit routing-instances routing-
Instance-name] hierarchy level:

instance-type evpn;

Configure the interfaces for handling EVPN traffic between the MES and the CE device using the

interface statement at the [edit routing-instances routing-instance-name] hierarchy level:

interface interface-name;

Configure a VLAN identifier for the EVPN routing instance using the vlan-id statement at the [edit

routing-instances routing-instance-name] hierarchy level:

vlan-id (vian-id | all | none);

Configure a route distinguisher on a PE router by including the route-distinguisher statement:

route-distinguisher (as-number: number | ip-address: number);

Each routing instance that you configure on a PE router must have a unique route distinguisher
associated with it. VPN routing instances need a route distinguisher to help BGP to distinguish
between potentially identical network layer reachability information (NLRI) messages received from
different VPNSs. If you configure different VPN routing instances with the same route distinguisher,
the commit fails.

For a list of the hierarchy levels at which you can include this statement, see the statement
summary for this statement.

The route distinguisher is a 6-byte value that you can specify in one of the following formats:

o as-number:number, where as-number is an autonomous system (AS) number (a 2-byte value) and number
is any 4-byte value. The AS number can be in the range 1 through 65,535. We recommend that
you use an Internet Assigned Numbers Authority (IANA)-assigned, nonprivate AS number,
preferably the Internet service provider's (ISP’s) own or the customer’s own AS number.
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e ip-address.number, where ip-addressis an IP address (a 4-byte value) and number is any 2-byte value.
The IP address can be any globally unique unicast address. We recommend that you use the
address that you configure in the router-id statement, which is a nonprivate address in your
assigned prefix range.

Configure either import and export policies for the EVPN routing table, or configure the default
policies using the vrf-target statement configured at the [edit routing-instances routing-instance-name]
hierarchy level.

See Configuring Policies for the VRF Table on PE Routers in VPNS.
Configure each EVPN interface for the EVPN routing instance:

e Configure interface encapsulation for the CE facing interfaces at the [edit interfaces interface-
name encapsulation] hierarchy level. . Supported encapsulations for EX9200 switches are: (extended-

vlan-bridge | flexible-ethernet-services | vlan-bridge).

e Configure vlan-bridge encapsulation on the logical interface at the [edit interfaces interface-name

flexible-vlan-tagging encapsulation flexible-ethernet-services unit @ encapsulation] hierarchy level.

e (Optional) Allow the EVPN to establish a connection to the CE device even if the CE device
interface encapsulation and the EVPN interface encapsulations do not match by including the
jgnore-encapsulation-mismatch statement at the [edit routing-instances routing-instance-name

protocols evpn interface interface-name]l hierarchy level.

Specify the maximum number of media access control (MAC) addresses that can be learned by the
EVPN routing instance by including the interface-mac-/imit statement.

You can configure the same limit for all interfaces configured for a routing instance by including this
statement at the [edit routing-instances routing-instance-name protocols evpn] hierarchy level. You can
also configure a limit for a specific interface by including this statement at the [edit routing-instances

routing-instance-name protocols evpn interface interface-name] hierarchy level.

By default, packets with new source MAC addresses are forwarded after the MAC address limit is
reached. You can alter this behavior by including the packet-action drop statement at either the [edit
routing-instances routing-instance-name protocols evpn interface-mac-limit] or the [edit routing-instances
routing-instance-name protocols evpn interface interface-name] hierarchy level. If you configure this
statement, packets from new source MAC addresses are dropped once the configured MAC
address limit is reached.

Enable MAC accounting for the EVPN by including the mac-statistics statement at the [edit routing-
instances routing-instance-name protocols evpn] hierarchy level.
Specify the number of addresses that can be stored in the MAC routing table using the mac-table-

size statement at the [edit routing-instances routing-instance-name protocols evpn] hierarchy level.

You can optionally configure the packet-action drop option to specify that packets for new source
MAC addresses be dropped once the MAC address limit is reached. If you do not configure this
option, packets for new source MAC addresses are forwarded.



11. Disable MAC learning by including the no-mac-learning statement at either the [edit routing-
instances routing-instance-name protocols evpn] hierarchy level to apply this behavior to all of the
devices configured for an EVPN routing instance or at the [edit routing-instances routing-instance-name
protocols evpn interface interface-name]l hierarchy level to apply this behavior to just one of the CE
devices.
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MAC-VRF Routing Instance Type Overview
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Use the MAC-VRF routing instance type to configure multiple customer-specific EVPN instances (EVIs),
each of which can support a different EVPN service type. You configure a MAC-VRF instance with the
mac-vrfstatement at the [edit routing-instances mac-vrf-instance-name instance-type] hierarchy. With this
configuration, you can create customer-specific virtual routing and forwarding (VRF) tables.

Benefits of the MAC-VRF Routing Instance Type

e Customer-specific VRF tables

e Consistent configuration across supported router and switch platforms within an EVPN-VXLAN
network or an EVPN-MPLS network.

e Configuration alignment with RFC 7432


https://datatracker.ietf.org/doc/html/rfc7432

MAC-VRF Instances Enable Customer-Specific VRF Tables

When you configure a MAC-VRF routing instance, you can isolate or group routing and forwarding
traffic by customer. In fact, you can manage MAC-VRF instances around multiple schemes within an
organization, including by department, division, or geographic location. The traffic belonging to any one
MAC-VRF instance cannot interact with traffic from any other MAC-VRF instances.

MAC-VRF Instance Service Types

MAC-VRF instances follow the EVPN instance design in RFC 7432, which includes the three service
types in Table 1 on page 19. When you create a MAC-VRF instance, you must configure one of the
supported service types using the service-type statement at the [edit routing-instances mac-vrf-instance-
name] hierarchy level.

A CAUTION: When you want to change a traffic impacting option under a routing
instance, use the following procedure.

1. Deactivate the routing instance configuration.

2. Change the traffic impacting option.

3. Reactivate the updated routing instance configuration.

For example, follow this procedure if you need to change settings such as:

e The service-type in a MAC-VRF routing instance-- When you change the service type
of a running instance, the device might incorrectly change the VLAN ID if it is not
deactivated prior to making the change.

e The vlan-id in an EVPN routing instance-- Changing the vlan-id on the fly, without
first deactivating the associated EVPN routing instance would be catastrophic.


https://datatracker.ietf.org/doc/html/rfc7432

Table 1: MAC-VREF Instance Service Type Options

Service Type Option

vlan-aware

vlan-based

vlan-bundle

Description

You can configure the MAC-VRF EVPN instance to
correspond to one or more VLANs. The MAC-VRF
instance maintains one bridging table per VLAN.

NOTE: By default in EVPN-VXLAN MAC-VRF
instances with this service type, the device extends all
VXLAN network identifiers (VNIs) in the instance. You
don't need to explicitly configure the extended-vni-all
statement. You can configure the extended-vni-list
statement if you want to extend only a subset of the
VNIs in the instance.

You can configure the MAC-VRF EVPN instance to
correspond to a single VLAN and corresponding
bridging table.

NOTE: If the VLAN maps to different VLAN IDs per
Ethernet segment, then you must configure each
device in the EVPN fabric to perform VLAN ID
translation on packets destined for the Ethernet
segment.

You can configure the MAC-VRF EVPN instance to
correspond to multiple VLANSs that share the same
bridging table. MAC addresses must be unique across
all VLANSs in the instance. This service type also
doesn't support VLAN translation (you can configure
each VLAN with one unique VLAN ID).

NOTE: If all VLANSs for a port are part of the same
VLAN bundle service, the service is called a port-based
service.

Flexible Configuration Options at Layer 2 and Layer 3

With MAC-VRF instances, you have more flexible configuration options for customers at both Layer 2

(L2) and Layer 3 (L3):

e At L2: You can configure different service types in different MAC-VRF instances on the same device.



e At L3: You can configure a VRF instance that corresponds to the VLAN or VLANSs in a single MAC-
VRF instance. You can also configure a VRF instance that spans the VLANSs in multiple MAC-VRF
instances.

For example, the following figure shows an edge-routed bridging (ERB) EVPN-VXLAN fabric. The leaf
devices establish VXLAN tunnels that maintain L2 and L3 separation between a customer on VLAN 1
and VLAN 2, and a customer on VLAN 3. MAC-VRF 12 and MAC-VRF 3 separate the customers at L2.
VRF 12 and VRF 3 separate the customers at L3. The figure also shows that you can configure multiple
MAC-VRF instances on the same device with different service types.

Figure 1: EVPN-VXLAN Fabric with MAC-VRF and VRF Instances for L2 and L3 Customer Separation
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MAC-VREF Instances Enable Common EVPN Configuration across Platforms

On devices that support EVPN configurations, the configuration methods vary from platform to
platform. For example:

e On MX Series routers, before MAC-VREF instance support, you could configure EVPN instances using
instances of type virtual-switch with statements in the following hierarchies:

e bridge-domains
e routing-instances

e On QFX Series switches, before MAC-VRF instance support, you could configure EVPN instances
using the default switch instance with statements in the following hierarchies:

e ethernet-switching



e routing-instances

e On ACX Series, QFX Series, and PTX series platforms running Junos OS Evolved that support EVPN,
on which EVPN feature support was introduced with MAC-VRF EVPN instances, you configure
EVPN features using only MAC-VRF instances.

This disparity can be confusing and lead to errors configuring EVPN across different platforms.

We introduced the mac-vrf routing instance type in Junos OS Release 20.4R1 on some Junos OS
platforms. Other platforms, including Junos OS Evolved platforms, have gained MAC-VRF instance
support in subsequent releases. You can use mac-vrf instances to create a common EVPN configuration
on all supported platforms. This common configuration hierarchy also adheres to RFC 7432.

NOTE: Platforms that support MAC-VRF instances as well as other instance types to configure
EVPN instances can have different instance configurations coexist in an active network. EVPN
fabrics can comprise a combination of devices that support MAC-VRF instances and devices that
use other instance types for EVPN.

Some mac-vrf show commands apply only to specific platforms. For example, the MAC-VRF command
show mac-vrf mac-table age (and the corresponding show bridge mac-table age command) applies only to MX
Series routers. If you issue the show mac-vrf mac-table age command on a QFX Series switch, the output is
blank without any error indication.

See Table 2 on page 22 and Table 3 on page 23 for references to the commands that provide
information about EVPN instances. The common MAC-VRF forms of these commands are aliases for the
platform-specific commands. Use the listed commands as follows:

e You can use the MAC-VRF versions of these commands in the first column to display EVPN instance
information on any platforms with MAC-VRF EVPN configurations.

e Use the MAC-VRF commands in the first column on ACX Series, QFX Series, and PTX series
platforms running Junos OS Evolved, which support EVPN only with MAC-VRF instance
configurations.

e Use the commands in the second column on MX Series routers and the EX2200 line of switches
running Junos OS, for example, when you configure EVPN instances using instance type virtual-

switch.

e Use the commands in the third column on QFX Series and EX Series switches running Junos OS, for
example, when you configure EVPN instances using the default switch instance.


https://datatracker.ietf.org/doc/html/rfc7432

Table 2: List of MAC-VRF Forwarding Commands by Platform

MAC-VRF Command

show mac-vrf

show mac-vrf

show mac-vrf

information

show mac-vrf

count

show mac-vrf

ip-count

show mac-vrf

show mac-vrf

mapping

show mac-vrf

show mac-vrf

show mac-vrf

show mac-vrf

show mac-vrf

show mac-vrf

forwarding

forwarding

forwarding

forwarding

forwarding

forwarding

forwarding

forwarding

forwarding

forwarding

forwarding

forwarding

forwarding

flood

flood-group

global-

global-mac-

global-mac-

instance

instance-

interface

mac-ip-table

mac-table

mgrp-policy

statistics

vlans

MX Series Routers and the
EX9200 Line of Switches

show bridge flood

show 12-learning flood-group

show 12-1learning global-
information

show 12-learning global-mac-count

show 12-1learning global-mac-ip-
count

show 12-learning instance

show 12-learning interface

show bridge mac-ip-table

show bridge mac-table

show 12-learning mgrp-policy

show bridge statistics

show evpn statistics

show bridge domains

QFX Series and EX Series
Switches

show ethernet-switching flood

show ethernet-switching flood-
group

show ethernet-switching global-
information

show ethernet-switching global-

mac-count

show ethernet-switching global-
mac-ip-count

show ethernet-switching instance

show ethernet-switching interface

show ethernet-switching mac-ip-
table

show ethernet-switching table

show ethernet-switching mgrp-
policy

show ethernet-switching

show ethernet-switching vlans



Table 2: List of MAC-VRF Forwarding Commands by Platform (Continued)

MAC-VRF Command MX Series Routers and the QFX Series and EX Series
EX9200 Line of Switches Switches

show mac-vrf forwarding vxlan-tunnel- | show 12-learning vxlan-tunnel-end- | show ethernet-switching vxlan-

endpoint esi point esi tunnel-end-point esi

show mac-vrf forwarding vxlan-tunnel- | show 12-learning vxlan-tunnel-end- = show ethernet-switching vxlan-
endpoint remote point remote tunnel-end-point remote

show mac-vrf forwarding vxlan-tunnel- | show 12-learning vxlan-tunnel-end- | show ethernet-switching vxlan-

endpoint svlbnh point svlbnh tunnel-end-point svlbnh

Table 3: List of MAC-VRF Routing Commands

MAC-VRF Command Equivalent show evpn Commands
show mac-vrf routing database show evpn database

show mac-vrf routing igmp-snooping database show evpn igmp-snooping database
show mac-vrf routing instance show evpn instance

show mac-vrf routing mld-snooping database show evpn mld-snooping database
show mac-vrf routing multicast-snooping status show evpn multicast-snooping status
show mac-vrf routing p2mp show evpn p2mp

NOTE: We have integrated the syntax of the commands from the show mac-vrf routing hierarchy
into the existing show evpn command documentation. The links in Table 3 on page 23 lead to the
existing show evpn commands.

MAC-VRF Conforms to RFC 7432

The common configuration hierarchy across routing and switching platforms brings our implementation
of MAC-VRF into compliance with https:/datatracker.ietf.org/doc/html/rfc7432. RFC compliance


https://datatracker.ietf.org/doc/html/rfc7432

enables our MAC-VRF implementation to work well in data center, service provider, and public cloud
environments.

Usage and Behavior Notes

Read the following notes to know more about using MAC-VRF routing instances and the observed
behaviors of those MAC-VRF routing instances.

Shared VTEP Tunnels in EVPN-VXLAN Fabrics with Multiple MAC-VRF Routing Instances

Lower capacity devices might have problems with VTEP scaling when the configuration uses multiple
MAC-VRF instances. To prevent this problem, some platforms, such as QFX5130 switches, QFX5700
switches, and ACX7100 routers, enable the shared VTEP tunnels feature in the default configuration for
MAC-VRF instance VXLAN tunnels. With this feature enabled for VXLAN routing, the device minimizes
the number of next-hop entries to reach remote VTEPs.

Switches in the QFX5000 line running Junos OS are lower capacity devices that don't enable shared
tunnels by default. As a result, when you configure MAC-VRF instances on those devices, we require
that you configure the shared tunnels feature. To do this, set the shared-tunnels option at the global [edit
forwarding-options evpn-vxlan] hierarchy.

NOTE: When you configure the shared-tunnels option, you must reboot the device for the setting
to take effect.

This statement is optional on devices that can usually handle higher VTEP scaling, such as the
QFX10000 line of switches. This statement is not available on other devices that don't need it in scaled
EVPN-VXLAN fabrics, such as MX series routers. The shared VTEP tunnel feature operates locally on
the device, so different platforms in the same network can interoperate whether they use this option or
not.

MAC-VRF show commands display shared tunnel VTEP interfaces as vtep- index. shared-tunnel-unit, where:

e jndexis the VTEP index associated with the MAC-VRF routing instance.

e shared-tunnel-unitis the unit number associated with the shared tunnel remote VTEP logical
interface.

For example:

vtep-7.32772



VLANSs, Forwarding Instances, and Overlapping VLANs with MAC-VRF Routing Instances

Each supported platform has its own support framework for VLANs and forwarding instances, and how
VLANSs can overlap.

e EX4400, QFX5100, QFX5110, QFX5120, QFX5200, QFX5130-32CD, and QFX5700 switches, and
PTX10001-36MR, PTX10004, PTX10008, PTX10016 routers

These devices support only one forwarding instance (default-switch). You can't configure overlapping
VLANSs within a single MAC-VRF routing instance or across different MAC-VRF routing instances.

However, on some of these platforms, you can alternatively use VLAN translation to support
overlapping VLANSs. See v/an-rewrite and "Overlapping VLAN Support Using VLAN Translation in
EVPN-VXLAN Networks" on page 621.

e ACX7100-32C and ACX7100-48L routers, and the QFX10000 line of switches

The QFX10000 line of switches supports multiple forwarding instances using the forwarding-
instance identifier option at the [edit routing-instances mac-vrf-instance-name]l hierarchy. This statement
maps a MAC-VREF instance to a forwarding instance corresponding to the configured identifier.
Starting in Junos OS Evolved Release 22.3R1, ACX7100-32C and ACX7100-48L routers also support
multiple routing instances using the forwarding-instance identifier option.

On these platforms, you can configure overlapping VLANs across multiple MAC-VRF routing
instances if you've mapped each routing instance to a unique forwarding instance. You can also
configure multiple MAC-VRF routing instances to use one forwarding instance. You can't configure
overlapping VLANSs within a single MAC-VRF routing instance or across routing instances each of
which maps to the same forwarding instance. If you don't configure the forwarding instance, the
MAC-VRF routing instance uses the default forwarding instance (default-switch).

ACX7100-32C and ACX7100-48L routers alternatively support overlapping VLANs using explicit or
implicit VLAN normalization. You can also use VLAN normalization to support overlapping VLANs on
these routers in releases before Junos OS Evolved Release 22.3R1. See "Overlapping VLAN Support
Using Multiple Forwarding Instances or VLAN Normalization" on page 628.

e MX Series routers and the EX9200 line of switches

You can configure overlapping VLANSs across multiple MAC-VRF routing instances. You cannot
configure overlapping VLANs within a single MAC-VRF routing instance.

On these platforms, each MAC-VRF routing instance that you configure automatically maps to its
own forwarding instance. We don't support the forwarding-instance option.

NOTE: In the default configuration, devices include a default VLAN with a VLAN ID value of 1
associated with the default forwarding instance. Because VLAN IDs must be unique in a



forwarding instance, if you want to configure a VLAN with VLAN ID 1 in a MAC-VRF instance
that uses the default forwarding instance, you must reassign the VLAN ID of the default VLAN to
a value other than 1. For example:

set vlans default vlan-id 4094

set routing-instances mac-vrf-instance-name vlans vlan-name vlan-id 1

Extended VNI List Behavior

You can configure extended virtual network identifier (VNI) lists within any MAC-VRF routing instance
at the edit routing-instances mac-vrf routing instance name protocols evpn hierarchy level. The extended-vni-list
keyword is an optional configuration element. By default, the device extends all VNI (whether in a VNI
list or not) within the MAC-VRF routing instance. If you configure a specific VNI list, then you can
extend only those VNIs that are in the list.

show mac-vrf forwarding mac-table
show mac-vrf forwarding vxlan-tunnel-end-point remote

show evpn mac-ip-table

Overview of MAC Mobility

MAC mobility describes the scenario where a host moves from one Ethernet segment to another
segment in the EVPN network. Provider Edge (PE) devices discover the host MAC address from its local
interfaces or from remote PE devices. When a PE device learns of a new local MAC address, it sends a
MAC advertisement route message to other devices in the network. During this time, there are two
advertised routes and the PE devices in the EVPN network must decide which of the MAC
advertisement messages to use.

To determine the correct MAC address location, PE devices use the MAC mobility extended community
field, as defined in RFC 7432, in the MAC advertisement route message. The MAC mobility extended
community includes a static flag and a sequence number. The static flag identifies pinned MAC
addresses that should not be relocated. The sequence number identifies newer MAC advertisement
messages. Starting at 0, the sequence number is incremented for every MAC address mobility event. PE
devices running Junos OS apply the following precedence order in determining the MAC advertisement
route to use:



1. Advertisement routes with a local pinned MAC address (static MAC address).
2. Advertisement routes with a remote pinned MAC address (static MAC address).

3. Advertisement routes with a higher sequence number.

NOTE: When there are two advertisement route messages for pinned MAC addresses with
different routes or two advertisement route messages with the same sequence number, the local
device chooses the advertisement route message from the PE device with the lower IP address.

Figure 2 on page 27 illustrates a network where a MAC address is relocated from PE1 to PE2. Before
the move, a MAC advertisement route message sent by PE1 has the active route for all PE devices in the
network. After the relocation, PE2 learns of the new local MAC address and sends an updated MAC
advertisement route message. Table 4 on page 28 lists the action taken by each PE device based on the
two MAC advertisements. The PE device generates a syslog message when it encounters conflicts with
a pinned MAC address.

NOTE: Table 4 on page 28 includes use cases with pinned MAC addresses. These use cases do
not apply to PE devices that do not support MAC pinning. To determine whether or not MAC
pinning is supported by a particular Juniper Networks device or Junos OS release, see Feature

Explorer.

Figure 2: MAC Mobility in an EVPN Network
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Table 4: MAC Advertisement Routes on PE Devices

MAC Advertisement

PE1: MAC address with a
sequence number (n).

PE2: MAC address with
the sequence number
incremented by one (n+1).

PE1: MAC address with a
sequence number (n).

PE2: MAC address with
the same sequence
number (n).

PE1: Pinned MAC address
with the static bit set.

PE2: MAC address and a
sequence number (n).

PE1: MAC address with a
sequence number (n).

PE2: Pinned MAC address
with the static bit set.

PE1: Pinned MAC address
with static bit set.

PE2: Pinned MAC address
with static bit set.

PE1

Install the remote MAC
advertisement route from
PE2 because it has a
higher sequence number
(n+1).

Advertise the local MAC
route because PE1 has
the lower IP address
(10.0.0.2).

Advertise the local MAC
route because it is a
pinned MAC address.

Generate a syslog
message.

Install the remote the
MAC advertisement route
from PE2 because it is a
pinned MAC address.

Advertise the local MAC
route because it is a local
pinned MAC address.

Generate a syslog
message.

PE2

Advertise the local MAC
route because it has a
higher sequence number
(n+1).

Install the remote MAC
advertisement route from
PE1 because PE1 has the
lower IP address
(10.0.0.12).

Install the remote MAC
advertisement route from
PE1 because it is a pinned
MAC address.

Advertise local MAC
route because it is a
pinned MAC address.

Generate a syslog
message.

Advertise the local MAC
route because it is a local
pinned MAC address.

Generate a syslog
message.

PE3

Install the remote MAC
advertisement route from
PE2 because it has a
higher sequence number
(n+1).

Use the MAC
advertisement route from
PE1 because PE1 has the
lower IP address
(10.0.0.1).

Use the MAC
advertisement route from
PE1 because it is a pinned
MAC address.

Generate a syslog
message.

Install the remote MAC
advertisement route from
PE2 because it is a pinned
MAC address.

Use the MAC
advertisement route from
PE1 because PE1 has the
lower IP address
(10.0.0.1).

Generate a syslog
message.

Junos supports MAC mobility automatically by default. To disable MAC mobility, use the set protocols

evpn mac-mobility no-sequence-numbers statement.



EVPN MAC Pinning Overview | 515
clear evpn duplicate-mac-suppression

duplicate-mac-detection

Changing Duplicate MAC Address Detection Settings

When a host is physically moved or when a host is reconfigured on a different Ethernet segment, the PE
device sends an updated MAC advertisement route to other PE devices to update their route table. If
there is a misconfiguration in the network, MAC advertisement messages oscillate between the different
routes causing MAC address flapping. This makes the network more vulnerable and wastes network
resources. Junos supports MAC mobility automatically by default. To disable MAC mobility, use the set

protocols evpn mac-mobility no-sequence-numbers statement.

Junos OS also automatically detects and suppresses duplicate MAC addresses. Optionally, you can also
configure the length of time that the duplicate MAC address is suppressed. When the PE device
encounters duplicate MAC addresses, Junos OS generates a syslog message.

To change the duplicate MAC address detection settings , include the duplicate-mac-detection statement at
either the [edit routing-instances routing-instance-name protocols] hierarchy level or the[edit logical-systems

logical-system-name routing-instances routing-instance-name protocols] hierarchy level:

evpn
duplicate-mac-detection {
detection-threshold detection-threshold,
detection-window seconds;

auto-recovery-time minutes;

You can modify the following options under the duplicate-mac-detection statement:

e detection-window—The time interval used in detecting a duplicate MAC address. The value can be from
5 through 600 seconds. The default is 180 seconds

e detection-threshold—The number of MAC mobility events that are detected for a given MAC address
within the detection-window before it is identified as a duplicate MAC address. Once the detection
threshold is reached, updates for the MAC address are suppressed. The value can be from 2 through
20. The default is 5.



e auto-recovery-time—(Optional) The length of time a device suppresses a duplicate MAC address. At the
end of this duration, MAC address updates will resume. The value can be from 1 through 360
minutes. If a value is not specified, then the MAC address continues to be suppressed.

NOTE: To ensure that the mobility advertisements have sufficient time to age out, set an auto-
recovery-time greater than the detection-window.

To manually clear the suppression of duplicate MAC addresses, use the clear evpn duplicate-mac-suppression
command.

To view MAC duplicate addresses in the EVPN MAC database, use the show evpn database command. The
following example displays a sample output. The output fields related to duplicate MAC detections are
State, Mobility history, and MAC advertisement route status:

user@E1> show evpn database mac-address 00:00:00:00:00:02

extensive
Instance: ALPHA
VLAN ID: 100, MAC address: 00:00:00:00:00:02

State: 0x1 <Duplicate-Detected>
Mobility history

Mobility event time Type Source Seq num
Aug 03 17:22:28.585619 Local ge-0/0/2.0 31
Aug 03 17:22:30.307198 Remote 10.255.0.3 32
Aug 03 17:22:37.611786 Local ge-0/0/2.0 33
Aug 03 17:22:39.289357 Remote 10.255.0.3 34
Aug 03 17:22:45.609449 Local ge-0/0/2.0 35

Source: ge-0/0/2.0, Rank: 1, Status: Active
Mobility sequence number: 35 (minimum origin address 10.255.0.2)
Timestamp: Aug 03 17:22:44 (0x5983be54)
State: <Local-MAC-Only Local-To-Remote-Adv-Allowed>
MAC advertisement route status: Not created (duplicate MAC suppression)
IP address: 10.0.0.2
Source: 10.255.0.3, Rank: 2, Status: Inactive
MAC label: 300176
Mobility sequence number: 34 (minimum origin address 10.255.0.3)
Timestamp: Aug 03 17:22:39 (0x5983be4f)
State: <>
MAC advertisement route status: Not created (inactive source)
IP address: 10.0.0.3



clear evpn duplicate-mac-suppression

duplicate-mac-detection

Configuring Loop Detection for Duplicate MAC Addresses

IN THIS SECTION

Understanding Duplicate MAC Address Loop Detection | 31

Sample Configurations | 34

Understanding Duplicate MAC Address Loop Detection

NOTE:
duplicate-mac-detection

You can use duplicate MAC address loop detection to detect and resolve loops within the same
broadcast domain in an EVPN fabric or between EVPN fabrics. A loop can occur when there is a
backdoor path between two provider edge (PE) devices. Because of the backdoor path, PEs could
forward a frame back and forth continuously.

There are two types of loops: local and global. A local loop occurs when there is a backdoor path within
the same physical interface or between two attachment circuits (ACs) in the same network virtual
interface (NVE). A backdoor path can occur when there is a Layer 2 connection between NVEs within an
EVPN instance (EVI).



Figure 3: Backdoor Link in an EVPN Fabric
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A global loop occurs when there is a backdoor link between two ACs in the same EVI, but the EVIs are
located in different NVEs.
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Figure 4: Backdoor Link Between Two EVPN Fabrics
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We have enhanced duplicate MAC detection to detect and resolve loops. You can resolve the loops by
either blocking duplicate MAC addresses or shutting down the local interfaces associated with the
duplicate MAC addresses. For duplicate MAC resolution to work, you also need to configure duplicate
MAC address detection.

When a MAC address is marked as a duplicate MAC address, a PE device drops any packet that has a
source address or destination address of the duplicate MAC address. Optionally, instead of dropping
packets, you could configure a PE device to bring down the attachment circuit on which the frame was
last seen.

To block duplicate MAC addresses and shut down their associated local interfaces, enable the action
<block | shutdown> statement at the [edit routing-instances name protocols evpn duplicate-mac-detection]
hierarchy. To track local MAC address mobility movements, enable the include-local-moves statement at

the [edit routing-instances name protocols evpn duplicate-mac-detection] hierarchy.

33



Sample Configurations

Blocking Duplicate MAC Addresses

Here is a sample configuration that shows you how to block duplicate MAC addresses.

set routing-instances rtt1 protocols evpn duplicate-mac-detection detection-threshold 3
set routing-instances rtt1 protocols evpn duplicate-mac-detection detection-window 5
set routing-instances rtt1 protocols evpn duplicate-mac-detection auto-recovery-time 10
set routing-instances rtt1 protocols evpn duplicate-mac-detection action block

set routing-instances rtt1 protocols evpn duplicate-mac-detection include-local-moves

Shutting Down Local Interfaces

Here is a sample configuration that shows you how to shut down the local interfaces that are associated
with the duplicate MAC addresses.

set routing-instances rtt1 protocols evpn duplicate-mac-detection detection-threshold 3
set routing-instances rtt1 protocols evpn duplicate-mac-detection detection-window 5
set routing-instances rtt1 protocols evpn duplicate-mac-detection action shutdown

set interfaces et-0/0/0 unit @ family ethernet-switching recovery-timeout 10

Manually Clearing Duplicate MAC Addresses

To manually clear the duplicate MAC addresses, issue the clear evpn duplicate-mac-suppression command.

You can also clear duplicate MAC addresses individually or per Layer 2 domain by issuing the clear evpn

duplicate-mac-suppression 12-domain-id or clear evpn duplicate-mac-suppression mac-address commands.

Manually Recovering Interfaces that were Shut Down

To manually recover the interface that was shut down, issue the clear ethernet-switching recovery-timeout
command.

duplicate-mac-detection



EVPN Type 5 Route with VXLAN Encapsulation for EVPN-VXLAN

IN THIS SECTION

Blocking Asymmetric EVPN Type 5 Routes | 36

EVPN is a flexible solution that uses Layer 2 overlays to interconnect multiple edges (virtual machines)
within a data center. Traditionally, the data center is built as a flat Layer 2 network with issues such as
flooding, limitations in redundancy and provisioning, and high volumes of MAC addresses learned, which
cause churn at node failures. EVPN is designed to address these issues without disturbing flat MAC
connectivity.

VXLAN is an overlay technology that encapsulates MAC frames into a UDP header at Layer 2.
Communication is established between two virtual tunnel endpoints (VTEPs). VTEPs encapsulate the
virtual machine traffic into a VXLAN header, as well as strip off the encapsulation. Virtual machines can
only communicate with each other when they belong to the same VXLAN segment. A 24-bit virtual
network identifier (VNID) uniquely identifies the VXLAN segment. This enables having the same MAC
frames across multiple VXLAN segments without traffic crossover. Multicast in VXLAN is implemented
as Layer 3 multicast, in which endpoints subscribe to groups.

When a Bridge Domain (BD) is not L2 extended across Data Centers (DC), the IP subnet belonging to
the BD is confined within a single DC. If all BDs within each DC network satisfy this requirement, there
is no longer a need to advertise MAC+IP route for each tenant between data centers as host routes for
the tenants can be aggregated. Thus the L2 inter-DC connectivity issue can be simply transformed to an
inter-DC L3 IP prefix reachability issue.

Starting with Junos OS Release 17.1, the EVPN Type 5 IP prefix route advertises the IP prefixes between
the DCs. Unlike the Type-2 EVPN MAC advertisement route, the EVPN Type 5 IP prefix route seperates
the host MAC address from its IP address and provides a clean advertisement of an IP prefix for the
bridge domain.

Junos OS Release 17.1 also supports:

e Inter-DC connectivity with VXLAN encapsulation for EVPN/VXLAN by using the EVPN Type 5 IP
prefix route. Each BD within a DC is not L2 extended. If EVPN/VXLAN is enabled between DC GW
(Data Center Gateway) router and ToR while providing inter-DC connectivity, the spine, which acts as
a DC GW router, is capable of performing L3 routing and IRB functions.

e Inter-pod connectivity with VXLAN encapsulation by using the EVPN Type 5 IP prefix route. The
solution provided does not address the L2 extension problem when a BD is stretched across different



pods. The spines that provide the inter-pod connectivity is able to perform L3 routing and IRB
functions.

Blocking Asymmetric EVPN Type 5 Routes

While Juniper devices support asymmetric routes in EVPN Type 5 routes, processing asymmetric EVPN
Type 5 routes consume Packet Forwarding Engine (PFE) resources. In some cases, you may want to
conserve PFE resources and block asymmetric EVPN Type 5 routes. When you block asymmetric EVPN
Type 5 routes, the local device examines the incoming EVPN Type 5 route and rejects the route when
the VNI in the ingress route differs from the locally configured VNI. The route will still be installed in the
bgp.evpn.O table, but the routes will be rejected and not installed in the instance.inet.O table.

To block asymmetric EVPN Type 5 routes in the virtual routing and forwarding (VRF) instance where
Type 5 routes are enabled, include following statement:

user@devicel# set routing-instance routing-instance-name protocols evpn ip-prefix-routes reject-

asymmetric-vni;

NOTE: ACX7100 routers do not support asymmetric EVPN Type 5 routes. When you configure
EVPN Type 5 routes on the ACX7100 router, you must also enable reject-asymmetric-vni in the
same routing instance.

EVPN Type 5 Route with MPLS encapsulation for EVPN-MPLS | 36

[p-prefix-routes

EVPN Type 5 Route with MPLS encapsulation for EVPN-MPLS

EVPN is a flexible solution that uses Layer 2 overlays to interconnect multiple edges (virtual machines)
within a data center. Traditionally, the data center is built as a flat Layer 2 network with issues such as
flooding, limitations in redundancy and provisioning, and high volumes of MAC addresses learned, which
cause churn at node failures. EVPN is designed to address these issues without disturbing flat MAC

connectivity.



The MPLS infrastructure allows you to take advantage of the MPLS functionality provided by the Junos
operating system (Junos OS), including fast reroute, node and link protection, and standby secondary
paths.

Starting with Junos OS Release 17.1, to support the interconnection through EVPN Type 5 route in the
metro service application using EVPN/MPLS, an MPLS tunnel is required instead of a VXLAN tunnel.

NOTE: L3VPN forwarding based on pure Type 5 without overlay next-hop is only supported.

In the control plane EVPN Type 5 is used to advertise IP prefix for inter-subnet connectivity across
metro peering points. To reach the end host through the connectivity provided by the EVPN Type 5
prefix route, data packets are sent out as an IP packet encapsulated in the MPLS across the metro
peering points.

‘ EVPN Type 5 Route with VXLAN Encapsulation for EVPN-VXLAN | 35

Understanding EVPN Pure Type 5 Routes

IN THIS SECTION

Defining EVPN-VXLAN Route Types | 38
Implementing Pure Type 5 Routes in an EVPN-VXLAN Environment | 39
Best Practices and Caveats | 41

Release Information | 41

Ethernet VPN (EVPN) offers an end-to-end solution for data center Virtual Extensible LAN (VXLAN)
networks. A main application of EVPN is Data Center Interconnect (DCI), which provides the ability to
extend Layer 2 connectivity between different data centers. EVPN uses the concept of route types to
establish sessions between the provider edge and the customer edge. There are many route types. A
Type 5 route, also called the IP prefix route, is used to communicate between data centers (DC) when
the Layer 2 connection does not extend across DCs and the IP subnet in a Layer 2 domain is confined
within a single DC. In this scenario, the Type 5 route enables connectivity across DCs by advertising the



IP prefixes assigned to the VXLANSs confined within a single DC. Data packets are sent as Layer 2
Ethernet frames encapsulated in the VXLAN header. Additionally, the gateway device for the DC must
be able to perform Layer 3 routing and provide IRB functionality.

A pure Type 5 route operates without an overlay next hop or a Type 2 route for recursive route
resolution. With pure Type 5 routing, the Type 5 route is advertised with the MAC extended community
so that the Type 5 route provides all necessary forwarding information required for sending VXLAN
packets in the data plane to the egress network virtual endpoint. There is no need to use an IP address
as an overlay next hop to interconnect Layer 3 virtual routing and forwarding (VRF) routes sitting in
different data centers. Because no Type 2 routes are used for route recursive resolution, this
provisioning model is also called the IP-VRF-to-IP-VRF model without a core-facing IRB interface.

Defining EVPN-VXLAN Route Types

The EVPN-VXLAN route types are:

e Type 1 route, Ethernet autodiscovery route—Type 1 routes are for networkwide messages. Ethernet
autodiscovery routes are advertised on a per end virtual identifier (EVI) and per Ethernet segment
identifier (ESI) basis. The Ethernet autodiscovery routes are required when a customer edge (CE)
device is multihomed. When a CE device is single-homed, the ESl is zero. This route type is
supported by all EVPN switches and routers.

An ESI can participate in more than one broadcast domain; for example, when a port is trunked. An
ingress provider edge (PE) device that reaches the MAC on that ESI must have Type 1 routes to
perform split horizon and fast withdraw. Therefore, a Type 1 route for an ESI must reach all ingress
PE devices importing a virtual network identifier (VNI) or tag (broadcast domains) in which that ESl is
a member. The Junos OS supports this by exporting a separate route target for the Type 1 route.

e Type 2 route, MAC with IP advertisement route—Type 2 routes are per-VLAN routes, so only PEs
that are part of a VNI need these routes. EVPN allows an end host’s IP and MAC addresses to be
advertised within the EVPN Network Layer reachability information (NLRI). This allows for control
plane learning of ESI MAC addresses. Because there are many Type 2 routes, a separate route-target
auto-derived per VNI helps to confine their propagation. This route type is supported by all EVPN
switches and routers.

e Type 3 route, inclusive multicast Ethernet tag route—Type 3 routes are per-VLAN routes; therefore,
only PE devices that are part of a VNI need these routes. An inclusive multicast Ethernet tag route
sets up a path for broadcast, unknown unicast, and multicast (BUM) traffic from a PE device to the
remote PE device on a per-VLAN, per-EVI basis. Because there are many Type 3 routes, a separate
route-target auto-derived per VNI helps in confining their propagation. This route type is supported
by all EVPN switches and routers.

o Type4 route, Ethernet segment Route—An Ethernet segment identifier (ESI) allows a CE device to be
multihomed to two or more PE devices—in single/active or active/active mode. PE devices that are
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connected to the same Ethernet segment discover each other through the ESI. This route type is
supported by all EVPN switches and routers.

e Type 5 route, IP prefix Route—An IP prefix route provides encoding for inter-subnet forwarding. In
the control plane, EVPN Type 5 routes are used to advertise IP prefixes for inter-subnet connectivity
across data centers. To reach a tenant using connectivity provided by the EVPN Type 5 IP prefix
route, data packets are sent as Layer 2 Ethernet frames encapsulated in the VXLAN header over the
IP network across the data centers.

e Type 6 route, selective multicast Ethernet tag routes.
e Type 7 route, network layer reachability information (NLRI) to sync IGMP joins.

e Type 8 route, NLRI to sync IGMP leaves.

Implementing Pure Type 5 Routes in an EVPN-VXLAN Environment

You can use EVPN pure Type 5 routes to communicate between data centers through a Layer 3
network. See Figure 5 on page 39. A unified EVPN control plane accomplishes L3 route advertisement
between multiple data center locations so that you do not have to rely on an additional L3 VPN protocol
family. On the customer edge (CE), hosts such as servers, storage devices, or any bare-metal devices are
attached to leaf switches on the provider edge. Between those leaf devices, an MP-BGP session is
established for EVPN routes to be used in the overlay control protocol. .

Figure 5: EVPN-VXLAN Connection with Pure Type 5 Route Between Two Data Centers
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A global unique virtual network identifier (VNI) is provisioned for each customer L3 VRF and identifies
the customer L3 VRF at the egress. A chassis MAC is used as the inner destination MAC (DMAC) for the
VXLAN packet. The chassis MAC is shared among different customer L3 VRF instances

NOTE: When a virtual machine (VM) moves from one QFX10000 data center to another, a
Type 5 route no longer works. This is because both the VXLAN and IP subnet that belong to the
VM are no longer confined within a single data center.

NOTE: For an example of communicating within a single data center without Type 5 routing, see
"Example: Configure an EVPN-VXLAN Centrally-Routed Bridging Fabric" on page 753.

Understanding Pure Type 5-Route Forwarding

Pure Type 5 route forwarding is also called the IP-VRF-to-IP-VRF (virtual routing and forwarding) model.
In IP-based computer networks, Layer 3 VRF allows multiple instances of a routing table to coexist
within the same router at the same time. Because the routing instances are independent, the same or
overlapping IP addresses can be used without conflicting with each other. In this scenario, for a given
tenant, such as an IP VPN service, a network virtualization edge (NVE) has one MAC VRF, which
consists of multiple VXLANSs (one VXLAN per VLAN). The MAC VRFs on an NVE for a given tenant are
associated with an IP VRF corresponding to that tenant (or IP VPN service) through their IRB interfaces.
A global unique VNI is provisioned for each customer Layer 3 VRF. The VNI is used to identify the Layer
3 VREF for the customer on each data center.

Understanding EVPN Pure Type 5 Routes and Local Preferences

On QFX10000 switches running Junos OS Release 15.1X53-Dé65 or later, the local preference setting
for an Ethernet VPN (EVPN) pure Type 5 route is inherited by IP routes that are derived from the EVPN
type 5 route. Further, when selecting an IP route for incoming traffic, the QFX10000 switches consider
the local preference of the route. A benefit of the QFX10000 switches including local preference in their
route selection criteria is that you can set up a policy to manipulate the local preference, thereby
controlling which route the switch selects.

Advantages of Using EVPN Pure Type 5 Routing

There are two main advantages to using EVPN pure Type 5 routing:

e There is no need to exchange all host routes between data center locations. This results in smaller
requirements for the routing information base (RIB), also known as the routing table, and the
forwarding information base (FIB), also known as the forwarding table, on DCI equipment.



e There is no need to use multiple protocol families, such as both EVPN and an L3 VPN, to advertise
L2 and L3 reachability information.

Best Practices and Caveats

BEST PRACTICE: You can use pure Type 5 route within a single data center to interconnect
points of delivery (pods) as long as the IP prefix can be confined within the pod.

BEST PRACTICE: Note that there are differences between EVPN VXLAN and EVPN MPLS.
EVPN VXLAN exports a separate route target for Type 1 routes. EVPN-MPLS exports the
Type 1 route with the collective set of route-targets of the VNI or tags (broadcast domains) in
which the Ethernet segment identifier is participating.

NOTE: You cannot use Contrail with pure Type 5 route.

Release Information

Support for SRX and vSRX Virtual Firewall Series firewalls added in Junos OS Release 22.4R1.

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release Description

17.4R1 Starting with Junos OS Release 17.4R1, pure Type 5 routes are supported on standalone QFX5110

switches only.

15.1X53D60 @ Starting with Junos OS Release 15.1X53-D60, pure Type 5 routes are also supported on
QFX10008 and QFX10016 switches.

15.1X53-D30 = Only pure Type 5 routes are supported. Support was added in Junos OS Release 15.1X53-D30 for
QFX10002 switches only.


https://apps.juniper.net/feature-explorer/
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Seamless VXLAN Stitching with Symmetric EVPN Type 2 Routes using
Data Center Interconnect

Data Center Interconnect (DCI) enables you to segment the DC fabric into multiple points of delivery
(PODs). Seamless stitching of Virtual Extensible LAN (VXLAN) Virtual Network Identifiers (VNIs) allows
you to selectively stretch your Layer 2 network between PODs. Each POD will follow a spine and leaf
design. The leaf nodes in a given POD will only establish VXLAN tunnels with leaves and spines in their
POD. Spines will transport traffic to other spines of different PODs. VXLAN stitching with DCl is ideal
for larger networks since it reduces MAC flooding by reducing the required number of VXLAN tunnels
between PODs.

Symmetric integrated routing and bridging (IRB) in an EVPN-VXLAN environment occurs when the
ingress and egress VXLAN tunnel end points (VTEPs) perform both routing and bridging on each side of
the VXLAN tunnel. The ingress provider edge (PE) device performs a MAC lookup followed by an IP
lookup, and the egress PE performs the opposite, an IP lookup followed by a MAC lookup.

Symmetric Integrated Routing and Bridging with EVPN Type 2 Routes in EVPN-VXLAN Fabrics
Configure VXLAN Stitching for Layer 2 Data Center Interconnect


https://www.juniper.net/documentation/us/en/software/junos/evpn-vxlan/topics/topic-map/evpn-sym-t2-routing-ov.html
https://www.juniper.net/documentation/en_US/release-independent/solutions/topics/task/configuration/vxlan_stitch-cloud-dc-configuring.html

Symmetric Integrated Routing and Bridging with EVPN Type 2 Routes in
EVPN-VXLAN Fabrics

SUMMARY IN THIS SECTION

This page provides an overview of symmetric Overview of Symmetric EVPN Routing with
integrated routing and bridging (IRB) with EVPN over Type 2 Routes | 43

Virtual Extensible LAN (VXLAN) tunnels. We also

Enable Symmetric IRB with EVPN Type 2
introduce the elements you configure to enable Routes | 47

symmetric EVPN Type 2 routing.

Overview of Symmetric EVPN Routing with Type 2 Routes
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The Internet Engineering Task Force (IETF) open standard document RFC 9135, Integrated Routing and
Bridging in EVPN, defines two operational models for inter-subnet forwarding in EVPN:

e An asymmetric model.
e A symmetric model.

By default in EVPN-VXLAN networks, Junos OS devices use the asymmetric IRB model with EVPN

Type 2 routes to send traffic between subnets across the VXLAN tunnels. On supporting devices, you
can alternatively enable the devices to use a symmetric model with EVPN Type 2 routes for inter-subnet
routing. We support symmetric EVPN Type 2 routing in an EVPN-VXLAN fabric with an edge-routed
bridging (ERB) overlay.


https://datatracker.ietf.org/doc/html/rfc9135
https://datatracker.ietf.org/doc/html/rfc9135

These models can also apply to EVPN Type 5 (IP prefix) routes. We support EVPN Type 5 routing on
Junos OS devices using only the symmetric IRB model. This is the default behavior when you configure a
routing instance to use Type 5 routes with the ip-prefix-routes statement. See "Understanding EVPN
Pure Type 5 Routes" on page 37 for an overview of EVPN Type 5 routes and other EVPN route types.
See "EVPN Type 5 Route with VXLAN Encapsulation for EVPN-VXLAN" on page 35 for details on how
Type 5 routes work.

Benefits of the Symmetric Model

e Avoids scaling issues inherent in the asymmetric model when your network has a large number of
VLANSs. On each device, you only need to configure the VLANSs that serve the connected hosts on
that device. With the asymmetric model, you must configure the device with all destination VLANs in
the network.

¢ Simplifies traffic monitoring by using the same tunnel identifier (VXLAN network identifier [VNI]) for
inter-subnet routing in both directions for a particular tenant. The asymmetric routing model requires
different VNIs in each direction in that case.

Asymmetric and Symmetric IRB Models

For intra-subnet forwarding in ERB overlay fabrics, leaf devices serving as VXLAN tunnel end points
(VTEPs) forward VXLAN traffic the same way in both the asymmetric and symmetric models. The source
and destination VLAN and VNI are the same on both sides of the tunnel. The VTEPs bridge the traffic to
and from the tunnel.

For inter-subnet routing, both models use IRB interfaces for routing, but the two models differ in
configuration and benefits.

The next sections describe more about how the two models work, with focus on the symmetric model.
We also cover tradeoffs for using either model.

Asymmetric Model

With the asymmetric model, leaf devices serving as VXLAN tunnel end points (VTEPs) both route and
bridge to initiate the VXLAN tunnel (tunnel ingress). However, when exiting the VXLAN tunnel (tunnel
egress), the VTEPs can only bridge the traffic to the destination VLAN.

With this model, VXLAN traffic must use the destination VNI in each direction. The source VTEP always
routes the traffic to the destination VLAN and sends it using the destination VNI. When the traffic
arrives at the destination VTEP, that device forwards the traffic on the destination VLAN.

This model requires you to configure all source and destination VLANSs and their corresponding VNIs on
each leaf device, even if a leaf doesn't host traffic for some of those VLANSs. As a result, this model can
have scaling issues when the network has a large number of VLANs. However, when you have fewer



VLANSs, this model can have lower latency over the symmetric model. Configuration is also simpler than
with the symmetric model.

Symmetric Model

With the symmetric IRB routing model, the VTEPs do routing and bridging on both the ingress and
egress sides of the VXLAN tunnel. As a result, VTEPs can do inter-subnet routing for the same tenant
virtual routing and forwarding (VRF) instance with the same VNI in both directions. We implement this
model for EVPN Type 2 routes the same way as for EVPN Type 5 routes (which we support using only
the symmetric model). The VTEPs use a dedicated Layer 3 traffic VNI in both directions for each tenant
VREF instance.

Figure 6 on page 46 illustrates the symmetric model with switches serving as leaf devices in an ERB
overlay configuration. The EVPN instances on the leaf devices use the MAC-VRF instance type at
Layer 2. You configure each MAC-VRF instance (with one or more VLANS) with IRB interfaces to route
traffic to a associated tenant VRF instance at Layer 3 (L3 VRF).

You configure an extra VLAN with an IRB interface, mapped to a VNI, for each tenant L3 VRF instance.
That VNI is the Layer 3 transit VNI between VTEPs for the tenant VXLAN traffic. The tenant L3 VRF
instance routes the traffic onto the Layer 3 transit VNI. The symmetric model uses the Layer 3 transit
VNI in both directions regardless of the destination VLAN and its corresponding VNI.
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Figure 6: Symmetric IRB Model on Leaf Devices in an ERB Overlay Fabric
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This model requires that the network has established Layer 3 connectivity between all source and
destination VTEPs for EVPN type 2 routing. You configure EVPN Type 5 routing in the tenant VRF
instance to provide the Layer 3 connectivity.

Figure 6 on page 46 shows how a leaf device on one VLAN symmetrically routes tenant traffic to
another leaf device on a different VLAN, as follows:

1. A tenant host sends traffic on the source VLAN to the remote tenant host in the EVPN-VXLAN
network on a different VLAN.

2. The source (ingress) leaf device routes the source VLAN traffic through the tenant L3 VRF onto the
VXLAN tunnel. The tunnel VNI is the Layer 3 transit VNI.

3. The Layer 3 network infrastructure tunnels the traffic to the destination VTEP using the Layer 3
transit VNIL.

4. The destination (egress) leaf device routes the traffic from the Layer 3 transit VNI onto the
destination VLAN.

5. The destination leaf device bridges the traffic on the destination VLAN to the destination host.



NOTE: Figure 6 on page 46 shows MAC-VRF instances with the VLAN-based service type (one
instance serves one VLAN). However, we support either VLAN-based or VLAN-aware bundle
service types with symmetric Type 2 routing.

EVPN Type 2 Route Enhancements to Support the Symmetric Routing Model

EVPN Type 2 routes are MAC/IP advertisement routes that are described in RFC 7432, BGP MPLS-
Based Ethernet VPN. To support the symmetric routing model, we implement the EVPN Router's MAC
extended community that is described in RFC 9135, Integrated Routing and Bridging in EVPN. This
extended community Type field value is 0x06 (EVPN) with Sub-Type field 0x03, and includes the
device's MAC address. For symmetric IRB routing, EVPN leaf devices send this extended community
(along with the tunnel type encapsulation extended community) in the EVPN Type 2 route
advertisements.

The EVPN Type 2 MAC/IP route advertisement also includes two label fields for:
e The VNI corresponding to the Layer 2 routing instance—the MAC-VRF EVPN instance
e The VNI corresponding to the Layer 3 routing instance—in this case, the Layer 3 transit VNI.

When you enable symmetric IRB routing on an EVPN leaf device, the device checks that received
Type 2 route advertisements have the proper fields. The device logs an error and rejects Type 2 routes
that don't include the Layer 3 (IP) VNI value, which we require for symmetric IRB routing.

Trade-offs with the Symmetric Model

For inter-subnet routing, the symmetric model enables better scaling over the asymmetric model in
configurations with a large number of VLANs. With the symmetric model, you can configure each VTEP
with only the VLANSs that serve its connected hosts. However, you also need an additional Layer 3
transit VLAN and VNI for each tenant virtual routing and forwarding (VRF) instance.

When your EVPN-VXLAN network has a large number of VLANSs, the symmetric model helps to avoid
the scaling issues inherent in the asymmetric model. With the asymmetric model, you must configure
destination VLANSs on a device even if none of its connected hosts use those VLANs. With the
symmetric model, you can configure each device only with the VLANSs its connected hosts use.
However, if the network serves most or all VLANs on all devices in any case, your configuration can be
simpler using the asymmetric model.

Enable Symmetric IRB with EVPN Type 2 Routes

Junos OS devices use the asymmetric model with EVPN Type 2 routes by default, or you can enable the
symmetric model with EVPN Type 2 routes.


https://datatracker.ietf.org/doc/html/rfc7432#section-7.2
https://datatracker.ietf.org/doc/html/rfc7432#section-7.2
https://datatracker.ietf.org/doc/html/rfc9135

We support EVPN Type 2 symmetric routing as follows:
¢ In an EVPN-VXLAN fabric with an edge-routed bridging (ERB) overlay.

e With EVPN instances configured using MAC-VRF routing instances with VLAN-based or VLAN-
aware bundle service types (see "MAC-VRF Routing Instance Type Overview" on page 17).

NOTE: QFX5210 switches support symmetric EVPN Type 2 routing, but those switches only
support EVPN-VXLAN using a loopback port solution for VXLAN routing in and out of tunnels
(RIOT).

See "Using a RIOT Loopback Port to Route Traffic in an EVPN-VXLAN Network" on page 731 for
details on how that implementation works, including the configuration steps to enable symmetric
EVPN Type 2 routing with EVPN-VXLAN on those switches.

The steps below apply to all other supported platforms.

Here are the high-level steps to enable symmetric EVPN Type 2 routing on leaf devices in an EVPN-
VXLAN fabric with an ERB overlay.

1. On the leaf devices that serve as VTEPs, configure the base MAC-VRF EVPN instance(s), tenant L3
VRF instances, associated VLANs, and corresponding IRB interfaces for your EVPN-VXLAN network.

2. Configure EVPN Type 5 routing in the EVPN-VXLAN network to establish Layer 3 connectivity
between all leaf devices serving as VTEPs.

In this step, you configure the L3 VRF instances to use EVPN Type 5 routes with a corresponding
VNI to advertise the direct next hops for VXLAN traffic. For example:

set routing-instances 13-vrf-name protocols evpn ip-prefix-routes advertise direct-nexthop
set routing-instances 13-vrf-name protocols evpn ip-prefix-routes encapsulation vxlan

set routing-instances 13-vrf-name protocols evpn ip-prefix-routes vni 13-vni

The device uses the L3 VRF EVPN Type 5 VNI as the L3 transit VNI for symmetric EVPN Type 2
routing.

NOTE: ACX7100 routers don't support asymmetric VNI values on either side of a VXLAN
tunnel for a given VRF. To support EVPN Type 5 routing and symmetric IRB routing with
EVPN Type 2 routes on ACX7100 routers, you must configure the same L3 VNI value for a
particular VRF on each of the leaf devices. On other platforms, the L3 VNI can be different on
either side of the tunnel for a given VRF.

3. Enable symmetric Type 2 routing in the L3 VRF instances using the irb-symmetric-routing vni vni
statement at the [edit routing instances name protocols evpn] hierarchy.



For example:

set routing-instances 13-vrf-name protocols evpn irb-symmetric-routing vni 13-vni

Specify the transit VNI value (/3-vni) as the same VNI you configure in step 2 when you enable EVPN
Type 5 routing for each L3 VRF.

SEE ALSO

irb-symmetric-routing
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EVPN Type 2 and Type 5 Route Coexistence with EVPN-VXLAN
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A device in an EVPN-VXLAN edge-routed bridging fabric imports and advertises EVPN Type 2 MAC+IP
routes by default. You can also configure the device to import and to advertise EVPN Type 5 IP prefix
routes. The device treats either type of route as a unique route, even when it corresponds to the same
destination host. Each unique IP host route uses a dedicated next hop in the Packet Forwarding Engine
(PFE). As a result, having both types of routes enabled together puts a strain on the PFE's next-hop
resources. Also, traffic generally flows more efficiently if the device uses one type of route over the
other in certain cases.

Starting in Junos OS Release 21.2R1, when the device has both types of routes together in a routing
instance for the same destination, it uses a preference algorithm to choose the preferred route to store.



Benefits

e Supports higher scaling in edge-routed bridging fabrics because the preference algorithm reduces
next-hop resource requirements in the PFE.

¢ Improves bridging performance by choosing the more efficient path for locally learned (Type 2) host
IP routes in an Ethernet segment.

e Supports higher scaling with EVPN Type 5 routes while enabling ARP suppression and proxy ARP in
the fabric using Type 2 routes. The Type 2 routes carry the customer edge (CE) device MAC address
information required for proxy ARP to work.

EVPN Type 2 and Type 5 Coexistence Preference Algorithm

In an EVPN-VXLAN fabric, devices use Type 2 routes by default. You must explicitly enable the device to
also import and advertise EVPN Type 5 routes in a virtual routing and forwarding (VRF) instance. To
enable Type 5 routes and the coexistence preference algorithm, configure the ip-prefix-routes statement
at the [edit routing-instances name protocols evpnl hierarchy level.

With Type 5 routes enabled, the device might learn an IP host address from a Type 2 MAC + IP route for
which it also has a Type 5 route for the same prefix. In that case, the device uses the coexistence
preference algorithm to choose only one of the two routes to store as the preferred route.

The preference algorithm works as follows:
e For any destinations for which the device has no Type 5 route, the device uses Type 2 routes.

o If the device has a Type 5 route with a matching prefix for a local ESI Type 2 route, it installs the
Type 2 route.

e Otherwise the device prefers the Type 5 route for all other destinations.

With this algorithm, EVPN-VXLAN devices generally prefer Type 5 routes for traffic in or between data
centers and in or between VLANSs (bridge domains). Type 5 routes are ideal for the purpose of VXLAN
overlay routing. However, a device can forward packets more efficiently using Type 2 routes in some
cases. One example is when the device learns Type 2 MAC+IP routes for destinations that it only needs
to bridge locally. The preference algorithm accounts for that case.

The device does not use make before break (MBB) actions to adjust preferred routes due to
configuration updates. When making a route preference change in this case, the device first deletes the
non-preferred route, then adds the new preferred route. Examples of configuration changes that can
cause preference changes include:

e If you didn't enable Type 5 routes, and then you enable Type 5 routes.

o When you configure an ESI locally, in which case the device prefers the MAC+IP Type 2 route.



Type 5 Route Options and Policy Options

In your EVPN-VXLAN configuration, use one of these advertising mode options with the ip-prefix-routes
statement when you enable Type 5 routes:

e advertise direct-nexthop—With this option, the device advertises all non-host routes for a VRF as
Type 5 advertisements.

e advertise gateway-address—With this option, the device only advertises prefixes for the IRB interfaces
for the extended EVPN instances and bridge domains.

You can also include policy options in your EVPN-VXLAN Type 5 route configuration to refine the routes
the device actually imports or advertises.

For example, you can define:

e A policy to export all local routes and EVPN routes, such as the following:

set policy-options policy-statement type5_export_policy term 1 from protocol local
set policy-options policy-statement type5_export_policy term 1 then accept

set policy-options policy-statement type5_export_policy term 2 from protocol evpn

set policy-options policy-statement type5_export_policy term 2 from route-filter 0.0.0.0/0
prefix-length-range /32-/32

set policy-options policy-statement type5_export_policy term 2 then accept

set policy-options policy-statement type5_export_policy term 3 from protocol evpn

set policy-options policy-statement type5_export_policy term 3 from route-filter
00:00:00:00:00:00:00:00/0 prefix-length-range /128-/128

set policy-options policy-statement type5_export_policy term 3 then accept

e A policy that only advertises routes for specific host addresses or prefixes, such as the following:

set policy-options policy-statement type5_policy term 1 from protocol local

set policy-options policy-statement type5_policy term 1 from route-filter 10.0.2.0/24 orlonger
set policy-options policy-statement type5_policy term 1 then accept

set policy-options policy-statement type5_policy term 2 from protocol local
set policy-options policy-statement type5_policy term 2 from route-filter
2001::192:101:1:100/48 orlonger

set policy-options policy-statement type5_policy term 2 then accept



e A policy that filters and doesn't import routes for specific host addresses or prefixes, such as the
following:

set policy-options policy-statement type5_import_policy term 1 from protocol bgp

set policy-options policy-statement type5_import_policy term 1 from route-filter 10.0.2.0/24
orlonger

set policy-options policy-statement type5_import_policy term 1 then reject

set policy-options policy-statement type5_import_policy term 2 from protocol bgp

set policy-options policy-statement type5_import_policy term 2 from route-filter
2001::192:101:1:100/48 orlonger

set policy-options policy-statement type5_import_policy term 2 then reject

Include the desired policy options in your ip-prefix-routes configuration. For example:

set routing-instances vrf1l protocols evpn ip-prefix-routes advertise direct-nexthop
set routing-instances vrfl protocols evpn ip-prefix-routes encapsulation vxlan

set routing-instances vrf1l protocols evpn ip-prefix-routes vni 100

set routing-instances vrfl protocols evpn ip-prefix-routes import type5_import_policy
set routing-instances vrf1l protocols evpn ip-prefix-routes export type5_export_policy
set routing-instances vrf1l instance-type vrf

set routing-instances vrf1 interface irb.1

set routing-instances vrf1l interface irb.2

set routing-instances vrf1l route-distinguisher 192.168.0.1:100

set routing-instances vrfl vrf-target target:100:200

CLI Commands to Verify Preferred Route Type

You can use the CLI commands in this section to see the preferred route type.

show ethernet-switching mac-ip-table

The show ethernet-switching mac-ip-table CLI command displays the value RTS in the MAC IP flags
column when the switch "skips" adding a learned Type 2 route. This value means the device prefers a
Type 5 route with a matching prefix. The command displays the definition Dest Route Skipped for the value
RTS at the top of the output.

The command displays results for all VLANSs (bridge domains) by default. You can also specify a
particular VLAN (bridge domain). By default, the command displays information for the default-switch
instance. You can also use other command line options to display results for a specific routing instance if
the device has multiple routing instances.



The following sample output shows MAC+IP table information for the default-switch instance where

the device preferred Type 5 routes for some destinations:

user@device> show ethernet-switching mac-ip-table

MAC IP flags (S - Static, D - Dynamic, L - Local , R - Remote, Lp - Local Proxy,

Rp - Remote Proxy, K - Kernel, RT - Dest Route, (N)AD - (Not) Advt to remote,

RE - Re-ARP/ND, RO - Router, OV - Override, Ur - Unresolved,
RTS - Dest Route Skipped, RGw - Remote Gateway)
Routing instance : default-switch

Bridging domain : vi

IP MAC Flags Logical

address address Interface

10.1.1.254 10:10:10:00:00:01 S,K irb.1

2001:db8::a:1:1:fffe 20:20:20:00:00:01 S,K,RTS irb.1

10.1.1.2 c8:e7:f0:4b:d1:00 DR,K,RTS vtep.32769
192.168.22.22

2001:db8::a:1:1:2 c8:e7:f0:4b:d1:00 DR,K,RTS vtep.32769
192.168.22.22

fe80::cae7:f000:14b:d100 c8:e7:f0:4b:d1:00 DR,K,RT vtep.32769
192.168.22.22

10.1.1.1 dc:38:e1:€0:30:c0 S,K irb.1

2001:db8::a:1:1:1 dc:38:e1:€0:30:c0 S,K irb.1

fe80::de38:e100:1e0:30c0 dc:38:e1:e0:30:c0 S,K irb.1

MAC IP flags (S - Static, D - Dynamic, L - Local , R - Remote, Lp - Local Proxy,

Active

source

Rp - Remote Proxy, K - Kernel, RT - Dest Route, (N)AD - (Not) Advt to remote,

RE - Re-ARP/ND, RO - Router, OV - Override, Ur - Unresolved,
RTS - Dest Route Skipped, RGw - Remote Gateway)
Routing instance : default-switch

Bridging domain : v2

IP MAC Flags Logical

address address Interface

10.1.2.254 10:10:10:00:00:02 S,K,RTS irb.2

2001:db8::a:1:2:fffe 20:20:20:00:00:02 S,K,RTS irb.2

10.1.2.2 c8:e7:f0:4b:d1:00 DR,K,RTS vtep.32769
192.168.22.22

2001:db8::a:1:2:2 c8:e7:f0:4b:d1:00 DR,K,RTS vtep.32769
192.168.22.22

fe80::cae7:f000:24b:d100 c8:e7:f0:4b:d1:00 DR,K,RT vtep.32769

192.168.22.22
10.1.2.1 dc:38:e1:€0:30:c0 S,K irb.2

Active

source



2001:db8::a:1:2:1 dc:38:e1:€0:30:c0 S,K irb.2
fe80::de38:€100:2e0:30c0 dc:38:e1:e0:30:c0 S,K irb.2

With the extensive option, the show ethernet-switching mac-ip-table command includes the value
dest_route_skipped in the MAC IP flags row. The following command shows the MAC+IP table information
for MAC address c8:e7:f0:4b:d1:00:

user@device> show ethernet-switching mac-ip-table extensive c8:e7:f0:4b:d1:00

IP address: 10.1.1.2
MAC address: c8:e7:f0:4b:d1:00
Routing instance: default-switch
Bridging domain: v1
Logical interface: vtep.32769
IP MAC Flags Logical Active
address address Interface source

192.168.22.22
MAC-IP local mask: 0x0000000000000000
MAC-IP remote mask: 0x0000000000000000
MAC-IP remote-proxy mask: 0x0000000000000000
MAC-IP RPD flags: 0x08000081
MAC-IP flags: remote,kernel,dest_route_skipped

IP address: 2001:db8::a:1:1:2
MAC address: c8:e7:f0:4b:d1:00
Routing instance: default-switch
Bridging domain: v1
Logical interface: vtep.32769
IP MAC Flags Logical Active

address address Interface source

192.168.22.22
MAC-IP local mask: 0x0000000000000000
MAC-IP remote mask: 0x0000000000000000
MAC-IP remote-proxy mask: 0x0000000000000000
MAC-IP RPD flags: 0x08000101
MAC-IP flags: remote,kernel,dest_route_skipped

IP address: fe80::cae7:f000:14b:d100
MAC address: c8:e7:f0:4b:d1:00
Routing instance: default-switch



Bridging domain: v

Logical interface: vtep.32769

IP MAC Flags Logical Active
address address Interface source

192.168.22.22
MAC-IP local mask: 0x0000000000000000
MAC-IP remote mask: 0x0000000000000000
MAC-IP remote-proxy mask: 0x0000000000000000
MAC-IP RPD flags: 0x08000101
MAC-IP flags: remote,kernel,dest_route

IP address: 10.1.2.2
MAC address: c8:e7:f0:4b:d1:00
Routing instance: default-switch
Bridging domain: v2
Logical interface: vtep.32769
IP MAC Flags Logical Active
address address Interface source

192.168.22.22
MAC-IP local mask: 0x0000000000000000
MAC-IP remote mask: 0x0000000000000000
MAC-IP remote-proxy mask: 0x0000000000000000
MAC-IP RPD flags: 0x08000081
MAC-IP flags: remote,kernel,dest_route_skipped

IP address: 2001:db8::a:1:2:2
MAC address: c8:e7:f0:4b:d1:00
Routing instance: default-switch
Bridging domain: v2
Logical interface: vtep.32769
IP MAC Flags Logical Active
address address Interface source

192.168.22.22
MAC-IP local mask: 0x0000000000000000
MAC-IP remote mask: 0x0000000000000000
MAC-IP remote-proxy mask: 0x0000000000000000
MAC-IP RPD flags: 0x08000101
MAC-IP flags: remote,kernel,dest_route_skipped

IP address: fe80::cae7:f000:24b:d100



MAC address: c8:e7:f0:4b:d1:00

Routing instance: default-switch

Bridging domain: v2

Logical interface: vtep.32769

IP MAC Flags Logical Active
address address Interface source

192.168.22.22
MAC-IP local mask: 0x0000000000000000
MAC-IP remote mask: 0x0000000000000000
MAC-IP remote-proxy mask: 0x0000000000000000
MAC-IP RPD flags: 0x08000101
MAC-IP flags: remote,kernel,dest_route

show route forwarding-table

The show route forwarding-table CLI command shows when the device uses a local Type 5 route over a
learned Type 2 route for a destination. In this case, when you include the extensive option, the output
includes the keywords VxLAN Local in the Flags field. This flag means the route is a Type 5 route.

For example:

user@device> show route forwarding-table destination 10.1.1.2 table vrf1 extensive
Routing table: vrfl.inet [Index 8]
Internet:

Destination: 10.1.1.2/32

Route type: user

Route reference: @ Route interface-index: 0
Multicast RPF nh index: @

P2mpidx: 0

Flags: sent to PFE, prefix load balance , VXLAN Local

Nexthop:

Next-hop type: composite Index: 1799 Reference: 3
Next-hop type: indirect Index: 524291 Reference: 2
Nexthop: 10.0.0.2

Next-hop type: unicast Index: 1796 Reference: 3

Next-hop interface: xe-0/0/11.0



show route table

The show route table CLI command with the extensive option includes the keyword VxlanLocalRT in the
State output field for a Type 5 route.

Here's an example using the syntax show route destination-prefix table table-name extensive. This command
shows that the device installed a Type 5 route for the destination IP prefix 10.1.1.2 in the routing table
for routing instance vrf1:

user@device> show route 10.1.1.2 table vrf1.inet.0 extensive

vrf1l.inet.0: 14 destinations, 18 routes (14 active, 0 holddown, 0 hidden)
10.1.1.2/32 (1 entry, 1 announced)
TSI:
KRT in-kernel 10.1.1.2/32 -> {composite(1799)}
*EVPN  Preference: 170/-101
Next hop type: Indirect, Next hop index: @
Address: @x6de6abc
Next-hop reference count: 6
Next hop type: Router, Next hop index: 1796
Next hop: 10.0.0.2 via xe-0/0/11.0, selected
Label element ptr: 0x83f82d8
Label parent element ptr: 0x0
Label element references: 1
Label element child references: 0
Label element 1lsp id: @
Session Id: 0x0
Protocol next hop: 192.168.22.22
Composite next hop: 0x66fc1b@ 1799 INH Session ID: 0x0
VXLAN tunnel rewrite:
MTU: 0, Flags: 0x@
Encap table ID: 0, Decap table ID: 8
Encap VNI: 100, Decap VNI: 100
Source VTEP: 192.168.11.11, Destination VTEP: 192.168.22.22
SMAC: dc:38:e1:e0:30:c0, DMAC: c8:e7:f0:4b:d1:00
Indirect next hop: 0x6df@e84 524291 INH Session ID: 0x@
State: <Active Int Ext VxlanLocalRT>
Age: 5:10:00 Metric2: 1
Validation State: unverified
Task: vrf1-EVPN-L3-context
Announcement bits (1): 2-KRT
AS path: I



Communities: target:100:200 encapsulation:vxlan(0x8) router-mac:c8:e7:f0:4b:d1:00
Thread: junos-main
Composite next hops: 1
Protocol next hop: 192.168.22.22 Metric: 1
Composite next hop: 0x66fc1b® 1799 INH Session ID: 0x0
VXLAN tunnel rewrite:
MTU: 0, Flags: 0x@
Encap table ID: 0, Decap table ID: 8
Encap VNI: 100, Decap VNI: 100
Source VTEP: 192.168.11.11, Destination VTEP: 192.168.22.22
SMAC: dc:38:e1:e0:30:c0, DMAC: c8:e7:f0:4b:d1:00
Indirect next hop: 0x6df@e84 524291 INH Session ID: 0x0
Indirect path forwarding next hops: 1
Next hop type: Router
Next hop: 10.0.0.2 via xe-0/0/11.0
Session Id: 0x0
192.168.22.22/32 Originating RIB: inet.3
Metric: 1 Node path count: 1
Forwarding nexthops: 1
Next hop type: Router
Next hop: 10.0.0.2 via xe-0/0/11.0
Session Id: 0x0

‘ ip-prefix-routes

Ingress Virtual Machine Traffic Optimization
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When virtual machines and hosts are moved within a data center or from one data center to another,
network traffic can become inefficient when the traffic is not routed to the optimal gateway. This can
happen when the host is relocated. The arp table does not always get flushed and data flow to the host



is sent to the configured gateway even when there is a more optimal gateway. The traffic is “tromboned”
and routed unnecessarily to the configured gateway.

Starting in Junos OS Release 18.4R1, Junos supports ingress Virtual machine traffic optimization
(VMTO). When ingress VMTO feature is enabled, the remote IP host routes are stored in L3 Virtual
Routing and Forwarding (VRF) table and the device routes inbound traffic directly back to host that has
been relocated.

Figure 7 on page 60 illustrates tromboned traffic without ingress VMTO and optimized traffic with
ingress VMTO enabled. Without ingress VMTO, Spine 1 and 2 from DC1 and DC2 all advertise the
remote IP host route 10.0.0.1 when the origin route is from DC2. The ingress traffic can be directed to
either Spine 1 and 2 in DC1. It would then be routed to Spine 1 and 2 in DC2 where route 10.0.0.1 has
been moved. This causes the tromboning effect. With ingress VMTO, we can achieve optimal forwarding
path by configuring a policy for IP host route (10.0.01) to only be advertised by Spine 1 and 2 from DC2,
and not from DC1 when the IP host is moved to DC2.



Figure 7: Traffic with and without Ingress VMTO
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Figure 8 on page 61 illustrates an EVPN network with different elements. PE1 shares an Ethernet
Segment with PE2. PE3 is on a separate segment. When PE1 learns of new IP host routes from CE1,
PE1 adds the route into the VRF table since it is a locally learned route. If PE2 learns the route from
remote peer PE1 (and not from CE1), PE2 will also add the route into VRF table as if the route is also
locally learned since PE1 and PE2 are in the same Ethernet Segment. Table 5 on page 61 summarizes
the activity taken in the VRF table when a PE device learns of new IP host routes from remote PE

devices under EVPN-VXLAN and there are no routing policies configured on the device. Table 6 on page

300205

62 summarizes the activity taken in the VRF table when a PE device learns of new IP host routes from
remote PE devices under EVPN-MPLS and there are no routing policies configured on the device.

NOTE: You can also configure policies to selectively add the routes that you want to the VRF

table.

60



Figure 8: EVPN with multihomed devices
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NOTE: The IP host routes that PE1 and PE2 learned from each other are described as “From
remote device that is connected to a shared Ethernet Segment” and the IP host routes that PE3
learned from PE1 or PE2 are described as “From a remote device that is not connected to a
shared Ethernet Segment.

Table 5: Activity in the VRF table for EVPN-VXLAN

Ingress VMTO
Configuration Status

Prior to Junos OS
Release 18.4R1.

Ingress VMTO not
configured

Ingress VMTO
configured

From a remote device that is connected to a
shared Ethernet Segment

The IP host route is created with the IRB
interface as the next hop and the route is
added to the VRF instance table.

The IP host route is created with the IRB
interface as the next hop and the route is
added to the VRF instance table.

The IP host route is created with the IRB
interface as the next hop and the route is
added to the VRF instance table.

From a remote device that is not
connected to a shared Ethernet
Segment

The IP host route is not added to the
VREF instance table.

The IP host route is not added to the
VREF instance table.

The IP host route is created with the
IRB interface as the next hop and the
route is added to the VRF instance
table.



Table 6: Activity in the VRF table for EVPN-MPLS

Ingress VMTO
Configuration Status

Prior to Junos OS Release
18.4 R1 with chained
composite next hop
configured.

Prior to Junos OS Release
18.4R1 without chained
composite next hop.

Ingress VMTO not
configured

Ingress VMTO configured

Ingress VMTO configured
with composite next hop

From a remote device with a locally shared
Ethernet Segment

The IP host route is created with the
composite next hop. The route is not
advertise to its peer.

The IP host route is not added to the VRF
instance table.

The IP host route is created with the IRB
interface as the next hop and the route is
added to the VRF instance table.

The IP host route is created with the IRB
interface as the next hop and the route is
added to the VRF instance table.

The IP host route is created with the IRB
interface as the next hop and the route is
added to the VRF instance table.

From a remote device without a
locally shared Ethernet Segment

The IP host route is created with the
composite next hop. The route is not
advertise to its peer.

The IP host route is not added to the
VREF instance table.

The IP host route is not added to the
VRF instance table.

The IP host route is created with the
IRB interface as the next hop and the
route is added to the VRF instance
table.

The IP host route is created with the
composite next hop and the route is
added to the VRF instance table.

To enable ingress VMTO, configure remote-ip-host-routes in the [edit routing-instances routing-instance-name

protocols evpn] hierarchy level. When you enable remote-ip-host route, all remote IP host routes will be
added to the VRF table. You can specify which remote IP host routes will be added to the VRF table
through policies by including an import policy to under remote-ip-host routes to filter out the unwanted

routes.

NOTE: Juniper recommends that you only enable ingress VMTO on the spine devices in a
centrally-routed bridging (CRB) overlay in an EVPN network. This allows devices to advertise

learned routes to other routing protocols and to advertise EVPN type 5 routes across different

data centers.

To address tomboning in Figure 7 on page 60, you would define the communities for Data Center 1 and

Data Center 2 and configure a policy in the spine devices to only import the routes learned from



members in its own community. Before the move, the spine devices in Data Center 1 advertise the IP
host route for the local host. After the move, the host becomes part of Data Center 2's community so
the spine devices in Data Center 2 will advertise the IP host route. And the next-hop table on the
remote host will have the updated route to Data Center 2 after the move.

The following output shows the sample policy and sample configuration with an import policy
configured with remote-ip-host.

user@router1# show policy-options
policy-statement vmto-DC1-import {
term in-DC1 {
from community [DC1_devices];
then accept;
}
term not-in-DC1 {

then reject;

user@router1# show routing-instances
blue {
instance-type virtual-switch;
route-distinguisher 10.255.0.3:100;
vrf-import vmto-DC1-import;
vrf-target target:100:100;
protocols {
evpn {
remote-ip-host-routes {
import vmto-DC1-import;

mpls-use-cnh;

extended-vlan-list 100;

default-gateway do-not-advertise;



Benefits of Ingress Virtual Machine Traffic Optimization

Ingress VMTO provides greater network efficiency and optimizes ingress traffic and can eliminate the
trombone effect between VLANSs.

Tracing EVPN Traffic and Operations

To configure the EVPN routing instance to trace a variety of different parameters related to EVPN
operation:

1. Specify the name of one or more EVPN trace files using the file option for the traceoptions statement
at the [edit routing-instances routing-instance-name protocols evpn] hierarchy level:

traceoptions {

file filename <files number> <size size> <world-readable | no-world-readable>;

The file option includes the following sub-options:

f1lename—Specify the name of the file to receive the output of the tracing operation. Enclose the
name within quotation marks. All files are placed in the directory /var/log.

e files number—(Optional) Maximum number of trace files. When a trace file named trace-file
reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and so on, until the specified
maximum number of trace files specified is reached. Then the oldest trace file is overwritten.

e size size—(Optional) Maximum size of each trace file. When a trace file named trace-file reaches
its maximum size, it is renamed trace-file.0, then trace-file.1, and so on, until the maximum
number of trace files is reached. Then the oldest trace file is overwritten.

e world-readable | no-world-readable—(Optional) Enable unrestricted file access or restrict file access to
the user who created the file.

2. Specify the flag option for the traceoptions statement:

traceoptions {

flag flag <flag-modifier> <disable>;

The flag option allows you to specify the scope of the trace by including one of the following sub-
options:



e all—All EVPN tracing options
error—Error conditions
o ghptagdo—GBP tag database related messages
e general—General events
e mac-database—MAC route database in the EVPN routing instance
e nlri—EVPN advertisements received or sent by means of the BGP
¢ normal—Normal events
o 0an—OAM messages
e policy—Policy processing
e route—Routing information
e state—State transitions
e task—Routing protocol task processing
e timer—Routing protocol timer processing

e topology—EVPN topology changes caused by reconfiguration or advertisements received from
other PE routers using BGP

You can also specify one of the following modifiers for any of the traceoptions flags:
o detail—Provide detailed trace information.

e disable—Disable this trace flag.

e receive—Trace received packets.

e send—Trace sent packets.

Configuring EVPN Routing Instances | 10

traceoptions
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For service providers using both BGP VPLS and EVPN networks, there is a need to interconnect these
networks. Prior to Junos OS Release 18.1, a logical tunnel interfaces on the interconnection point of the
VPLS and EVPN routing instances was used for this purpose. In this case, the PE devices in each
network are unaware of the PE devices in the other technology network. Starting in Junos OS Release
18.1, a solution is introduced for enabling staged migration from BGP VPLS toward EVPN on a site-by-
site basis for every VPN routing instance. In this solution, the PE devices running EVPN and VPLS for
the same VPN routing instance and single-homed segments can coexist. The solution supports single-
active redundancy of multi-homed networks and multi-homed devices for EVPN PEs. With single-active
redundancy, the participant VPN instances may span across both EVPN PEs and VPLS PEs as long as
single-active redundancy is employed by EVPN PEs.

NOTE: For migration from BGP VPLS, you should expect some traffic loss when family EVPN is
enabled to carry EVPN NLRIs. Routing-instance migration to EVPN should see minimal loss.

The following sections describe the migration from BGP VPLS to EVPN:

Technology Overview and Benefits

VPLS is an Ethernet-based point-to-multipoint Layer 2 VPN. This technology allows you to connect
geographically dispersed data center LANs to each other across an MPLS backbone while maintaining
Layer 2 connectivity. The high availability features defined in VPLS standards (such as LER dual homing)
and topology autodiscovery features using BGP signaling make VPLS scalable and easy to deploy.
Because VPLS uses MPLS as its core, it provides low latency variation and statistically bound low
convergence times within the MPLS network.



EVPN, on the other hand, is a combined Layer 2 and Layer 3 VPN solution that is more scalable,
resilient, and efficient than current technologies. It provides several benefits including greater network
efficiency, reliability, scalability, virtual machine (VM) mobility, and policy control for service providers
and enterprises.

Although VPLS is a widely deployed Layer 2 VPN technology, service provider networks migrate to
EVPN on account of the scaling benefits and ease of deployment. Some of the benefits of EVPN include:

e Control plane traffic is distributed with BGP and the broadcast and multicast traffic is sent using a
shared multicast tree or with ingress replication.

e Control plane learning is used for MAC and IP addresses instead of data plane learning. MAC address
learning requires the flooding of unknown unicast and ARP frames; whereas, IP address learning does
not require any flooding.

e Route reflector is used to reduce a full mesh of BGP sessions among PE devices to a single BGP
session between a PE and the route reflector.

e Autodiscovery with BGP is used to discover PE devices participating in a given VPN, PE devices
participating in a given redundancy group, tunnel encapsulation types, multicast tunnel type,
multicast members, etc.

e All-Active multihoming is used. This allows a given CE device to have multiple links to multiple PE
devices, and traffic traversing to-and-from that CE fully utilizes all of these links (Ethernet segment).

e When a link between a CE device and a PE device fails, the PE devices for that EVPN instance (EVI)
are notified of the failure with the withdrawal of a single EVPN route. This allows those PE devies to
remove the withdrawing PE device as a next hop for every MAC address associated with the failed
link (mass withdrawal).

BGP VPLS to EVPN Migration

Some service providers want to preserve their investments in VPLS. This leads to the need to connect
the old VPLS networks to new networks that run EVPN. For this purpose, logical tunnel interfaces on
the interconnection point of the VPLS and EVPN routing-instances was used. However, all the other PE
devices either belonged to the VPLS network or the EVPN network and were unaware of the other
technology.

Starting in Junos OS Release 18.1, EVPN can be introduced into an existing BGP VPLS network in a
staged manner, with minimal impact to VPLS services. On a BGP VPLS PE device, some customers could
be moved to EVPN, while other customers continue to use VPLS pseudowires. Other PE devices could
be entirely VPLS and switching customers on other PEs to EVPN.

The seamless migration from BGP VPLS to EVPN solution supports the following functionality:



o Allow for staged migration toward EVPN on a site-by-site basis per VPN instance. For instance, new
EVPN sites to be provisioned on EVPN PE devices.

e Allow for the coexistence of PE devices running both EVPN and VPLS for the same VPN instance
and single-homed segments.

In the BGP VPLS to EVPN migration, the PE device where some customers have been migrated to EVPN
while other customers are being served using VPLS, is called a super PE. As super PE devices discover
other super PE devices within a routing instance, they use the EVPN forwarding to communicate with
other super PE devices and VPLS pseudowires to PE devices running VPLS. The PE device with no
EVPN awareness, and running only VPLS for all the customers, is called a VPLS PE.

The CE device connected to a super PE can reach both the CE devices connected to EVPN-only PE
devices and the CE devices connected to the VPLS-only PE device. The CE devices connected to EVPN-
only PE devices cannot reach the CE devices that are connected to VPLS-only PE devices.

Because the migration from BGP VPLS to EVPN is supported at a per routing instance basis, and if the
routing instance is serving multiple customers on a PE device, all are migrated together. EVPN is
responsible for setting up data forwarding between the PE devices upgraded to EVPN, while VPLS
continues to setup data forwarding to PE devices that run VPLS.

NOTE: The following features are not supported with the BGP VPLS to EVPN migration:
e Migration from FEC129 VPLS to EVPN.

e Migration of VPLS virtual switch to EVPN virtual switch.

e Migration of VPLS routing instance to EVPN virtual switch.

e Migration of VPLS routing instance or PBB-VPLS to PBB-EVPN.
e Seamless migration from EVPN back to VPLS.

e Enhancing EVPN to support the set of tools or statements and commands that VPLS
supports.

e Spanning all-active across EVPN and VPLS PE devices does not work, as all-active
multihoming feature is not supported on VPLS.

e Connecting EVPN-only PE devices with VPLS-only PE devices through super PE devices.

o |Pvé, logical systems, multi-chassis support, and SNMP, as they are currently not supported
on EVPN.



EVPN Migration Configuration

To perform the BGP VPLS to EVPN migration, do the following:
1. On the backup Routing Engine, load Junos OS Release 18.1R1.

2. Perform ISSU to acquire primary role. Ensure that the VPLS ISSU does not have any impact on the
VPLS forwarding.

3. Identify routing instances (customers) that need to be migrated to EVPN.

4. Enable family EVPN signaling in BGP by adding family evpn and signaling at the [edit protocols bgp
group-session] hierarchy level.

NOTE: Adding family evpn to the BGP protocol will cause the CE IFL to be deleted and
recreated, so you should expect some traffic loss after this step.

protocols {
bgp {
group session {
family evpn {
signaling;

}

5. Configure the ESI interface using a preference value that reflects the configured VPLS preference.

NOTE: Creating the ESI interface will cause the CE IFL to be deleted and recreated, so you
should expect some traffic loss after this step.

[edit interfaces interface-name]
esi {
00:01:02:03:04:05:06:00:00:01;
single-active;
df-election-type {
preference {

value match vpls preference;



6. Enable EVPN in a single routing instance.

e Change routing instance type from vpls to evpn, at the [edit routing-instances routing-intance-namel
hierarchy level in your existing BGP VPLS configuratoin.

[edit routing-instances routing-instance-namel

instance-type evpn;

7. Include the evpn and vpls statements at the [edit routing-instances routing-intance-name protocols]
hierarchy level in order to support EVPN and VPLS commands.

[edit routing-instances routing-instance-namel
protocols {

evpn

vpls

8. Once all nodes in the VPLS network have been migrated to EVPN, you can optionally decommission
the VPLS protocol. This will allow EVPN to setup its single-homing and multi-homing state cleanly,
but may result in traffic loss. To decommission the VPLS protocol, delete the protocols vpls statement
under [edit routing-instances routing-instance-name] hierarchy.

[edit routing-instances routing-instance-name]
user@host# delete protocols vpls

After the configuration for the EVPN migration is committed, the routing protocol process and the Layer
2 address learning process start building the EVPN state to reflect interfaces, bridge domains, peers and
routes. The locally learnt MAC addresses are synchronized by the Layer 2 address learning process in
the instance.vpls.O to the routing protocol process. When a local MAC ages out in the instance.vpls.O,
the routing protocol process is informed by the Layer 2 address learning process.

When an EVPN peer is learnt, the routing protocol process sends a new message to the Layer 2 address
learning process to remove the peer’s label-switched interface or virtual tunnel logical interface from the
VE mesh group and disables MAC-learning on it. The EVPN IM next-hop is then added to the VE mesh
group. The EVPN behavior in the routing protocol process of learning MAC addresses over BGP and
informing Layer 2 address learning process of the MPLS next hop is maintained.



The VPLS statements and commands continue to apply to the VPLS pseudowires between the PE
devices and the MAC addresses learnt over them. The EVPN statements and commands apply to PE
devices running EVPN.

Reverting to VPLS

If the EVPN migration runs into issues, you can revert back to VPLS until the issue is understood. The
routing instance is reverted from a super PE to a VPLS PE in a non-catastrophic manner by enabling the
following configuration:

[edit routing-instances routing-instance-name]
user@host# set instance-type vpls

user@host# delete protocols evpn

On reverting the EVPN migration to VPLS, the following happens:
1. The EVPN state information is deleted.
2. There is a trigger for withdrawal of EVPN control plane routes.

3. The routing protocol process sends a new message to the Layer 2 address learning process with the
label-switched interface or the virtual tunnel logical interface for the routing instance and peer.

4. The label-switched or virtual tunnel interface adds the new message to the flood group and MAC
learning is enabled.

5. The egress IM next hop is deleted by the routing protocols process, prompting the Layer 2 address
learning process to remove it from the flood group.

6. Remote MAC addresses are learnt again over the label-switched interface or virtual tunnel logical
interface.

BGP VPLS to EVPN Migration and Other Features

Table 7 on page 72 describes the functionality of some of the related features, such as multihoming
and integrated routing and bridging (IRB) with the BGP VPLS to EVPN migration.



Table 7: EVPN Migration and Other Features Support

Feature

MAC move

IRB

Hierarchical VPLS

Supported Functionality in EVPN Migration

MAC moves are supported between VPLS-only PE and super PE devices.

When a MAC address moves from a VPLS-only PE to a super PE, it is learnt over
BGP, and the routing protocol process informs the Layer 2 address learning
process of the EVPN next hop to be updated in the foo.vpls.O routing table.

When a MAC address moves from a super PE to a VPLS-only PE, it is learnt in the
Packet Forwarding Engine on the label-switched interface or virtual tunnel
interface. The Layer 3 address learning process updates it to VPLS or the label-
switched interface next hop.

When the type 2 route is withdrawn by EVPN BGP, the MAC address is not
deleted from the forwarding table, so there is no loss of data.

The forwarding MAC table is shared by VPLS and EVPN. Some attributes, such as
mac-table-size and mac-table-aging-time could be configured under both EVPN
and VPLS. When there is a conflict, the values under EVPN take precedence.

No changes needed in IRB.

On super PE, EVPN populates the /32 host routes learnt over MAC+IP type 2
routes from EVPN peers in a Layer 3 virtual routing and forwarding, while VPLS
IRB forwarding using subnet routes work on sites still running VPLS.

In a H-VPLS network with hub and spoke PE devices, when the hub PE is
migrated to EVPN, local MAC addresses learnt over the access label-switched or
virtual tunnel interface need to be advertised into BGP, so that the other EVPN-
only PE devices or super PE devices can reach them.

Take the following into consideration when migrating a H-VPLS network to EVPN:

e Hubs typically have local-switching enabled as inter-spoke traffic is forwarded
through the hub. If spoke(s) alone is migrated to EVPN and spokes have Layer
3 or MPLS reachability to each other, the label-switched or virtual tunnel
interface to the hub and EVPN next hop (remote spoke) is present in the VE
floodgroup and this results in two copies of broadcast, unknown unicast, and
multicast (BUM) traffic received by the remote spoke. An option to avoid this
is to migrate the hub(s) to EVPN too.

e EVPN is not aware of hierarchy. All peers are considered core-facing. Once
hubs and spokes are migrated to EVPN, split horizon prevents the BUM traffic
from being forwarded to other core-facing PE devices.



Table 7: EVPN Migration and Other Features Support (Continued))

Feature Supported Functionality in EVPN Migration

ESI configuration ESI is configured at the physical interface or port level.
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Configuring EVPN over Transport Class Tunnels

Use transport class to define the transport tunnels that offer the same type of service. You can apply the
transport class to tunnels based on the customer's required traffic service, such as low-latency or high-
bandwidth traffic. We support EVPN over transport class tunnels. For example, we can have an EVPN
network with different types of service and use different colors to identify the different transport class.
We can use gold to identify a transport class for the low-latency traffic and bronze to identify the
transport class for all other traffic. By mapping the colors to the different tunnels, the device maps the
EVPN packets to the configured next hop for the transport tunnel.

We support the following EVPN services over transport tunnels:
e EVPN-VPWS

e EVPN-ELAN

e EVPN-ETREE

You can configure EVPN over transport class tunnels on top of an existing underlay network. The basic
steps for configuring EVPN over transport class tunnels are:

1. Define the transport class at the ingress or egress node. For this example, we define a gold and
bronze transport class and assign community values to them.

routing-options {
transport-class {
auto-create;
name gold {
color 100;



}

name bronze {
color 200;

2. Provision the transport tunnel and assign the tunnel to a specific transport class at the ingress node
of the tunnels.

e BGP-CT

For information about BGP-CT, see Color-Based Traffic Engineering Configuration.

mpls {

label-switched-path toPE11-gold {
to 10.1.1.1;
transport-class gold;

}

label-switched-path toPE11-bronze {
to 10.1.1.1;
transport-class bronze;

e |S-IS Flex Algorithm

For information about IS-1S flexible algorithm, see Configuring Flexible Algorithm for Segment
Routing Traffic Engineering.

flex-algorithm 128 {
definition {
priority 13;
}
color 100;
use-transport-class;
}
flex-algorithm 129 {
definition {
metric-type te-metric;
}
color 200;



use-transport-class;

e RSVP-TE

For information about RSVP-TE, see MPLS Traffic Engineering Configuration.

regress@asbri2# show protocols mpls

label-switched-path toPE11-gold {
to 10.1.1.1;
transport-class gold;

}

label-switched-path toPE11-bronze {
to 10.1.1.1;

transport-class bronze;

e SR-TE

For information about SR-TE, see Understanding Source Packet Routing in Networking (SPRING).

source-packet-routing {

segment-list sl-pel-pe3-gold {
hop-1 label 1000112;
hop-2 label 1000223;

}

segment-list sl-pel-pe3-bronze {
hop-1 label 1000112;
hop-2 label 1000323;

}

source-routing-path lsp-pel-pe3-gold {
to 10.3.3.3;
color 100;
primary {

sl-pel-pe3-gold;

}
source-routing-path 1lsp-pel-pe3-bronze {
to 10.3.3.3;
color 200;
primary {
sl-pel-pe3-bronze;



}

use-transport-class;

3. Configure policies to import and export traffic.

policy-statement vrf-import-evpn {
term a {
from {
protocol bgp;

community rt-evpn;

}
then {
community add map2gold;
accept;
}
}
term b {
then reject;
}

policy-statement vrf-export-evpn {
term a {
then {
community add map2gold;
community add rt-evpn;

accept;
}
}
term b {
then reject;
}

community map2gold members color:0:100;

community rt-evpn members target:100:2;

4. Configure EVPN services.



e EVPN-VPWS

routing-instances {
evpn-vpws {
instance-type evpn-vpws;

protocols {
evpn {

interface ge-0/0/1.4 {

vpws-service-id {

local 102;

remote 201;

}

interface ge-0/0/1.4;
route-distinguisher 10.255.1.1:20;
vrf-import vrf-import-evpnvpws;

vrf-export vrf-export-evpnvpws;

e EVPN ELAN

routing-instances {

evpn {
instance-type evpn;
protocols {

evpn;

}
vlan-id 2;
routing-interface irb.1;
interface ge-0/0/0.3;
route-distinguisher 10.255.1.1:4;
vrf-import vrf-import-evpn;

vrf-export vrf-export-evpn;



e EVPN-ETREE

xe-2/1/1 {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit 100 {
encapsulation vlan-bridge;
vlan-id 100;

etree-ac-role root;

}
evpn-etree {
instance-type evpn;

protocols {

evpn {
interface xe-2/1/1.100;
evpn-etree;
}
}
vlan-id 100;

interface xe-2/1/1.100;
route-distinguisher 10.255.0.1:100;
vrf-import vrf-import-evpn;

vrf-export vrf-export-evpn;

Color-Based Traffic Engineering Configuration

Configuring Policies for the VRF Table on PE Routers in VPNs

Example: Configuring EVPN-VPWS over Transport Class Tunnels

IN THIS SECTION

Overview | 79



Requirements | 79
Topology | 79
Configuration | 80

Verification | 87

Overview

In this example, we use a basic network topology to configure EVPN-VPWS over two RSVP-TE transport
class tunnels between PE1 and PE2. We define two transport class and assign different tunnels to the
transport class. We configure the devices with the following features:

e EVPN-VPWS routing instance.
e RSVP-TE tunnels using MPLS LSP and BGP.
e Gold and bronze transport class.

e Policy filters specifying separate communities for the gold and bronze transport class.

Requirements
o Two MX series routers configured as a PE router
¢ One MX series router configured as a route reflector

e Junos OS Release 23.1R1 or later running on all devices.

Topology

Figure 9 on page 80 shows a basic topology with 2 PE devices and a route reflector forwarding the
routes between the PE devices. A pair of CE devices is connected to PE1 and PE2 respectively. PE1 and
PE2 routes traffic from CE1 and CE2 over the gold tunnel and traffic from CE3 and CE4 over the bronze
tunnel.



Figure 9: Basic EVPN over RSVP-TE Transport Tunnel
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CLI Quick Configuration
To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste

the commands into the CLI at the [edit] hierarchy level. The configuration for PE1, PE2, and RR are as
follows:

PE1

set chassis network-services enhanced-ip



set interfaces ge-0/0/0
ge-0/0/0
ge-0/0/0
ge-0/0/0
ge-0/0/2
ge-0/0/2
ge-0/0/2
ge-0/0/2
ge-0/0/2
ge-0/0/2
ge-0/0/2
ge-0/0/2
1o0
100
1o0

policy-options

description pel-rr
unit @ family inet address 10.1.1.1/24
unit 0 family iso

set interfaces

set interfaces

set interfaces unit 0 family mpls

set interfaces vlan-tagging

set interfaces encapsulation flexible-ethernet-services

set interfaces unit 4 description pel-cel

set interfaces unit 4 encapsulation vlan-ccc
unit 4 vlan-id 300

unit 5 description pel-ce3

set interfaces

set interfaces

set interfaces unit 5 encapsulation vlan-ccc

unit 5 vlan-id 301

0 family inet address 10.0.255.1/32

0 family iso address 49.0000.0010.0255.

0 family mpls

set interfaces

set interfaces unit

set interfaces unit 0001.00

set interfaces unit

set policy-statement vrf-export-evpnvpws term a then community add rt-evpnvpws

set vrf-export-evpnvpws term a

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options

policy-options

policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement

vrf-export-evpnvpws term a
vrf-export-evpnvpws term b
vrf-export-evpnvpws-2 term
vrf-export-evpnvpws-2 term
vrf-export-evpnvpws-2 term
vrf-export-evpnvpws-2 term
vrf-import-evpnvpws term a
vrf-import-evpnvpws term a
vrf-import-evpnvpws term a
vrf-import-evpnvpws term b
vrf-import-evpnvpws-2 term
vrf-import-evpnvpws-2 term
vrf-import-evpnvpws-2 term
vrf-import-evpnvpws-2 term

community map2bronze members color:0:200

community map2gold members color:0:100

community rt-evpnvpws members target:200:1
community rt-evpnvpws-2 members target:300:1

then community add map2gold
then accept
then reject

a then community add rt-evpnvpws-2
a then community add map2bronze

a then accept

b then reject

from protocol bgp

from community rt-evpnvpws
then accept

then reject

a from protocol bgp

a from community rt-evpnvpws-2

a then accept
b then reject

set routing-instances evpn-vpws instance-type evpn-vpws

set routing-instances evpn-vpws protocols evpn interface ge-0/0/2.4 vpws-service-id local 102

set protocols evpn interface ge-0/0/2.4 vpws-service-id remote 201
interface ge-0/0/2.4

route-distinguisher 65000:1

routing-instances evpn-vpws

set routing-instances evpn-vpws

set routing-instances evpn-vpws

set routing-instances evpn-vpws vrf-import vrf-import-evpnvpws

set routing-instances evpn-vpws vrf-export vrf-export-evpnvpws

set routing-instances evpn-vpws-2 instance-type evpn-vpws



set routing-instances evpn-vpws-2 protocols evpn interface ge-0/0/2.5 vpws-service-id local 103
set routing-instances evpn-vpws-2 protocols evpn interface ge-0/0/2.5 vpws-service-id remote 301
set routing-instances evpn-vpws-2 interface ge-0/0/2.5

set routing-instances evpn-vpws-2 route-distinguisher 65000:2

set routing-instances evpn-vpws-2 vrf-import vrf-import-evpnvpws-2

set routing-instances evpn-vpws-2 vrf-export vrf-export-evpnvpws-2

set routing-options route-distinguisher-id 10.0.255.1

set routing-options resolution preserve-nexthop-hierarchy

set routing-options router-id 10.0.255.1

set routing-options autonomous-system 65000

set routing-options transport-class auto-create

set routing-options transport-class name gold color 100

set routing-options transport-class name bronze color 200

set protocols bgp group BGP_PEERs type internal

set protocols bgp group BGP_PEERs local-address 10.0.255.1

set protocols bgp group BGP_PEERs family inet transport

set protocols bgp group BGP_PEERs family evpn signaling

set protocols bgp group BGP_PEERs neighbor 10.0.255.3

set protocols isis interface all

set protocols isis interface fxp0.0 disable

set protocols mpls label-switched-path pel-rr to 10.0.255.3

set protocols mpls label-switched-path pel-pe2 to 10.0.255.2

set protocols mpls label-switched-path pel-pe2-gold to 10.0.255.2

set protocols mpls label-switched-path pel-pe2-gold transport-class gold

set protocols mpls label-switched-path pel-pe2-bronze to 10.0.255.2

set protocols mpls label-switched-path pel-pe2-bronze transport-class bronze
set protocols mpls interface all

set protocols mpls interface fxp0.0 disable

set protocols rsvp interface all

set protocols rsvp interface fxp0.0 disable

PE2

set chassis network-services enhanced-ip

set interfaces ge-0/0/0 description pe2-rr

set interfaces ge-0/0/0 unit @ family inet address 10.2.1.1/24
set interfaces ge-0/0/0 unit @ family iso

set interfaces ge-0/0/0 unit 0 family mpls

set interfaces ge-0/0/4 description pe2-ce2

set interfaces ge-0/0/4 vlan-tagging



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces ge-0/0/4 encapsulation flexible-ethernet-services

interfaces ge-0/0/4 unit 4 encapsulation vlan-ccc
interfaces ge-0/0/4 unit 4 vlan-id 300
unit 0 family inet address 10.0.255.2/32

interfaces 100
interfaces 100
interfaces 100
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
routing-instanc
routing-instanc
routing-instanc
routing-instanc
routing-instanc
routing-instanc
routing-instanc
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
protocols
protocols
protocols
protocols
protocols
protocols isis
protocols isis
protocols mpls
protocols mpls
protocols mpls
protocols mpls

protocols mpls

unit @ family iso address 49.0000.0010.0255.

unit @ family mpls

policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement

policy-statement

community map2bronze members color:0:

vrf-export-evpnvpws
vrf-export-evpnvpws
vrf-export-evpnvpws
vrf-export-evpnvpws
vrf-import-evpnvpws
vrf-import-evpnvpws
vrf-import-evpnvpws

vrf-import-evpnvpws

0002.
term a then
term a then
term a then
term b then
term a from
term a from
term a then
term b then
200

community map2gold members color:0:100

community rt-evpnvpws members target:200:1

es evpn-vpws

es evpn-vpws
es evpn-vpws
es evpn-vpws
es evpn-vpws
es evpn-vpws

es evpn-vpws

instance-type evpn-vpws

route-distinguisher-id 10.0.255.2
resolution preserve-nexthop-hierarchy
router-id 10.0.255.2

autonomous-system 65000

transport-class

transport-class

auto-create

name gold color 100

transport-class name bronze color 200

interface all
interface fxp0.0

bgp group BGP_PEERs type internal
bgp group BGP_PEERs local-address 10.0.255.2
bgp group BGP_PEERs family inet transport
bgp group BGP_PEERs family evpn signaling
bgp group BGP_PEERs neighbor 10.0.255.3

disable

vrf-import vrf-import-evpnvpws

vrf-export vrf-export-evpnvpws

protocols evpn interface ge-0/0/4.4
protocols evpn interface ge-0/0/4.4
interface ge-0/0/4.4
route-distinguisher 65000:1

label-switched-path pe2-pel-gold to 10.0.255.1
label-switched-path pe2-pel-gold transport-class gold
label-switched-path pe2-pel to 10.0.255.1
label-switched-path pe2-pel-bronze to 10.0.255.1
label-switched-path pe2-pel-bronze transport-class bronze

00

community add rt-evpnvpws
community add map2bronze
accept

reject

protocol bgp

community rt-evpnvpws
accept

reject

vpws-service-id local 201

vpws-service-id remote 102



set
set
set
set
set

RR

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

protocols
protocols
protocols
protocols
protocols

mpls label-switched-path pe2-rr to 10.0.255.3

mpls interface all

mpls interface fxp0.0 disable

rsvp interface all

rsvp interface fxp0.0 disable

chassis network-services enhanced-ip

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces

interfaces

ge-0/0/0
ge-0/0/0
ge-0/0/0
ge-0/0/0
ge-0/0/2
ge-0/0/2
ge-0/0/2
ge-0/0/2

description rr-pel
unit @ family inet address 10.1.1.2/24
unit 0 family iso
unit 0 family mpls
description rr-pe2
unit @ family inet address 10.2.1.2/24
unit 0 family iso
unit 0 family mpls

100 apply-groups-except global

100 unit
100 unit
100 unit

0 family inet address 10.0.255.3/32
0 family iso address 49.0000.0010.0255.0003.00
0 family mpls

policy-options policy-statement pplb then load-balance per-packet

routing-options route-distinguisher-id 10.0.255.3

routing-options router-id 10.0.255.3

routing-options autonomous-system 65000

routing-options transport-class auto-create

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

bgp group
bgp group
bgp group
bgp group
bgp group
bgp group
bgp group

BGP_PEERs type internal

BGP_PEERs local-address 10.0.255.3
BGP_PEERs family inet transport
BGP_PEERs family evpn signaling
BGP_PEERs cluster 10.0.255.3
BGP_PEERs neighbor 10.0.255.1
BGP_PEERs neighbor 10.0.255.2

isis interface all

isis interface fxp0.0 disable

mpls label-switched-path rr-pel to 10.0.255.1
mpls label-switched-path rr-pe2 to 10.0.255.2
mpls interface all

mpls interface fxp0.0 disable



set protocols rsvp interface all

set protocols rsvp interface fxp0.0 disable

Step-by-Step Procedure

To set up transport class tunnels on the PE device:

1. Configure the device to support enhanced IP and tunnel services.

[edit]

set chassis network-services enhanced-ip

2. Configure the interfaces.

[edit]

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces

ge-0/0/0
ge-0/0/0
ge-0/0/0
ge-0/0/0
ge-0/0/2
ge-0/0/2
ge-0/0/2
ge-0/0/2
ge-0/0/2
ge-0/0/2
ge-0/0/2
ge-0/0/2
100 unit
100 unit

100 unit

description pel-rr

unit 0 family inet address 10.1.1.1/24
unit @ family iso

unit @ family mpls

vlan-tagging

encapsulation flexible-ethernet-services
unit 4 description pel-cel

unit 4 encapsulation vlan-ccc

unit 4 vlan-id 300

unit 5 description pel-ce3

unit 5 encapsulation vlan-ccc

unit 5 vlan-id 301

0 family inet address 10.0.255.1/32

0 family iso address 49.0000.0010.0255.0001.00
0 family mpls

3. Define the gold and bronze transport class on PE1.

[edit]
set routing-options transport-class auto-create

set routing-options transport-class name gold color 100

set routing-options transport-class name bronze color 200



4. Configure the routing protocols and the routing options to support transport-tunnels. We are using
RSVP-TE with MPLS LSP and BGP.

[edit]

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

bgp group BGP_PEERs type internal
bgp group BGP_PEERs local-address 10.0.255.1
bgp group BGP_PEERs family inet transport

bgp group BGP_PEERs family evpn signaling
bgp group BGP_PEERs neighbor 10.0.255.3

isis
isis
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
rsvp

rsvp

interface all

interface fxp0.0 disable

label-switched-path pel-rr to 10.0.255.3
label-switched-path pel-pe2 to 10.0.255.2
label-switched-path pel-pe2-gold to 10.0.255.2
label-switched-path pel-pe2-gold transport-class gold
label-switched-path pel-pe2-bronze to 10.0.255.2

label-switched-path pel-pe2-bronze transport-class bronze

interface all

interface fxp0.0 disable

interface all

interface fxp0.0 disable

routing-options route-distinguisher-id 10.0.255.1

routing-options resolution preserve-nexthop-hierarchy

routing-options router-id 10.0.255.1

routing-options autonomous-system 65000

5. Configure the policy to apply the EVPN routes to the transport tunnels. We use vrf-export to

advertise the tunnel to the remote PE.

[edit]
set policy-options

set policy-options

set policy-options

set policy-options

set policy-options

evpnvpws-2

set policy-options

set policy-options

set policy-options

set policy-options

set policy-options

policy-statement
policy-statement
policy-statement
policy-statement

policy-statement

policy-statement
policy-statement
policy-statement
policy-statement

policy-statement

vrf-export-evpnvpws term a then community add rt-evpnvpws
vrf-export-evpnvpws term a then community add map2gold
vrf-export-evpnvpws term a then accept
vrf-export-evpnvpws term b then reject
vrf-export-evpnvpws-2 term a then community add rt-

vrf-export-evpnvpws-2 term a then community add map2bronze
vrf-export-evpnvpws-2 term a then accept
vrf-export-evpnvpws-2 term b then reject
vrf-import-evpnvpws term a from protocol bgp
vrf-import-evpnvpws term a from community rt-evpnvpws



set
set
set
set
set
set
set
set
set
set

policy-options policy-statement vrf-import-evpnvpws term a then accept

policy-options policy-statement vrf-import-evpnvpws term b then reject

policy-options policy-statement vrf-import-evpnvpws-2 term a from protocol bgp

policy-options policy-statement vrf-import-evpnvpws-2 term a from community rt-evpnvpws-2

policy-options policy-statement vrf-import-evpnvpws-2 term a then accept

policy-options policy-statement vrf-import-evpnvpws-2 term b then reject

policy-options community map2bronze members color:0:200

policy-options community map2gold members color:0:100

policy-options community rt-evpnvpws members target:200:1

policy-options community rt-evpnvpws-2 members target:300:1

6. Configure the EVPN-VPWS routing instance that will be using the policy above.

[edit]

set
set
set
set
set
set
set
set
set
103
set
301
set
set
set
set

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

routing-instances

routing-instances
routing-instances
routing-instances
routing-instances
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evpn-vpws
evpn-vpws
evpn-vpws
evpn-vpws
evpn-vpws
evpn-vpws

evpn-vpws

evpn-vpws-

evpn-vpws-

evpn-vpws-

evpn-vpws-
evpn-vpws-
evpn-vpws-
evpn-vpws-

instance-type evpn-vpws

protocols evpn interface ge-0/0/2.4 vpws-service-id local 102
protocols evpn interface ge-0/0/2.4 vpws-service-id remote 201
interface ge-0/0/2.4

route-distinguisher 65000:1

vrf-import vrf-import-evpnvpws

vrf-export vrf-export-evpnvpws

2 instance-type evpn-vpws

2 protocols evpn interface ge-0/0/2.5 vpws-service-id local

2 protocols evpn interface ge-0/0/2.5 vpws-service-id remote

2 interface ge-0/0/2.5

2 route-distinguisher 65000:2

2 vrf-import vrf-import-evpnvpws-2
2 vrf-export vrf-export-evpnvpws-2
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Confirm that the configuration is working properly.

Verifying the Packet Flow in the Tunnels

Purpose

Verify that the PE device routes packets on the RSVP LSP tunnel that is associated with the transport

class.

Action

From operational mode on CE1, ping CE2.

user@CE1> ping 172.16.0.2 count 10 rapid

PING 172.16.0.2 (172.16.0.2): 56 data bytes
NERRENREN

--- 172.16.0.2 ping statistics ---
10 packets transmitted, 10 packets received, 0% packet loss
round-trip min/avg/max/stddev = 3.795/4.276/5.075/0.269 ms

From operational mode on CE3, ping CE4.

user@CE3> ping 172.16.1.2 count 20 rapid

PING 172.16.1.2 (172.16.1.2): 56 data bytes
NEEERRRRNNRNRRRRRn]

--- 172.16.1.2 ping statistics ---
20 packets transmitted, 20 packets received, 0% packet loss
round-trip min/avg/max/stddev = 3.631/4.380/7.976/0.608 ms

From operational mode on PE1, run the show mpls lsp statistics command to display the LSP information.

user@E1> show mpls 1lsp statistics

Ingress LSP: 4 sessions

To From State Packets
10.0.255.2 10.0.255.1 Up 0
10.0.255.2 10.0.255.1 Up 20
10.0.255.2 10.0.255.1 Up 10
10.0.255.3 10.0.255.1 Up 0

Bytes LSPname
0 pel-pe2
2040 pel-pe2-bronze
1020 pel-pe2-gold
0 pel-rr



Meaning

The output shows that the ping was successful. The output from the show mpls 1sp statisticscommand
shows that packets were routed to the bronze and gold tunnels.

Verify Configured Transport Tunnels

Purpose

Verify that the EVPN uses the configured transport tunnel.

Action

From operational mode on PE1, run the show route table mpls.@ protocol evpn command to identify the LSP
route.

user@E1> show route table mpls.@ protocol evpn
mpls.0: 12 destinations, 12 routes (12 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both
94 *[EVPN/7] 6d 01:07:24
> via ge-0/0/2.4, Pop
105 *[EVPN/7] 06:20:50
> via ge-0/0/2.5, Pop
106 *[EVPN/7] 06:17:47, remote-pe 10.0.255.2, routing-instance evpn-vpws-2, route-

type Egress, vlan-id 301

> to 10.1.1.2 via ge-0/0/0.0, label-switched-path pel-pe2-bronze
107 *[EVPN/7] 06:08:41, remote-pe 10.0.255.2, routing-instance evpn-vpws, route-
type Egress, vlan-id 201

> to 10.1.1.2 via ge-0/0/0.0, label-switched-path pel-pe2-gold

ge-0/0/2.5 *[EVPN/7] 06:17:47, route-type Egress
> to 10.1.1.2 via ge-0/0/0.0, label-switched-path pel-pe2-bronze
ge-0/0/2.4 *[EVPN/7] 06:08:41, route-type Egress

> to 10.1.1.2 via ge-0/0/0.0, label-switched-path pel-pe2-gold

From operational mode on PE1, run the show route table mpls.0 protocol evpn label label-number extensive
command with the route label number to display the transport class information.

user@PE1> show route table mpls.@ protocol evpn label 107 extensive



mpls.0: 12 destinations, 12 routes (12 active, @ holddown, @ hidden)
107 (1 entry, 1 announced)
TSI:
KRT in-kernel 107 /52 -> {composite(554)}
*EVPN  Preference: 7
Next hop type: Indirect, Next hop index: @
Transport class: gold
Address: 0x7b406d4
Next-hop reference count: 5, key opaque handle: 0x0, non-key opaque handle: 0x0
Next hop type: Router, Next hop index: 549
Next hop: 10.1.1.2 via ge-0/0/0.0, selected
Label-switched-path pel-pe2-gold

regress@PE1> show route table mpls.@ protocol evpn label 106 extensive

mpls.0: 12 destinations, 12 routes (12 active, @ holddown, @ hidden)
106 (1 entry, 1 announced)
TSI:
KRT in-kernel 106 /52 -> {composite(553)}
*EVPN  Preference: 7
Next hop type: Indirect, Next hop index: @
Transport class: bronze
Address: 0x7b40584
Next-hop reference count: 5, key opaque handle: 0x0, non-key opaque handle: 0x0
Next hop type: Router, Next hop index: 551
Next hop: 10.1.1.2 via ge-0/0/0.0, selected
Label-switched-path pel-pe2-bronze

Meaning

The output from PE1 and PE2 shows that we are routing traffic from our EVPN VPWS routing instance
through the gold and bronze tunnels.
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Benefits of Auto-Derived Route Targets

Auto-derived route targets simplify the configuration of VLAN services for EVPN, especially in VLAN-
aware bundle services where you can have multiple VLANs, multiple bridge domains and the VLANS for
a given service that are not present on all PE devices. Without the auto-derived target option enabled,
EVPN Type 2 and Type 3 routes are imported into the EVPN instances (EVIs) on all receiving PE devices
and the routes subsequently dropped for non-existing VLANSs (bridge-domains). To minimize the number
of routes that are distributed, different auto-derived route targets can be used within each bridge-
domain. Together with constrained route distribution as described in RFC 4684, you can limit the
distribution of bridge domain-specific EVPN route types (Type 2 and Type 3) to only the interested PE
devices.



Understanding Auto-Derived Route Targets

Route targets identify the different routes that are imported and exported into the VRF tables. When
you enable the auto-derived route targets option, the device derives the route targets based on the
EVPN encapsulation for EVPN route Type 2 (MAC/IP Advertisement Route) and EVPN route Type 3
(Inclusive Multicast Ethernet Tag route).

Devices don't auto-derive the route targets for EVPN route types other than Type 2 and Type 3. As a
result, in some cases you must manually configure route targets in routing instances for EVPN route
types such as:

e EVPN Type 1 routes: Devices use these routes to reach all the multihomed devices associated with a
ESI. You configure route targets for this type of route manually in the EVPN instance.

e EVPN Type 5 routes: Devices use these routes to advertise IP prefixes assigned within a data center
to devices in other data centers, enabling communication across data centers. You configure route
targets for this type of route manually in Type 5 virtual routing and forwarding (VRF) instances.

See "Example: Configuring VNI Route Targets Manually" on page 98 and "Example: Configuring VNI
Route Targets Automatically with Manual Override" on page 103 for more on configuring route targets
manually at the global level (applicable to all EVPN route types) or manually at the virtual network
identifier (VNI) level (applicable to EVPN Type 2 and Type 3 routes).

Devices automatically derive route targets for EVPN Type 2 and Type 3 routes based on the following
parameters:

e For EVPN-MPLS: From the VLAN ID (VID).
e For EVPN-VXLAN: From the VXLAN network identifier (VNI).
e For PBB-EVPN: From the instance service identifier (ISID).

For EVPN Type 2 and Type 3 routes, the auto-derived route targets have higher precedence over route
targets you configure manually at the global level in vrf-target statements, vrf-export policies, and vrf-
import policies.

As defined in RFC8365, the auto-derived route target field includes the following fields:

¢ Global Administrator—A 2-octet field containing an autonomous system (AS) number assigned by
Internet Assigned Numbers Authority (IANA).

e Local Adminstrator—A 4-Octet field that includes the following:
o Asingle bit field with a value of zero indicating that the RT is auto-derived.
o Type—A 3-bit field identifying the service.

o D-ID—A 4-bit field identifying the domain ID.


https://datatracker.ietf.org/doc/rfc8365/

e Service ID—A 3-octet field set to the VNI, VSID, I-SID, or VID.

NOTE: We don't support auto-derived route targets for inter-AS routing.

To enable auto-derived route targets, include the auto statement at the [edit routing-instances routing-
Instance-name vrf-target]. We support configuring auto-derived route targets with these L2 instance types:

e The default switch instance at the [edit switch-options] hierarchy level.

e Virtual switch instances using instance-type virtual-switch at the [edit routing-instances virtual-switch-
instance-name] hierarchy level.

e EVPN instances using:
e instance-type evpn at the [edit routing-instances evpn-instance-name] hierarchy level.
e instance-type mac-vrf at the [edit routing-instances mac-vrf-instance-name] hierarchy level.

The following is a sample configuration for auto-derived route targets for an EVPN instance and a virtual
switch routing instance. We also manually configure a route target here in either type of EVPN instance
at the global level to support EVPN Type 1 routes. The auto-derived route target applies to EVPN Type
2 and Type 3 routes, and for those route types, takes precedence over the manually defined route target
at the global level.

routing-instances {
VS-1 {
instance-type virtual-switch;
interface ae0.110;
interface ael1.120;
interface ae2.130;
route-distinguisher 100.100.100.2:101;
vrf-target {
target:100:101;
auto;
}
protocols {
evpn {
extended-vlan-list [ 110 120 130 1,

}
bridge-domains {
bd-110 {
vlan-id 110;



}

bd-120 {
vlan-id 120;

}

bd-130 {
vlan-id 130;

}
EVPN-1 {
instance-type evpn;
vlan-id 10;
interface ae0.0;
interface ael.0;
interface ae2.0;
route-distinguisher 100.100.100.2:1;
vrf-target {
target:100:1
auto;
}
protocols {

evpn;
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Example: Configuring VNI Route Targets Automatically

IN THIS SECTION

Requirements | 95
Overview | 95

Configuration | 96

This example shows how to automatically derive route targets for multiple VNIs in an EVPN-VXLAN
topology.

Requirements
This example uses the following hardware and software components:
e A QFX Series switch.

e Junos OS version 15.1X53-D30

Overview

You can configure the vrf-target statement with the auto option to automatically derives route targets in
a routing instance. Devices auto-derive route targets only for EVPN Type 2 and Type 3 routes. As a
result, in some cases you must also manually configure route targets for other EVPN route types such as
Type 1 (in L2 routing instances) or Type 5 (in L3 routing instances). See "Example: Configuring VNI Route
Targets Manually" on page 98 for manual route target configuration examples.

You can also manually set specific route targets for individual virtual network identifiers (VNIs) if you
configure the vrf-target statement at the [edit <routing-instances name> protocols evpn vni-options vni wni]
hierarchy level. Like auto-derived route targets, VNI level route targets apply only to EVPN Type 2 and
Type 3 routes. See "Example: Configuring VNI Route Targets Manually" on page 98 and "Example:
Configuring VNI Route Targets Automatically with Manual Override" on page 103 for VNI-level route
target configuration examples.

In this example we show how to configure auto-derived route targets for EVPN Type 2 and Type 3
routes for all VNIs in an EVPN instance.



NOTE: We also include configuring a route target manually to support EVPN Type 1 routes in the
instance.

Configuration
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To configure the vrf-target statement with the auto option, perform these tasks:
Configuring VNI Route Target Automatic Derivation

Step-by-Step Procedure

To configure the automatic derivation of VNI route targets:

1. At the [switch-options] hierarchy level, configure the vtep-source-interface, and route-distiguisher
statements. Then configure the vrf-import statement with a policy that will be configured in a later
step. Next, configure the vrf-target statement with a target and the auto option. Type 1 EVPN routes
will use the route target you configure under vrf-target. Type 2 and Type 3 EVPN routes will use the
auto-derived route target for export and import for all VNIs.

[edit switch-options]

user@switch# set vtep-source-interface 100.0
user@switch# set route-distinguisher 192.0.2.11:1
user@switch# set vrf-import import-policy
user@switch# set vrf-target target:1111:11
user@switch# set vrf-target auto



2. At the [evpn] hierarchy level, configure the encapsulation and extended-vni-list statements. For the
purposes of this example, the extended-vni-list statement will be configured with all, to apply
automatic route targets to all VNIs.

[edit protocols evpn]
user@switch# set encapsulation vxlan
user@switch# set extended-vni-list all

3. Configure a community at the [edit policy-options] hierarchy level named comglobal. Configure an
import policy named import-policy at the [edit policy-options policy-statement] hierachy level. This
community and this policy function as an import filter that accepts routes with the auto-derived
route target. You apply the policy in step "1" on page 96.

[edit policy-options]
user@switch# set community comglobal members target:1111:11

[edit policy-options policy-statement import-policy]
user@switch# set term 1 from community comglobal
user@switch# set term 1 then accept

user@switch# set term 100 then reject

Results

Use the show command to verify the results of your configuration.

user@switch> show configuration switch-options
vtep-source-interface 100.0;
route-distinguisher 192.0.2.11:1;
vrf-import imp;
vrf-target {

target:1111:11;



auto;

user@switch> show configuration protocols evpn
encapsulation vxlan;
extended-vni-list all;

user@switch> show configuration policy-options community comglobal
members target:1111:11;

user@switch> show configuration policy-options policy-statement import-policy
term 1{
from community [ comglobal 1;

then accept;

}
term 100 {

then reject;
}

Auto-derived Route Targets | 91
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Example: Configuring VNI Route Targets Manually
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This example shows how to manually set route targets for multiple virtual network identifiers (VNIs) in
an EVPN-VXLAN topology.

Requirements
This example uses the following hardware and software components:
o A QFX Series switch.

e Junos OS version 15.1X53-D30

Overview

If you configure the vrf-target statement with the auto option, the device automatically derives route
targets in a routing instance. You can also configure vrf-target with a specific target value to configure a
route target manually in a routing instance.

In this example we show how to configure route targets manually by specifying a target value. You can
manually configure route targets using the vrf-target statement at the following levels:

e Global level—For all VNIs extended in a routing instance.
This setting applies to all EVPN route types.
e vni-options level—For a specific VNI in a routing instance.
This setting applies only to EVPN Type 2 and Type 3 routes. With this setting:

e If you also manually configure a route target at the global level, for the specified VNIs, this setting
overrides the global setting.

e If you also set the auto option to auto-derive route targets, for the specified VNIs, this setting
overrides the auto setting.

Table 8 on page 99 shows the corresponding CLI hierarchies in which you can manually configure a
route target:

Table 8: Configuration Levels for vrf-target Statement

Configuration Level Default Switch Instance Configured Routing Applicable EVPN Route
Hierarchy Instance Hierarchy Types
Global (all VNIs) in [edit switch-options] [edit routing-instances All EVPN Route Types

Routing Instance name]



Table 8: Configuration Levels for vrf-target Statement (Continued))

Configuration Level Default Switch Instance Configured Routing
Hierarchy Instance Hierarchy

Specified VNI in Routing [edit protocols evpn vni- | [edit routing-instances

Instance options vni wni] name protocols evpn vni-

options vni wni]

We include sample configurations at each level next.

Configuration

IN THIS SECTION

Applicable EVPN Route
Types

Type 2

Type 3

Configure VNI Route Targets Manually for all VNIs in the Default Switch Instance | 100

Configure VNI Route Targets Manually for all VNIs and Specific VNIs in a MAC-VRF EVPN

Instance | 101

This section shows some use cases to manually configure VNI route targets at the supported

configuration levels.

Configure VNI Route Targets Manually for all VNIs in the Default Switch Instance

Step-by-Step Procedure

This procedure shows how to configure a route target manually for all VNIs in the default switch

instance. This is a global level manual route target configuration.

1. Atthe [edit switch-options] hierarchy level, configure the vtep-source-interface and route-distiguisher

statements. Next, configure the vrf-target statement with a target value. All EVPN routes for all

VLANSs and corresponding VNIs will use the vrf-target address configured in this step.

[edit switch-options]

user@switch# set vtep-source-interface 100.0
user@switch# set route-distinguisher 192.168.1.11:1
user@switch# set vrf-target target:1111:11



NOTE: You can optionally include vrf-import and vrf-export policies to further distinguish the
routes to import and export that match the route target.

2. At the [edit protocols evpn] hierarchy level, configure EVPN with VXLAN encapsulation, and specify
the VNIs you want to extend into the EVPN instance. In this example, we configure the extended-vni-
list statement with the all option to apply the route target to all VNIs.

[edit protocols evpn]
user@switch# set encapsulation vxlan

user@switch# set extended-vni-list all

Results

After following the steps above and committing the configuration, use the show configuration command to
verify the results of your configuration.

user@switch> show configuration switch-options
vtep-source-interface 100.0;
route-distinguisher 192.168.1.11:1;
vrf-target {

target:1111:11;
}
user@switch> show configuration protocols evpn
encapsulation vxlan;

extended-vni-list all;

Configure VNI Route Targets Manually for all VNIs and Specific VNIs in a MAC-VRF EVPN Instance

Step by Step Procedure

This procedure shows how to configure a route target manually in an EVPN-VXLAN fabric for all VNIs in
a MAC-VRF instance (MAC-VRF1) with the vlan-aware service type. We also manually configure a
different route target specifically for VNI 100 in the same instance.



1. At the [edit routing-instances MAC-VRF1] hierarchy level, configure the routing instance with the mac-vrf
instance type and service type vlan-aware. Set the vtep-source-interface and route-distiguisher statements
for the instance. Manually configure a vrf-target value at the global level in the routing instance. This
global level route target corresponds to EVPN Type 1, Type 2, and Type 3 routes for the VNIs you
extend into the EVPN instance (see the next step).

[edit routing-instances MAC-VRF1]

user@switch# set vtep-source-interface 100.0
user@switch# set instance-type mac-vrf
user@switch# set service-type vlan-aware
user@switch# set route-distinguisher 192.168.2.11:1
user@switch# set vrf-target target:1111:11

2. Atthe [edit routing instances MAC-VRF1 protocols evpn] hierarchy level, configure EVPN with VXLAN
encapsulation. List the VNIs you want to extend into the EVPN instance using the extended-vni-list
statement. In this example, we list two VNIs, 100 and 101. We also configure an export route target
value at the [edit routing-instances name protocols evpn vni-options vni wni] hierarchy level specifically for
VNI 100. As a result, the route target you set the previous step applies to any EVPN Type 1 routes
and only to VNI 101 for EVPN Type 2 and Type 3 routes. The VNI level route target you set in this
step applies to VNI 100 for EVPN Type 2 and Type 3 routes.

[edit routing instances MAC-VRF1 protocols evpn]
user@switch# set encapsulation vxlan
user@switch# set extended-vni-list 100 101

user@switch# set vni-options vni 100 vrf-target export target:1234:11

NOTE: You can optionally include vrf-import and vrf-export policies to further distinguish the
routes to import and export that match the route target.

Results

After following the steps above and committing the configuration, use the show configuration command to
verify the results of your configuration.

user@switch> show configuration routing-instances MAC-VRF1
vtep-source-interface 100.0;
instance-type mac-vrf;

service-type vlan-aware;
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route-distinguisher 192.168.2.11:1;
vrf-target {
target:1111:11;
}
protocols {
evpn {
encapsulation vxlan;
extended-vni-list 100 101;
vni-options {
vni 100 {
vrf-target export target:1234:11;
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Override

IN THIS SECTION

® Requirements | 104
® Overview | 104

® Configuration | 105



This example shows how to automatically set route targets for multiple VNIs, and manually override the
route target for a single VNI in an EVPN-VXLAN topology.

Requirements
This example uses the following hardware and software components:
o A QFX Series switch.

e Junos OS version 15.1X53-D30

Overview

You can configure the vrf-target statement to automatically derive route targets for each VNI or you can
configure route targets manually. You can also manually override the auto-derived route target
specifically for one or more VNIs.

This example explains how to enable auto-derivation of route targets and manually override the
automatically assigned route targets for a specific VNI.

To manually assign a route target for a specific VNI, you configure the vrf-target statement with a route
target value at either of the following hierarchy levels:

e In the default switch instance—[edit protocols evpn vni-options vni wni]
e In a configured routing instance—[edit routing-instances name protocols evpn vni-options vni vni]

When you manually set a route target for a specific VNI, the setting applies only to EVPN Type 2 and
Type 3 routes.

NOTE: To set a route target for other EVPN route types, such as Type 1 routes, you must also
manually configure the vrf-target statement with a route target va/ue at the global level, as
follows:

¢ In the default switch instance—[edit switch-options] hierarchy level
¢ In a configured routing instance—[edit routing-instances name] hierarchy level

For EVPN Type 2 and Type 3 routes only, the auto route target setting or a VNI level route target
setting overrides a route target you set manually at the global level.



Configuration
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To manually override an automatically configured VNI route target, perform these tasks:
Configuring Automatic VNI Route Targets with Manual Override

Step-by-Step Procedure

To configure automatic VNI route targets with manual override:

1. At the [switch-options] hierarchy level, configure the vtep-source-interface, and route-distiguisher
statements. Then configure the vrf-import statement with a policy that will be configured in a later
step. Next, configure the vrf-target statement with a target and the auto option. The route target
configured under vrf-target will be used by Type 1 EVPN routes and all Type 2 and Type 3 EVPN
routes for all VLANs except the ones that do not match the VNI under vni-options in the next step.

[edit switch-options]

user@switch# set vtep-source-interface 100.0
user@switch# set route-distinguisher 192.0.2.11:1
user@switch# set vrf-import import-policy
user@switch# set vrf-target target:1111:11
user@switch# set vrf-target auto

2. The [evpn] hierarchy level is where you can override the automatic assignment of VNI route targets.
Configure the vni-options statement for VNI 100 with an export target of 1234:11. This route target
will be used by Type 2 and Type 3 EVPN routes for all VLANs that match VNI 100. Next, configure
the encapsulation and extended-vni-list statements. For the purposes of this example, the extended-vni-
list statement will be configured with only two VNIs.

[edit protocols evpn]

user@switch# set vni-options vni 100 vrf-target export target:1234:11



user@switch# set encapsulation vxlan
user@switch# set extended-vni-list 100 101

3. Configure two communities at the [edit policy-options community] hierarchy level. The first community
is named comglobal, and the next community is named com1234. Configure an import policy at the [edit
policy-options policy-statement] hierarchy level. The policy is named import-policy, which you apply in
the first step in this procedure. The communities and policy function as an import filter that accepts
routes using the auto-derived route target and the manual override route target.

[edit policy-options community comgloball]
user@switch# set members target:1111:11

[edit policy-options community com1234]
user@switch# set members target:1234:11

[edit policy-options policy-statement import-policy]
user@switch# set term 1 from community comglobal com1234
user@switch# set term 1 then accept

user@switch# set term 100 then reject

Results

After following the steps above, use the show command to verify the results of your configuration.

user@switch> show configuration switch-options
vtep-source-interface 100.0;
route-distinguisher 192.0.2.11:1;
vrf-import imp;
vrf-target {

target:1111:11;

auto;

user@switch> show configuration protocols evpn
vni-options {
vni 100 {



vrf-target export target:1234:11;

}

encapsulation vxlan;
extended-vni-list [ 100 101 1;

user@switch> show configuration policy-options community comglobal
members target:1111:11;

user@switch> show configuration policy-options community com1234
members target:1234:11;

user@switch> show configuration policy-options policy-statement import-policy
term 1{

from community [ com1234 comglobal I;

then accept;

}
term 100 {
then reject;

vrf-target
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Routing policies for EVPN

SUMMARY

Create routing policies to control the EVPN routing information that will be imported and exported
to the different routing tables.

Routing policies allow you to control the routing information that the device imports and exports to the
routing and forwarding tables. Starting in Junos OS 19.4R1, Junos has expanded routing policy support
to include creating and applying policy filters specific to EVPN routes.

You can apply policies at the routing-instance level or at the BGP group level. When you apply policies
at the BGP group level, they affect all EVPN routing instances. When applied at the routing-instance
level, they affect the specified EVPN routing instance only. To apply the policy at the BGP group level,
include the vpn-apply-export statement at the [edit protocols bgp] hierarchy level, and import or export the
policy. To apply the policy at the routing-instance level, use the vrf-export or vrf-import statement to
apply the policy for that routing instance.

NOTE: You can modify EVPN Type 1 route advertisements through vrf-export policy
configuration. You must configure the policy with the accept clause for the target communities
you want advertised or they will be rejected by the default policy action.



Policies are composed of match conditions, actions, and terms. For more information on policies, see
Policy Framework Overview.

Table 9 on page 110 lists the match conditions supported for use in filtering EVPN routes.


https://www.juniper.net/documentation/en_US/junos/topics/concept/policy-routing-overview.html

Table 9: List of Match Conditions for Filtering EVPN Routes

Match Condition

community [names]

Description

BGP EVPN routes can have a set of EVPN extended communities carried in the
BGP update message path attribute, and as such, you can use these extended
communities for filtering BGP EVPN routes. The EVPN specific information
available in extended communities includes, for example, encapsulation type,
MAC-mobility information, EVPN split-horizon label information, EVPN ESI
split-horizon label, ESI mode, E-tree leaf label, and more.

Use the following syntax to specify BGP EVPN extended communities:
e set policy-options community name members type:vall:val?

All values (including type) are in decimal; type is 2 octets, with the higher-order
octet defining the type of extended community, and the low-order octet
defining the community sub-type. va/l and val2 can be specified as [2 + 4]
octets, or as [4 + 2] octets.

The extended communities most commonly used with BGP EVPN routes are
provided here.

High- Low-order | Type (Hex) @ Type Name

order (Sub-type) (Dec)

0x03 OxOc 0x030c 780 BGP Encapsulation

0x03 Ox0d 0x030d 781 Default Gateway

0x06 0x00 0x0600 1536 EVPN MAC Mobility

0x06 0x01 0x0601 1537 EVPN ESI Label

0x06 0x02 0x0602 1538 EVPN ES-Import Route
Target

0x06 0x04 0x0604 1540 EVPN Layer 2

Attributes



Table 9: List of Match Conditions for Filtering EVPN Routes (Continued))

Match Condition

evpn-esi

evpn-etag

evpn-mac-route

local-preference

mac-filter-list

Description

0x06 0x05 0x0605 1541 EVPN E-Tree

For full list of Extended Communities please refer to Border Gateway Protocol
(BGP) Extended Communities .

You can filter BGP EVPN routes on the basis of Ethernet Segment Identifiers
(ESIs) information for routes types 1, 2, 4, 7, and 8, which are the only types to
include the ESI attribute in their prefix. (ESI values are encoded as 10-byte
integers and are used to identify a multihomed segment.) Note that the evpn-
esi matching statement is valid only together with “family evpn” matching
statement.

You can filter BGP EVPN routes on the basis of EVPN Ethernet Tag information,
which is part of the prefix of the EVPN route. This matching statement is valid
only together with family evpn match statement.

Filtering BGP EVPN Type 2 routes based on if it has any IP address.

EVPN Type 2 MAC/IP Advertisement routes can have IP address in the prefix
along with MAC address. The IP address carried in the MAC-IP Advertisement
route can be either IPv4 or IPvé6 address. It is possible to filter out Type 2
routes based on MAC address only, MAC+IPv4 address, or MAC+IPvé address.
To do so requires the following CLI statement be set:

e from evpn-mac-route [ mac-ipv4 | mac-ipv6 | mac-only ]
Note that this match statement is valid only together with the family evpn

match statement.

Set the local preference (LOCAL_PREF) attribute. The preference value can be a
number in the range from O through 4,294,967,295.

(BGP only) Named MAC filter list. EVPN Type 2 routes have MAC address as
part of the prefix, which you can use to create a list of MAC addresses.


https://www.iana.org/assignments/bgp-extended-communities/bgp-extended-communities.xhtml
https://www.iana.org/assignments/bgp-extended-communities/bgp-extended-communities.xhtml

Table 9: List of Match Conditions for Filtering EVPN Routes (Continued))

Match Condition

metric

next-hop (address | discard |
next-table table-name | peer-
address | reject | self)

nlri-route-type

origin

Description

Metric corresponds to the MED, and metric2 corresponds to the IGP metric if
the BGP next hop loops through another router. You can specify up to four
metric values, metric, metric2, metric3, and metric4.

Requires IBGP or EBGP confederations (third-party next hop must be
advertised).

e discard—The next-hop address is replaced by a discard next hop.

e next-table—The routing device performs a forwarding lookup in the
specified table.

e self~The next-hop address is replaced by one of the local routing device’s
addresses, as determined by the advertising protocol, typically the local IP
address used for the BGP adjacency.

e specify peer-address—The next-hop address is replaced by the peer’s IP
address (import only), typically an advertising routing device or another
directly connected routing device.

For EVPN, NLRI route types range from 1 to 8 (the first octet of the route prefix
in the BGP update message is the EVPN route type).

Multiple route types can be specified in a single policy.

Set the BGP path origin attribute to one of the following values:

e egp—Path information originated in another AS.
e jgp—Path information originated within the local AS.

e ncomplete—Path information learned by some other means.



Table 9: List of Match Conditions for Filtering EVPN Routes (Continued))

Match Condition Description
prefix-list-filter prefix-1ist- Both prefix-1list and prefix-list-filter match conditions are supported.
name match-type prefix-list is similar to prefix-list-filter,with the exception that a match-type

can be specified only with prefix-list-filter. You can specify prefix length
qualifiers for the list of prefixes in the prefix list.

When used with EVPN NRLI route Types 2 and 5, the following are supported:

o from prefix-list-filter [ exact | longer | orlonger ]

route-distinguisher Value of the route-distinguisher (RD).

Filtering BGP EVPN routes based on RD is supported. The RD information is
carried in the prefix of the EVPN route.

route-filter Named route filter or route filter list. You can specify prefix length qualifiers for

the list of routes in the route filter list.

route-filter-list
When used with EVPN NRLI route types 2 and 5, the following are supported:

e from route-filter [ address-mask | exact | longer | orlonger | prefix-

length-range | through | upto ]

When using policy filters to filter EVPN routes, in Junos OS Release 19.4R1 and later, the following
policy actions are supported (that is, they can be specified as the then qualifier in the policy).

Table 10 on page 113 lists actions that can be used when filtering EVPN routes.

Table 10: List of Actions for Filtering EVPN Routes

Action Description
accept Accept a route.
apply-groups group-name Apply a configuration group to a policy. If you specify more than one group

name, the first group listed takes priority over the next, and so on.



Table 10: List of Actions for Filtering EVPN Routes (Continued)

Action

apply-groups-except group-name

as-path-prepend

default-action

next

preference

priority

reject

tag (add | subtract) tag2 (add |
subtract) number

Description

Disable inheritance of a configuration group. This action is useful when you use
the apply-group statement in a policy but also want to override the values
inherited from the configuration group for a specific parameter.

Appends one or more AS numbers at the beginning of the AS path. If you are
specifying more than one AS number, include the numbers in quotation marks.

The AS numbers are added after the local AS number has been added to the
path. This action adds AS numbers to AS sequences only, not to AS sets. If the
existing AS path begins with a confederation sequence or set, the appended AS
numbers are placed within a confederation sequence. Otherwise, the appended
AS numbers are placed with a non-confederation sequence.

Accept or Reject any action log protocol by overriding them. This is a non-
terminating policy action.

Skip to next policy or term.

Sets the BGP local preference attribute for the route. The preference can be a
number from O through 4,294,967,295), with lower numbers being more
preferred. Selected routes are installed into the forwarding table.

Set the priority for route installation: high, low, or medium. High priority routes
are updated first in the in the RIB (routing table) and the FIB (forwarding table),
before medium and low priority routes. Routes are placed in different priority
queues according to the priority.

Rejects the route and does not propagate it. After a route is rejected, no other
terms in the routing policy and no other routing policies are evaluated.

Change the tag value by the specified amount.
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In Junos, routing policies can be used to control Border Gateway Protocol (BGP) route advertisements
and to filter routes using different address families. But, although Ethernet VPN (EVPN) uses BGP to
exchange MAC-IP addresses between different PE routers, differences such as the EVPN route prefix
format and extended community information that is encoded in the BGP update message, mean that
special match conditions are needed to be able to filter EVPN routes.

The examples in this topic show the various router configurations available in Junos for filtering EVPN
routes.

Requirements

EVPN route filtering is supported on MX, VMX, EX, ACX, and QFX devices running Junos Release
19.4R1 or later. It is available at the routing-instance level of the hierarchy (where it is configured with vrf-
export or vrf-import policy), and at the protocols bgp level (in which case you also need to configure vpn-
apply-export for the policy to take effect).


https://www.juniper.net/documentation/en_US/junos/topics/concept/policy-routing-overview.html

Overview
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You can use policy filters to filter EVPN routes, for example to specify particular extended community
attributes. Routes are filtered according to the match conditions you specify in the from qualifier of the
policy. Supported match criteria for EVPN routes include EVPN NLRI type, BGP path attributes, route
distinguishers, EVPN Ethernet Tag, Ethernet Segment Identifier (ESI), and MAC addresses in EVPN Type
2 routes.

The following route filters are also supported: local-preference, as-path, community, next-hop, metric,
and origin.

Actions are taken according to the criteria you specify in the then qualifier specified in the policy.

See "Routing policies for EVPN" on page 108 for a complete list and description of supported match
conditions and actions.

Topology

The following network scenarios show the configuration used for setting up various EVPN match
conditions.

Base Configuration
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CLI Quick Configuration

For EVPN routes, a policy can be applied at the routing-instance level of the hierarchy, or at the protocols
bgp level. The configuration for both is shown below. At the routing-instance level, the policy is applied as
an vrf-export or vrf-import policy. When an export policy is applied at the BGP group level, you must
configure vpn-apply-export for the policy to work properly.



Case 1 shows the mandatory use of the statement vpn-apply-export when a policy is applied at the BGP
level of the hierarchy.

To use the example, you need to navigate to various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode.

To quickly configure the examples, copy the list of commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Case 1: Applying the policy at the protocol BGP level of the hierarchy.

set protocols bgp group evpn-sessions type internal

set protocols bgp group evpn-sessions local-address 10.255.255.4

set protocols bgp group evpn-sessions import bgp-evpn-exp

set protocols bgp group evpn-sessions family evpn signaling

set protocols bgp group evpn-sessions neighbor 10.255.255.1

set protocols bgp group evpn-sessions neighbor 10.255.255.6

set protocols bgp group evpn-sessions neighbor 10.255.255.8

set protocols bgp group evpn-sessions vpn-apply-export

set policy-options policy-statement bgp-evpn-exp term 1 from family evpn

set policy-options policy-statement bgp-evpn-exp term 1 from nlri-route-type 2
set policy-options policy-statement bgp-evpn-exp term 1 from nlri-route-type 3
set policy-options policy-statement bgp-evpn-exp term 1 then community add COM5
set policy-options policy-statement bgp-evpn-exp term 1 then as-path-prepend 999

Case 2 shows the mandatory use of the statements vrf-export and vrf-import when match conditions are
being applied at the routing instances level of the hierarchy.

EVPN uses 8 different route types to extend Layer 2 connectivity. The EVPN NLRI route type is defined
in the first octet of the route prefix field in the BGP update message.

NOTE: In Junos, the following EVPN route types, Type 1 AD per ESI, Type 4 ES, Type 7 IGMP
join, and Type 8 IGMP leave, routes are not specific to a given routing-instance. Instead, they are
automatically added to the default routing-instance table when exported. As a result no routing-
instance vrf-export or vrf-import policies are applied to these route types. If you want to apply
an export policy to these routes, you need to do it at the BGP export level of the hierarchy. The
same is true for importing Type 1 per ESI, Type 4, Type 7, and Type 8 routes (they are
automatically imported into the default-routing instance table). So, to apply an import policy to
these route types, you need to do so at the BGP import level of the hierarchy rather than at the
routing-instance level.



Case 2: Applying the policy at the routing-instance level of the hierarchy.

set
set
set
set
set
set
set
set
set
set
set
set

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

evpa
evpa
evpa
evpa
evpa
evpa
evpa

evpa

protocols evpn
instance-type evpn
vlan-id none
routing-interface irb.600
interface ge-0/0/1.600
route-distinguisher 2:3
vrf-export vrf-exp-pol
vrf-target target:1:1

policy-options policy-statement vrf-exp-pol term 1 from family evpn

policy-options policy-statement vrf-exp-pol term 1 from nlri-route-type 1

policy-options policy-statement vrf-exp-pol term 1 then community add COM11

policy-options policy-statement vrf-exp-pol term 1 then accept

Filtering BGP EVPN routes based on EVPN NLRI type

CLI Quick Configuration

A complete list of set commands used in the example are presented first, followed by the same

commands in step-by-step format, as well as instructions for confirming your configuration. Verification
commands that you can use to see relevant output from a properly configured system are shown at the
end of this topic.

Filtering BGP EVPN routes based on EVPN NLRI type

set policy-options
set policy-options
set policy-options
set policy-options
set policy-options
set protocols bgp
set protocols bgp
set protocols bgp
set protocols bgp
set protocols bgp
set protocols bgp
set protocols bgp
set protocols bgp

policy-statement bgp-evpn-exp term 1 from family evpn
policy-statement bgp-evpn-exp term 1 from nlri-route-type 2
policy-statement bgp-evpn-exp term 1 from nlri-route-type 3
policy-statement bgp-evpn-exp term 1 then community add COM5
policy-statement bgp-evpn-exp term 1 then as-path-prepend 999
group evpn-session type internal

group evpn-session local-address 10.255.255.4

group evpn-session family evpn signaling

group evpn-session export bgp-evpn-exp

group evpn-session neighbor 10.255.255.1

group evpn-session neighbor 10.255.255.6

group evpn-session neighbor 10.255.255.8

group evpn-session vpn-apply-export



Step-by-Step Procedure

To set up the filtering of BGP EVPN routes based on BGP path attributes:

1. Configure the BGP path attributes you want to filter on (enclose multiple types in brackets and
separate with a space) and the action to take on the matching routes.

[edit policy-options policy-statement bgp-evpn-exp]
user@E1# set term 1 from family evpn

user@E1# set term 1 from nlri-route-type [2 3]
user@E1# set term 1 then community add COM5
user@E1# set term 1 then as-path-prepend 999

2. Configure the BGP group protocol session.

[edit protocols bgp group evpn-session ]
user@PE1# set type internal

user@E1# set local-address 10.255.255.4
user@E1# set family evpn signaling
user@E1# set import bgp-evpn-exp
user@PE1# set neighbor 10.255.255.1
user@E1# set neighbor 10.255.255.6
user@PE1# set neighbor 10.255.255.8
user@E1# set vpn-apply-export

Results

To see your configuration results, from configuration mode at the top of the CLI hierarchy, confirm your
configuration by entering the show policy-options policy-statement bgp-evpn-exp, , and show protocols bgp group
evpn-sessions commands. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@PE1# show policy-options policy-statement bgp-evpn-exp
term 1 {
from {
family evpn;
nlri-route-type [ 2 3 1;
}
then {
community add COM5;



as-path-prepend 999;

user@PE1# show protocols bgp group evpn-sessions
group evpn-sessions {
type internal;
local-address 10.255.255.4;
export bgp-evpn-exp;
family evpn {
signaling;
neighbor 10.255.255.1;
neighbor 10.255.255.6;
neighbor 10.255.255.8;
vpn-apply-export;

Filtering BGP EVPN routes based on route distinguisher

CLI Quick Configuration

Route distinguisher (RD) information is encoded in the EVPN route prefix. This example shows how to
filter EVPN routes on the basis of the route distinguisher.

A complete list of set commands used in the example are presented first, followed by the same
commands in step-by-step format, as well as instructions for confirming your configuration. Verification
commands that you can use to see relevant output from a properly configured system are shown at the
end of this topic.

Filtering BGP EVPN routes based on route distinguisher

set policy-options policy-statement bgp-evpn-exp term 1 from family evpn

set policy-options policy-statement bgp-evpn-exp term 1 from route-distinguisher 100:200
set policy-options policy-statement bgp-evpn-exp term 1 then community add COM5

set policy-options policy-statement bgp-evpn-exp term 1 then as-path-prepend 999

set protocols bgp group evpn-session type internal

set protocols bgp group evpn-session local-address 10.255.255.4

set protocols bgp group evpn-session family evpn signaling

set protocols bgp group evpn-session export bgp-evpn-exp

set protocols bgp group evpn-session neighbor 10.255.255.1

set protocols bgp group evpn-session neighbor 10.255.255.6



set protocols bgp group evpn-session neighbor 10.255.255.8

set protocols bgp group evpn-session vpn-apply-export

Step-by-Step Procedure

To set up the filtering of BGP EVPN routes based on route distinguisher:

1. Configure the route distinguisher you want to filter on and the action to take on the matching routes.

[edit policy-options policy-statement bgp-evpn-exp]
user@E1# set term 1 from family evpn

user@E1# set term 1 from route-distinguisher 100:200
user@E1# set term 1 then community add COM5
user@E1# set term 1 then as-path-prepend 999

2. Configure the BGP group protocol session.

[edit protocols bgp group evpn-session ]
user@E1# set type internal

user@E1# set local-address 10.255.255.4
user@E1# set family evpn signaling
user@E1# set export bgp-evpn-exp
user@PE1# set neighbor 10.255.255.1
user@E1# set neighbor 10.255.255.6
user@PE1# set neighbor 10.255.255.8
user@E1# set vpn-apply-export

Results

To see your configuration results, from configuration mode at the top of the CLI hierarchy, confirm your
configuration by entering the show policy-options policy-statement bgp-evpn-exp, show policy-options route-
distinguisher RD1, and show protocols bgp group evpn-sessions commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

user@PE1# show policy-options policy-statement bgp-evpn-exp
term 1 {
from {
family evpn;
route-distinguisher 100:200;



}

then {
community add COM5;
as-path-prepend 999;

user@PE1# show protocols bgp group evpn-sessions
group evpn-sessions {
type internal;
local-address 10.255.255.4;
import bgp-evpn-exp;
family evpn {
signaling;
neighbor 10.255.255.1;
neighbor 10.255.255.6;
neighbor 10.255.255.8;
vpn-apply-export;

Filtering BGP EVPN routes based on EVPN Ethernet Tags

CLI Quick Configuration

EVPN Ethernet Tag information (or vlan-id information) is carried in the prefix of the EVPN route. This
example shows how to filter EVPN routes based on the Ethernet Tag carried in the prefix of the route.
Note that you must include the family evpn qualifier when configuring this filtering option.

A complete list of set commands used in the example are presented first, followed by the same
commands in step-by-step format, as well as instructions for confirming your configuration. Verification
commands that you can use to see relevant output from a properly configured system are shown at the
end of this topic.

Filtering BGP EVPN routes based on EVPN Ethernet Tags

set policy-options policy-statement bgp-evpn-exp term 1 from family evpn

set policy-options policy-statement bgp-evpn-exp term 1 from evpn-tag [ 10 12 13 ]
set policy-options policy-statement bgp-evpn-exp term 1 then community add COM5
set policy-options policy-statement bgp-evpn-exp term 1 then as-path-prepend 999
set protocols bgp group evpn-session type internal

set protocols bgp group evpn-session local-address 10.255.255.4



set protocols bgp group evpn-session family evpn signaling
set protocols bgp group evpn-session export bgp-evpn-exp

set protocols bgp group evpn-session neighbor 10.255.255.1
set protocols bgp group evpn-session neighbor 10.255.255.6
set protocols bgp group evpn-session neighbor 10.255.255.8

set protocols bgp group evpn-session vpn-apply-export

Step-by-Step Procedure

To set up the filtering of BGP EVPN routes based on the EVPN Ethernet Tag:

1. Configure the EVPN Ethernet Tag you want to filter on and the action to take on the matching
routes.

[edit policy-options policy-statement bgp-evpn-exp]
user@E1# set term 1 from family evpn

user@E1# set term 1 from evpn-tag [ 10 12 13 ]
user@E1# set term 1 then community add COM5
user@E1# set term 1 then as-path-prepend 999

2. Configure the BGP group protocol session.

[edit protocols bgp group evpn-session ]
user@E1# set type internal

user@E1# set local-address 10.255.255.4
user@E1# set family evpn signaling
user@PE1# set import bgp-evpn-exp
user@E1# set neighbor 10.255.255.1
user@PE1# set neighbor 10.255.255.6
user@E1# set neighbor 10.255.255.8
user@PE1# set vpn-apply-export

Results

To see your configuration results, from configuration mode at the top of the CLI hierarchy, confirm your
configuration by entering the show policy-options policy-statement bgp-evpn-exp, and show protocols bgp group



evpn-sessions commands. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@PE1# show policy-options policy-statement bgp-evpn-exp
term 1 {
from {
family evpn;
evpn-tag [ 10 12 13 1;

}
then {
community add COM5;
as-path-prepend 999;
}

user@PE1# show protocols bgp group evpn-sessions
group evpn-sessions {
type internal;
local-address 10.255.255.4;
import bgp-evpn-exp;
family evpn {
signaling;
neighbor 10.255.255.1;
neighbor 10.255.255.6;
neighbor 10.255.255.8,;
vpn-apply-export;

Filtering BGP EVPN routes based on ESI

CLI Quick Configuration

You can use Ethernet Segment Identifier (ESI) based policy filters for Type 1, Type 2, Type 4, Type 7, and
Type 8 routes, which are the only types to contain ESI information in the prefix.

A complete list of set commands used in the example are presented first, followed by the same
commands in step-by-step format, as well as instructions for confirming your configuration. Verification
commands that you can use to see relevant output from a properly configured system are shown at the
end of this topic.



Filtering BGP EVPN routes based on ESI

set policy-options policy-statement bgp-evpn-exp term 1 from family evpn
set policy-options policy-statement bgp-evpn-exp term 1 from evpn-esi
00:11:22:33:44:55:66:77:88:99

set policy-options policy-statement bgp-evpn-exp term 1 then community add COM1
set protocols bgp group evpn-session type internal

set protocols bgp group evpn-session local-address 10.255.255.8

set protocols bgp group evpn-session family evpn signaling

set protocols bgp group evpn-session export bgp-evpn-exp

set protocols bgp group evpn-session vpn-apply-export

set protocols bgp group evpn-session neighbor 10.255.255.1

set protocols bgp group evpn-session neighbor 10.255.255.4

set protocols bgp group evpn-session neighbor 10.255.255.6

Step-by-Step Procedure

To set up the filtering of BGP EVPN routes based on the ESI:

1. Configure the EVPN ESI you want to filter on and the action to take on the matching routes.

[edit policy-options policy-statement bgp-evpn-exp]

user@E1# set term 1 from family evpn

user@E1# set term 1 from evpn-esi 00:11:22:33:44:55:66:77:88:99
user@E1# set term 1 then community add COM1

2. Configure the BGP group protocol session.

[edit protocols bgp group evpn-session ]
user@E1# set type internal

user@E1# set local-address 10.255.255.8
user@E1# set family evpn signaling
user@PE1# set export bgp-evpn-exp
user@E1# set vpn-apply-export

user@PE1# set neighbor 10.255.255.1
user@PE1# set neighbor 10.255.255.4
user@PE1# set neighbor 10.255.255.6



Results

To see your configuration results, from configuration mode at the top of the CLI hierarchy, confirm your
configuration by entering the show policy-options policy-statement bgp-evpn-exp, and show protocols bgp group
evpn-sessions commands. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@PE1# show policy-options policy-statement bgp-evpn-exp
term 1 {
from {
family evpn;
evpn-esi 00:11:22:33:44:55:66:77:88:99;

}
then {

community add COMT1;
}

user@PE1# show protocols bgp group evpn-sessions
group evpn-sessions {
type internal;
local-address 10.255.255.8;
family evpn {
signaling;
export bgp-evpn-exp;
vpn-apply-export;
neighbor 10.255.255.1;
neighbor 10.255.255.4;
neighbor 10.255.255.6;

Filtering BGP EVPN Type 2 and Type 5 routes based on IP address.

CLI Quick Configuration

You can use IPv4 or IPv6 addresses embedded in the EVPN prefix field to filter EVPN Type 2 and Type 5
routes. The following prefix-list and route-filter qualifiers are also supported:

e from prefix-list



o from prefix-list-filter [ exact | longer | orlonger ]

e from route-filter [ address-mask | exact | longer | orlonger | prefix-length-range | through | upto ]

e from route-filter-list

A complete list of set commands used in the example are presented first, followed by the same

commands in step-by-step format, as well as instructions for confirming your configuration. Verification
commands that you can use to see relevant output from a properly configured system are shown at the
end of this topic.

Filtering BGP EVPN Type 2 and Type 5 routes based on the IP address

set
set
set
set
set
set
set
set
set
set
set
set
set

Step-by-Step Procedure

policy-options prefix-list pp1 10.1.1.10/32

policy-options prefix-list pp1 10.1.1.11/32

policy-options policy-statement bgp-evpn-exp term 1 from family evpn

policy-options policy-statement bgp-evpn-exp term 1 from prefix-list pp1

policy-options policy-statement bgp-evpn-exp term 1 then community add COM1

protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

bgp
bgp
bgp
bgp
bgp
bgp
bgp
bgp

group
group
group
group
group
group
group
group

evpn-session
evpn-session
evpn-session
evpn-session
evpn-session
evpn-session
evpn-session

evpn-session

type internal
local-address 10.255.255.8
family evpn signaling
export bgp-evpn-exp
vpn-apply-export

neighbor 10.255.255.1
neighbor 10.255.255.4
neighbor 10.255.255.6

To set up the filtering of BGP EVPN Type 2 and Type 5 routes based on the IP address:

1. Create a prefix list to be used in the policy statement.

[ edit policy-options prefix-list pp1]
user@PE1# set 10.1.1.10/32
user@PE1# set 10.1.1.11/32



2. Configure the Type 2 and Type 5 IP address you want to filter on and the action to take on the
matching routes.

[edit policy-options policy-statement bgp-evpn-exp]
user@E1# set term 1 from family evpn

user@E1# set term 1 from prefix-list pp1
user@E1# set term 1 then community add COM1

3. Configure the BGP group protocol session.

[edit protocols bgp group evpn-session ]
user@E1# set type internal

user@E1# set local-address 10.255.255.8
user@E1# set family evpn signaling
user@PE1# set export bgp-evpn-exp
user@E1# set vpn-apply-export

user@PE1# set neighbor 10.255.255.1
user@E1# set neighbor 10.255.255.4
user@PE1# set neighbor 10.255.255.6

Results

To see your configuration results, from configuration mode at the top of the CLI hierarchy, confirm your
configuration by entering the show policy-options policy-statement bgp-evpn-exp, and show protocols bgp group
evpn-sessions commands. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@PE1# show policy-options prefix-list pp1
10.1.1.10/32;
10.1.1.11/32;

user@PE1# show policy-options policy-statement bgp-evpn-exp
term 1 {
from {
family evpn;
prefix-list ppl;
}
then {



community add COMT;

user@PE1# show protocols bgp group evpn-sessions
group evpn-sessions {
type internal;
local-address 10.255.255.8;
family evpn {
signaling;
export bgp-evpn-exp;
vpn-apply-export;
neighbor 10.255.255.1;
neighbor 10.255.255.4;
neighbor 10.255.255.6;

Filtering BGP EVPN Type 2 routes using MAC address

CLI Quick Configuration

You can use the MAC address in EVPN prefix to filter EVPN Type 2 routes.

A complete list of set commands used in the example are presented first, followed by the same
commands in step-by-step format, as well as instructions for confirming your configuration. Verification
commands that you can use to see relevant output from a properly configured system are shown at the
end of this topic.

Filtering BGP EVPN Type 2 routes using MAC address

set policy-options mac-list mfl1 01:87:88:04:50:00
set policy-options mac-list mfl1 02:87:88:04:50:00
set policy-options mac-list mfl1 03:87:88:04:50:00
set policy-options mac-list mfl1 04:87:88:04:50:00
set policy-options mac-list mfl1 05:87:88:04:50:00
set policy-options mac-list mfl1 06:87:88:04:50:00
set policy-options mac-list mfl1 07:87:88:04:50:00
set policy-options mac-list mfl1 08:87:88:04:50:00
set policy-options mac-list mfl1 64:87:88:04:50:00
set policy-options policy-statement bgp-evpn-exp term 1 from family evpn

set policy-options policy-statement bgp-evpn-exp term 1 from mac-filter-list mfl1



set policy-options policy-statement bgp-evpn-exp term 1 then accept
set protocols bgp group evpn-session type internal

set protocols bgp group evpn-session local-address 10.255.255.8
set protocols bgp group evpn-session family evpn signaling

set protocols bgp group evpn-session export bgp-evpn-exp

set protocols bgp group evpn-session vpn-apply-export

set protocols bgp group evpn-session neighbor 10.255.255.1

set protocols bgp group evpn-session neighbor 10.255.255.4

set protocols bgp group evpn-session neighbor 10.255.255.6

Step-by-Step Procedure

To set up the filtering of BGP EVPN Type 2 routes using MAC address:

1. Create the list of the MAC addresses you want to filter on (mfl1 in this example).

[edit policy-options mac-list mfl1]
user@PE1# set 01:87:88:04:50:00;
user@PE1# set 02:87:88:04:50:00;
user@PE1# set 03:87:88:04:50:00;
user@PE1# set 04:87:88:04:50:00;
user@PE1# set 05:87:88:04:50:00;
user@PE1# set 06:87:88:04:50:00;
user@PE1# set 07:87:88:04:50:00;
user@PE1# set 08:87:88:04:50:00;

2. Apply a list of the MAC addresses you want to filter on, and the action you want to take (Accept, in
this example).

[edit policy-options policy-statement bgp-evpn-exp]
user@E1# set term 1 from family evpn
user@E1# set term 1 from mac-filter-list mfl1

user@E1# set term 1 then accept

3. Configure the BGP group protocol session.

[edit protocols bgp group evpn-session ]
user@PE1# set type internal

user@E1# set local-address 10.255.255.8
user@E1# set family evpn signaling



user@PE1# set export bgp-evpn-exp
user@E1# set neighbor 10.255.255.1
user@PE1# set neighbor 10.255.255.4
user@E1# set neighbor 10.255.255.6
user@E1# set vpn-apply-export

Results

To see your configuration results, from configuration mode at the top of the CLI hierarchy, confirm your
configuration by entering the show policy-options mac-list mfl1, show policy-options policy-statement bgp-evpn-
exp, and show protocols bgp group evpn-sessions commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@PE1# show policy-options mac-list mfl1
01:87:88:04:50:00;
02:87:88:04:50:00;
03:87:88:04:50:00;
04:87:88:04:50:00;
05:87:88:04:50:00;
06:87:88:04:50:00;
07:87:88:04:50:00;
08:87:88:04:50:00;

user@PE1# show policy-options policy-statement bgp-evpn-exp
term 1 {
from {
family evpn;
mac-filter-list mfl1;

}

then {
accept;

}

user@PE1# show protocols bgp group evpn-sessions
group evpn-sessions {

type internal;

local-address 10.255.255.8;



family evpn {
signaling;

export bgp-evpn-exp;

vpn-apply-export;

neighbor 10.255.255.1;

neighbor 10.255.255.4;

neighbor 10.255.255.6;

Filtering BGP EVPN Type 2 routes that contain (or do not contain) an IP address

CLI Quick Configuration

EVPN Type 2 routes have a MAC address and can additionally have an IP address (IPv4 or IPvé) in the
prefix. With BGP EVPN Type 2 filters, you can filter Type 2 routes based according to whether it has
only a MAC address, a MAC address and IPv4 address, or a MAC address and IPvé6 address (not a
specific IP address, but any IP address in the prefix). These options are mutually exclusive.

A complete list of set commands used in the example are presented first, followed by the same
commands in step-by-step format, as well as instructions for confirming your configuration. Verification
commands that you can use to see relevant output from a properly configured system are shown at the
end of this topic.

Filtering BGP EVPN Type 2 routes with MAC address only

set policy-options policy-statement bgp-evpn-exp term 1 from family evpn

set policy-options policy-statement bgp-evpn-exp term 1 from evpn-mac-route mac-only
set policy-options policy-statement bgp-evpn-exp term 1 then community add COM1
set protocols bgp group evpn-session type internal

set protocols bgp group evpn-session local-address 10.255.255.8

set protocols bgp group evpn-session family evpn signaling

set protocols bgp group evpn-session export bgp-evpn-exp

set protocols bgp group evpn-session vpn-apply-export

set protocols bgp group evpn-session neighbor 10.255.255.1

set protocols bgp group evpn-session neighbor 10.255.255.4

set protocols bgp group evpn-session neighbor 10.255.255.6

Step-by-Step Procedure

To set up the filtering of BGP EVPN Type 2 routes with MAC address only:



1. Create a policy and the action you want to take.

[edit policy-options policy-statement bgp-evpn-exp]
user@E1# set term 1 from family evpn

user@E1# set term 1 from evpn-mac-route mac-only
user@E1# set term 1 then community add COM1

2. Configure the BGP group protocol session (we use export bgp-evpn-exp here to apply the policy).

[edit protocols bgp group evpn-session ]
user@PE1# set type internal

user@E1# set local-address 10.255.255.8
user@E1# set family evpn signaling
user@PE1# set export bgp-evpn-exp
user@E1# set neighbor 10.255.255.1
user@PE1# set neighbor 10.255.255.4
user@PE1# set neighbor 10.255.255.6

Results

To see your configuration results, from configuration mode at the top of the CLI hierarchy, confirm your
configuration by entering the, show policy-options policy-statement bgp-evpn-exp, and show protocols bgp group
evpn-sessions commands. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@PE1# show policy-options policy-statement bgp-evpn-exp
term 1 {
from {
family evpn;

evpn-mac-route mac-only;

}
then {

community add COMT1;
}

user@PE1# show protocols bgp group evpn-sessions
group evpn-sessions {



type internal;
local-address 10.255.255.8;
family evpn {

signaling;
export bgp-evpn-exp;
vpn-apply-export;
neighbor 10.255.255.1;
neighbor 10.255.255.4;
neighbor 10.255.255.6;

Filtering BGP EVPN routes according to an EVPN extended community

CLI Quick Configuration

BGP EVPN routes can have a set of extended communities carried in the BGP update message path
attribute, and as such, you can use these extended communities for filtering BGP EVPN routes. . The
EVPN specific information included in the extended communities includes encapsulation type, MAC-
mobility information, EVPN split-horizon label,, ESI mode, E-Tree leaf label, and more.

See Border Gateway Protocol (BGP) Extended Communities for the full list of extended communities.

An extended community is an eight-octet value divided into two main sections, and typically uses a
notation of type:administrator:assigned-number. However, to specify EVPN extended communities in
the Junos configuration for BGP EVPN, instead of using a word to specify the type, all values (including
type) are in decimal. Type is 2 octet, with the higher-order octet defining the actual type of extended
community, and the low-order octet defining the community. The sub-type; vall and val2 can be
specified as [2 + 4] octets, or as [4 + 2] octets.

Typical configuration for extended communities in Junos:
e set policy-options community name members type:vall:val2

Specifying an extended community numerically for BGP EVPN configurations in Junos. See BGP MPLS-
Based Ethernet VPN for more information on numerical representations of extended communities.

In the example below, the decimal 780 is used to match the encapsulation extended community (for
example, VXLAN). For 780, the value of the high-order octet of the extended type field is 0x03, which
indicates that it is transitive. The value of the low-order octet of the extended type field is OxOc; thus,
the first 2 octet value is 0x030c, which is where the decimal 780 comes from. The remaining value
fields, where val/lis O and valZis 8, are used to identify VXLAN tunnel type.

The full list of tunnel types related to EVPN is defined in RFC 8365, Section 11 (link below), but some
pertinent ones are listed here:


https://www.iana.org/assignments/bgp-extended-communities/bgp-extended-communities.xhtml
https://tools.ietf.org/html/rfc7432
https://tools.ietf.org/html/rfc7432

e Value 8 = VXLAN Encapsulation

e Value 9 = NVGRE Encapsulation

e Value 10 = MPLS Encapsulation

e Value 11 = MPLS in GRE Encapsulation

e Value 12 = VXLAN GPE Encapsulation

See RFC 5512, Section 4.5, Reserved field and RFC 8365, Section 11 for details.

e set policy-options community name members 780:0:8

A complete list of set commands used in the example are presented first, followed by the same
commands in step-by-step format, as well as instructions for confirming your configuration. Verification
commands that you can use to see relevant output from a properly configured system are shown at the

end of this topic.

Filtering BGP EVPN routes according to the EVPN extended communities

set policy-options
set policy-options
set policy-options
set protocols bgp
set protocols bgp
set protocols bgp
set protocols bgp
set protocols bgp
set protocols bgp
set protocols bgp

community COM5 members 780:0:8

policy-statement bgp-evpn-exp term 1 from community COM5

policy-statement bgp-evpn-exp term 1 then reject

group
group
group
group
group
group
group

Step-by-Step Procedure

evpn-session
evpn-session
evpn-session
evpn-session
evpn-session
evpn-session

evpn-session

type internal
local-address 10.255.255.4
family evpn signaling
export bgp-evpn-exp
neighbor 10.255.255.1
neighbor 10.255.255.6
neighbor 10.255.255.8

To set up the filtering of BGP EVPN routes according to an EVPN extended community:

1. Create a list of the community members you want to filter on, and the action you want to take.

[edit policy-options]
user@E1# set community COM5 members 780:0:8


https://tools.ietf.org/html/rfc5512
https://tools.ietf.org/html/rfc8365

2. Create a list of the community members you want to filter on, and the action you want to take.

[edit policy-options policy-statement bgp-evpn-exp]
user@E1# set term 1 from community COM5
user@E1# set term 1 then reject

3. Configure the BGP group protocol session (we use export bgp-evpn-exp here to apply the policy).

[edit protocols bgp group evpn-session ]
user@PE1# set type internal

user@PE1# set local-address 10.255.255.4
user@E1# set family evpn signaling
user@E1# set export bgp-evpn-exp
user@PE1# set neighbor 10.255.255.1
user@PE1# set neighbor 10.255.255.6
user@PE1# set neighbor 10.255.255.8

Results

To see your configuration results, from configuration mode at the top of the CLI hierarchy, confirm your
configuration by entering the, show policy-options policy-statement bgp-evpn-exp, and show protocols bgp group
evpn-sessions commands. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@PE1# show policy-options community COM5 members
members 780:0:8;

user@PE1# show policy-options policy-statement bgp-evpn-exp
term 1 {
from {
community COM5;
}
then {

reject;



user@PE1# show protocols bgp group evpn-sessions
group evpn-sessions {
type internal;
local-address 10.255.255.4;
family evpn {
signaling;
export bgp-evpn-exp;
vpn-apply-export;
neighbor 10.255.255.1;
neighbor 10.255.255.6;
neighbor 10.255.255.8;

Copying community information from EVPN Type 2 routes into EVPN Type 5 routes

You can use BGP EVPN filtering to include the MAC address (if any) and IPv4 or IPv6 addresses from
EVPN type 2 route advertisements received from remote PEs as EVPN Type 5 routes. Likewise, you can
copy the community information from EVPN Type 2 routes into EVPN Type 5 route that have been
generated from routes in the vrf.inet table(specifically, VPN-IPv4 (AFI/SAFI 1/128), VPN-IPv6 (AFI/SAFI
2/128), IPv4 (AFI/SAFI 1/1) and IPvé (AFI/SAFI 2/1).

To include any contained MAC address and IPv4 or IPvé6 addresses from EVPN Type 2 route
advertisements into EVPN Type 5, enable the following command:

e set routing-instances evpna protocols evpn remote-ip-host-routes no-advertise-community

You can also control which routing attributes are carried between the IP and EVPN routes. In other
words, you can choose which route attributes to include from the import direction when generating IP
routes from EVPN Type 5 routes, and for the export direction, also choose which route attributes to
include when generating EVPN Type 5 routes from IP routes. These route attributes are, as-path,
community, and preference. Note that if you do not explicitly include the community route attribute during
import, due to how Junos handles route attributes in the vrf.inet.0 table, color community information
will not be included (and thus this information not available for the nexthop resolution of the affected
routes).



To include a given route attribute, use the following commands, and set an import or export action,
which can be either allow or skip (here, the import-action is allow):

set routing-instances evpna protocols evpn ip-prefix-routes route-attributes as-path import-
action allow

set routing-instances evpna protocols evpn ip-prefix-routes route-attributes preference import-
action allow

set routing-instances evpna protocols evpn ip-prefix-routes route-attributes community import-

action allow

Results

To see your configuration results, from configuration mode at the top of the CLI hierarchy, confirm your
configuration by entering the, show policy-options policy-statement bgp-evpn-exp, and show protocols bgp group
evpn-sessions commands. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@PE1# show policy-options policy-statement bgp-evpn-exp
term 1 {
from {
family evpn;

evpn-mac-route mac-only;

}
then {

community add COMT;
}

user@PE1# show protocols bgp group evpn-sessions
group evpn-sessions {

type internal;

local-address 10.255.255.8,;

family evpn {

signaling;

export bgp-evpn-exp;

vpn-apply-export;

neighbor 10.255.255.1;

neighbor 10.255.255.4;



neighbor 10.255.255.6;

Verification

IN THIS SECTION

Verifying the various BGP EVPN filtering | 139

Confirm that the configuration is working properly. For each of the examples given above, run a version
of these commands that uses the configuration you want to confirm. The verification example below is
based on the example given for filtering BGP EVPN routes based on the EVPN NLRI type.

Verifying the various BGP EVPN filtering

Purpose

Display information about the BGP EVPN routes filtered according to the specified criteria.

Action

From operational mode on the target device, enter following commands:

user@device> show evpn instance
user@device> show evpn instance extensive
user@device> show evpn database

user@device> show evpn mac-ip-table

From operational mode on PE1, enter following commands:

user@PE1> show route table bgp.evpn.@

user@E1> show route table EVPN-1.evpn.@
user@PE1> show route table default_evpn__.evpn.o
user@E1> show route advertising-protocol bgp
100.100.100.2 table bgp.evpn.o

user@E1> show route advertising-protocol bgp
100.100.100.2 table EVPN-1.evpn.@



user@PE1> show route advertising-protocol bgp
100.100.100.2 table default_evpn__.evpn.o

From operational mode on PE2, enter following commands:

user@E2> show route receive-protocol bgp 100.100.100.1
table bgp.evpn.0

user@PE2> show route receive-protocol bgp 100.100.100.1
table EVPN-1.evpn.0

user@PE2> show route receive-protocol bgp 100.100.100.1
table default_evpn__.evpn.o

user@E2> show route table bgp.evpn.0

user@PE2> show route table EVPN-1.evpn.@

user@PE2> show route table default_evpn__.evpn.o

Routing policies for EVPN | 108

How BGP Communities and Extended Communities Are Evaluated in Routing Policy Match
Conditions

export

import
vpn-apply-export
vrf-export

vrf-import



https://www.juniper.net/documentation/en_US/junos/topics/concept/policy-bgp-communities-extended-communities-evaluation-in-routing-policy-match-conditions.html
https://www.juniper.net/documentation/en_US/junos/topics/concept/policy-bgp-communities-extended-communities-evaluation-in-routing-policy-match-conditions.html

CHAPTER 5

Layer 3 Gateways with Integrated Routing and
Bridging for EVPN Overlays
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Understanding the MAC Addresses For a Default Virtual Gateway in an
EVPN-VXLAN or EVPN-MPLS Overlay Network

In an Ethernet VPN (EVPN) centrally-routed bridging overlay, a device can function as a Layer 3 gateway
on which you can configure integrated routing and bridging (IRB) interfaces. When you configure an IRB
interface with a virtual gateway address (VGA), the device creates a default Layer 3 virtual gateway with
the specified IP address. Through its IRB interface, the default virtual gateway enables the
communication between non-virtualized hosts, virtual machines (VMs), and servers in different VXLANS,
MPLS networks, or IP subnetworks.

When you configure a VGA for an IRB interface, the Layer 3 gateway automatically generates IPv4
media access control (MAC) address 00:00:5E:00:01:01 or IPV6 MAC address 00:00:5E:00:02:01 for
that particular virtual gateway. In this topic, we refer to the virtual gateway MAC address as a virtual
MAC. We refer to the MAC address for the IRB interface as the /RB MAC.

The Layer 3 gateway doesn't include the automatically generated virtual MAC as the source MAC
address in the packets it generates. Instead, the device includes the IRB MAC in:

e Data packets
e The source MAC address field in the outer Ethernet header of:
e Address Resolution Protocol (ARP) replies

o Neighbor advertisement packets
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When an ARP reply includes the IRB MAC as the source MAC address instead of the virtual MAC, in

centrally-routed bridging (CRB) overlays you might see unknown unicast packet flooding throughout the
domain.

For example, consider the EVPN-VXLAN overlay network in Figure 10 on page 142. In this network, an
MX Series router and a QFX10000 switch function as Layer 3 VXLAN gateways, and four QFX5100
switches function as Layer 2 VXLAN gateways. The overlay network also includes three intermediary
Layer 2 switches, in this case, EX4300 switches, with connected hosts.

Figure 10: EVPN-VXLAN Centrally-Routed Bridging Overlay
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On the MX Series router, an IRB interface named irb.1 has MAC address 00:05:85:00:53:01 and VGA
10.2.1.254. The MX Series router automatically generates the MAC address 00:00:5e:00:01:01 for the
default virtual gateway.

In this overlay network, irb.1 on the MX Series router receives an ARP request from host 1. In its ARP
reply, the MX Series router includes the following:

e Source MAC address in outer Ethernet header: 00:05:85:00:53:01 (IRB MAC) — intermediary Layer
2 switch EX1 learns this MAC address.



e Sender MAC address within ARP reply packet: 00:00:5e:00:01:01 (virtual MAC) — intermediary
Layer 2 switch EX1 cannot see this MAC address, and therefore, does not learn it.

When intermediary Layer 2 switch EX1 receives the ARP reply, it learns only the source MAC address
(IRB MAC). As a result, if Host 1 sends packets that include the virtual MAC in the header, EX1 is unable
to find the virtual MAC in its MAC table. Therefore, EX1 floods the domain with unknown unicast
packets.

NOTE: Unknown unicast packet flooding isn't an issue in EVPN edge-routed bridging (ERB)
overlays, where a single layer of QFX10000 switches function as both Layer 3 and Layer 2
gateways. In the ERB overlay, hosts are directly connected to the Layer 3 and Layer 2 gateways.
Also, each IRB interface is typically configured with an IP address and a static MAC address. You
repeat each IRB interface configuration on each gateway in the edge-routed bridging overlay.
With the same MAC address configured for each IRB interface on each gateway, each host uses
the same MAC address when sending inter-subnet traffic regardless of where the host is located
or which gateway receives the traffic. As a result, you don't need to configure a default virtual
gateway. For more information about ERB overlays, see "Example: Configuring an EVPN-VXLAN
Edge-Routed Bridging Fabric with an Anycast Gateway" on page 827.

Starting with Junos OS Release 14.2R5 for MX Series routers and Junos OS Release 15.1X53-Dé63 for
the QFX10000 line of switches, you can explicitly configure an IPv4 or IPv6 MAC address for a default
virtual gateway in EVPN-VXLAN networks. Starting with Junos OS Release 22.1R1 on MX Series
routers, you can similarly configure a default virtual gateway IPv4 or IPvé6 address in an EVPN-MPLS
network. Use the virtual-gateway-v4-mac OF virtual-gateway-v6-mac configuration statement at the [edit
interfaces name irb unit logical-unit-number] hierarchy level.

When you configure these statements, the configured virtual MAC overrides the automatically
generated virtual MAC. For example, refer again to Figure 10 on page 142. When the Layer 3 gateway
MX1 sends data packets, ARP replies, and neighbor advertisement packets, it uses the configured virtual
MAC in the outer Ethernet header of these packets. As a result, the intermediary Layer 2 switch EX1
also learns the configured virtual MAC, which eliminates the possibility that the switch floods the
domain with unknown unicast packets.

NOTE: The MAC address range 02:00:00:00:00:00 through 02:00:00:00:00:FF is used for
internal communication. Don't use addresses in this range if you explicitly configure a virtual
MAC address.

Change History Table



Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

22.1R1 Starting with Junos OS Release 22.1R1 on MX Series routers, you can explicitly configure an IPv4 or
IPv6 MAC address for a default virtual gateway in an EVPN-MPLS network with a CRB overlay.

14.2R5 Starting with Junos OS Release 14.2R5 for MX Series routers and Junos OS Release 15.1X53-Dé63 for
QFX10000 switches, you can explicitly configure an IPv4 or IPv6 MAC address for a default virtual
gateway in an EVPN-VXLAN network . Use the virtual-gateway-v4-mac or virtual-gateway-v6-mac
configuration statement at the [edit interfaces name irb unit Iogical-unit-number] hierarchy level.
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Introduction to EVPN Multihoming

An Ethernet VPN (EVPN) comprises of customer edge (CE) devices that are connected to provider edge
(PE) devices, which form the edge of the MPLS infrastructure. A CE device can be a host, a router, or a
switch. The PE devices provide Layer 2 virtual bridge connectivity between the CE devices. There can be
multiple EVPNs in the provider network. Learning between the PE routers occurs in the control plane
using BGP, unlike traditional bridging, where learning occurs in the data plane.

NOTE: In releases earlier than Junos OS Release 15.1, EVPN functionality support on MX Series
routers was limited to routers using MPC and MIC interfaces only. Starting with Junos OS
Release 15.1, MX Series routers using DPCs can be leveraged to provide EVPN support on the
CE device-facing interface.

DPC support for EVPN is provided with the following considerations:

e DPCs provide support for EVPN in the active-standby mode of operation including support
for the following:

e EVPN instance (EVI)
e Virtual switch
¢ Integrated routing and bridging (IRB) interfaces

e DPCs intended for providing the EVPN active-standby support must be the CE device-facing
line card. The PE device in the EVPN domain must be MPC interfaces or MIC interfaces.

The EVPN multihoming feature enables you to connect a customer site to two or more PE devices to
provide redundant connectivity. A CE device can be multihomed to different PE devices or the same PE
device. A redundant PE device can provide network service to the customer site as soon as a failure is
detected. Thus, EVPN multihoming helps to maintain EVPN service and traffic forwarding to and from
the multihomed site in the event of the following types of network failures:

e PE device to CE device link failure



e PE device failure
e MPLS-reachability failure between the local PE device and a remote PE device

Figure 11 on page 147 illustrates how a CE device can multihomed to two PE routers. Device CE 1 is
multihomed to Routers PE 1 and PE 2. Device CE 2 has two potential paths to reach Device CE 1, and
depending on the multihoming mode of redundancy, only one path or both the paths are active at any
time. The multihoming mode of operation also determines which PE router or routers forward traffic to
the CE device. The PE router forwarding traffic to the CE device (also called a designated forwarder)
uses MPLS LSP or GRE tunnels to forward traffic. If a failure occurs over this path, a new designated
forwarder is elected to forward the traffic to Device CE 1.

Figure 11: CE Device Multihomed to Two PE Routers
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EVPN MPLS Multhoming Features Supported by QFX10000 Switches

Starting in Junos OS 17.4R1, QFX10000 switches support multihoming for EVPN MPLS. Only active-
active multihoming is supported. The following subfeatures are supported:

e ESI configuration (only type O manual configuration and IFD (physical interfaces) are supported)
e Aliasing and label route

e EVPN route Type 4 (Ethernet segment route)

e Extended communities

e BUM traffic

e Designated Forwarder Election (DF) roles: DF and BDF



QFX10000 switches over an MPLS EVPN core only support the default-switch routing instance. An
EVPN instance (EVI) is not supported.

EVPN MPLS Multihoming on ACX5448 Routers

Starting in Junos OS Release 19.4R1, ACX5448 routers support multihoming for EVPN MPLS. Only
active-active multihoming is supported. To enable EVPN active-active multihoming on ACX5448 router,
include the evpn-mh-profile configuration statement at the [edit system packet-forwarding-options firewall-
profile] hierarchy level.

user@host# set system packet-forwarding-options firewall-profile ?
Possible completions:
default-profile Set the profile to support default services.
evpn-mh-profile Set the profile to support evpn-mh

NOTE: After changing the profile and committing it, you need to restart the chassis management
process by issuing the restart chassis-control CLI command to bring up the new profile.

A syslog warning appears to restart the PFE.

Understanding EVPN Multihoming Concepts

Figure 12 on page 149 shows a simple EVPN network topology to define EVPN multihoming concepts. .



Figure 12: Simple EVPN Topology
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Ethernet segment—When a CE device is multihomed to two or more PE routers, the set of Ethernet
links constitutes an Ethernet segment. An Ethernet segment appears as a link aggregation group
(LAG) to the CE device.

The links from Routers PE1 and PE2 to Device CE1 form an Ethernet segment.

In active-standby multihoming, the links that constitute an Ethernet segment form a bridge domain.
In active-active multihoming, an Ethernet segment appears as a LAG to the CE device.

ESI—An Ethernet segment must have a unique nonzero identifier, called the Ethernet segment
identifier (ESI). The ESl is encoded as a 10-octet integer. When manually configuring an ESI value, the
most significant octet, known as the type byte, must be 00. When a single-homed CE device is
attached to an Ethernet segment, the entire ESI value is zero.

The Ethernet segment of the multihomed Device CE1 has an ESI value of
00:11:22:33:44:55:66:77:88:99 assigned. The single-homed Device CE2 has an ESI value of O.

EVI—An EVPN instance (EVI) is an EVPN routing and forwarding instance spanning all the PE routers
participating in that VPN. An EVI is configured on the PE routers on a per-customer basis. Each EVI
has a unique route distinguisher and one or more route targets.

An EVI is configured on Routers PE1, PE2, and PES.



Ethernet tag—An Ethernet tag identifies a particular broadcast domain, such as a VLAN. An EVPN
instance consists of one or more broadcast domains. Ethernet tags are assigned to the broadcast
domains of a given EVPN instance by the provider of that EVPN. Each PE router in that EVPN
instance performs a mapping between broadcast domain identifiers understood by each of its
attached CE devices and the corresponding Ethernet tag.

Ethernet segment route—The PE routers that are connected to a multihomed CE device use BGP
Ethernet segment route messages to discover that each of the PE routers is connected to the same
Ethernet segment. The PE routers advertise the Ethernet segment route, which consists of an ESI
and ES-import extended community.

Routers PE1 and PE2 advertise an ES route with an ES-import extended community (along with other
extended communities like the route target). The PE routers also construct a filter that is based on an
ES-import extended community, which results in only these PE routers importing the ES route and
identifying that they are connected to the same Ethernet segment.

Extended community— An extended community is similar in most ways to a regular community.
EVPNs use extended communities because the 4-octet regular community value does not provide
enough expansion and flexibility. An extended community is an 8-octet value divided into two main
sections.

BUM traffic—This type of traffic is sent to multiple destinations, including broadcast traffic, unknown
unicast traffic that is broadcast in the Ethernet segment, and multicast traffic.

DF—When a CE device is multihomed to two or more PE routers, either one or all of the multihomed
PE routers are used to reach the customer site depending on the multihoming mode of operation.
The PE router that assumes the primary role for forwarding BUM traffic to the CE device is called the
designated forwarder (DF).

BDF—Each router in the set of other PE routers advertising the autodiscovery route per Ethernet
segment for the same ESI, and serving as the backup path in case the DF encounters a failure, is
called a backup designated forwarder (BDF). A BDF is also called a non-DF router.

DF election—On every Ethernet segment, the PE routers participate in a procedure called designated
forwarder election to select the DF and the BDF PE routers.

EVPN Multihoming Mode of Operation

The different modes of operation for EVPN multihoming include:

Single—When a PE router is connected to a single-homed customer site, this mode is in operation.
The single mode is the default mode of operation, and does not require Ethernet segment values to
be configured.



o Active-standby—When only a single PE router, among a group of PE routers attached to an Ethernet
segment, is allowed to forward traffic to and from that Ethernet segment, the Ethernet segment is
defined to be operating in the active-standby redundancy mode.

To configure the active-standby mode, include the ESI value and the single-active statement under
the [edit interfaces] hierarchy level.

NOTE: We don't support active-standby multihoming mode on QFX Series switches or in
EVPN configurations with VXLAN overlays. As a result, if you configure the single-active
option on QFX Series switches or in EVPN-VXLAN configurations, the device ignores that
configuration item.

e Active-active—When all PE routers attached to an Ethernet segment are allowed to forward traffic to
and from the Ethernet segment, the Ethernet segment is defined to be operating in the active-active
redundancy mode.

NOTE: In Junos OS Release 14.2 and earlier, the EX9200 Series switch supports only the
active-standby mode of operation for EVPN multihoming.

NOTE: Starting with Junos OS Release 14.1x53-D30 for QFX5100 switches and Junos OS
Release 18.2R1 for EX4600 switches, these switches support the active-active mode of
operation for EVPN multihoming. In this scenario, QFX5100 and EX4600 switches function
as top-of-rack (ToR) switches in the data center for virtual networks. EVPN multihoming
active-active functionality is used to provide access to the bare-metal servers connected to
the top-of-rack switches.

NOTE: Starting with Junos OS Release 14.1R4, 14.2, 15.1F6, and 16.1R1, Junos OS supports
the active-active mode for EVPN multihoming on MX Series routers.

Starting with Junos OS Releases 16.1R4 and 16.2R2, all EX9200 switches support the active-
active mode for EVPN multihoming.

Starting with Junos OS Releases 17.4R1 QFX10000 switches support the active-active mode
for EVPN multihoming.

To configure the active-active mode, include the ESI value and the all-active statement at the [edit

interfaces] hierarchy level.



Figure 13 on page 152 shows a reference topology for EVPN active-active multihoming. The ESI1
Ethernet segment for Device CE2 is multihomed to Routers PE1, PE2, and PES3. The Ethernet
segment on the CE device can either be configured as a link aggregation group (LAG) or as an ECMP
path. Devices CE1 and CES3 are the single-homed customer edge devices and have an ESI value of O.

Figure 13: Active-Active EVPN Multihoming
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EVPN Multihoming Implementation

The EVPN active-standby multihoming mode of operation provides redundancy for access link failures
and PE node failure for the multihomed CE device, and is based on the EVPN draft-ietf-12vpn-evpn-03.

The Junos OS implementation of the EVPN multihoming active-standby and active-active modes of
operation includes the following:

New BGP NLRIs

To support EVPN multihoming, the following new BGP network layer reachability information (NLRI)
routes have been introduced:

Autodiscovery Route per Ethernet Segment

Autodiscovery Route Features

The autodiscovery route NLRI features include:

e Thisis a Type 1 mandatory route, used for fast convergence and for advertising the split horizon
label. It is also known as the mass withdraw route.



e Type 1 route distinguishers are used with the IP address (loopback) of the originating PE router as
the route distinguisher value.

e This route carries the ESI in the NLRI (nonzero when it is a multihomed PE, zero otherwise).
e The split horizon label is per ESI only, and carries an explicit NULL (O).

e The bit in the active-standby flag field in the ESI label extended community is used for signaling the
active-standby mode (bit set).

e The 3-byte label values in the NLRI and the Ethernet tag is zero.

e This route is advertised and imported by all multihomed and remote PE routers that share the same
EVI on the advertising ESI.

Autodiscovery Route Advertisement

e Active-standby mode

In active-standby mode, the designated forwarder (DF) advertises the autodiscovery route per
Ethernet segment with an ESI MPLS label extended community that has the standby bit set to 1. The
autodiscovery route is advertised per ESI, and the ESI label is set to O when active-standby mode is
in operation.

The autodiscovery route is imported by all the multihomed and remote PE routers that are part of the
EVI. On receiving the autodiscovery route, the PE routers in the network topology learn that active-
standby multihoming mode is in operation for the ESI advertised.

e Active-active mode

In active-active mode, each of the multihomed PE device advertises a mandatory autodiscovery
route per Ethernet segment as in the active-standby state. However, in the active-active state, the
autodiscovery route per Ethernet segment is modified such that the active-standby bit carried in the
MPLS extended community is cleared to indicate that the active-active mode is in operation. The
autodiscovery route per Ethernet segment in the active-active mode also includes the split horizon
label.

In Figure 13 on page 152, for the ESI1 Ethernet segment, Routers PE1, PE2, and PE3 advertise the
autodiscovery route. Router PE4 receives this autodiscovery route.

Autodiscovery Route Withdrawal

The autodiscovery route per Ethernet segment withdrawal may result in mass withdrawal. The mass
withdrawal feature is used when there is a link failure on the ESI, or when the ESI configuration changes.



When the link between a multihomed CE device and a multihomed PE device fails, the PE device
withdraws the autodiscovery route per Ethernet segment. In such a case, the mass withdrawal feature is
handled in the following ways by the other PE devices:

e Remote PE device

When a remote PE device receives the BGP update for mass withdrawal, the following is performed
at the remote PE device:

1. The current next hop to reach the remote ESI or CE device is deleted.

2. A new next hop through the remaining multihomed PE devices is created to reach the remote ESI
or CE device.

3. All the MAC routes behind the CE device are updated with the newly created next hop.

Starting with Junos OS Release 17.4R1, Junos OS supports Dynamic List Next Hops in an EVPN
network. Now when the link between the CE device and a multihome PE device fails, the next hop to
the ESI or CE is updated, thus reducing the need for a mass withdrawal. For more information on
enabling Dynamic List Next Hop, see "Configuring Dynamic List Next Hop" on page 471.

e Other multihomed PE device

As a result of the mass withdrawal, load balancing on the multihomed CE device happens because of
the following:

¢ When the other multihomed PE devices receive the same set of MAC addresses on the link to the
concerned ESI.

In this case, the local routes are preferred. If the remote routes learned from the DF PE device
gets withdrawn, it does not affect routes pointing to the local ESI.

e When the other multihomed PE devices have not received the same set of MAC addresses on the
link to the concerned ESI.

In this case, the PE devices install the MAC routes pointing to the concerned ESI, although the
MACs are remotely learned from the DF PE device. When the DF PE device withdraws these
routes, the withdrawn routes are flushed. Packets that are destined to the flushed MAC addresses
are flooded on all the local segments.

Ethernet Segment Route

Ethernet Segment Route Features

The Ethernet segment route NLRI features include:



e This is a Type 4 route. The purpose of this route is to enable the PE routers connected to the same
Ethernet segment to automatically discover each other with minimal configuration on exchanging
this route.

e This route is associated with an ES-import extended community with an ESI value condensed to 6
bytes, similar to a route target.

e This route is advertised and imported only by PE routers that are multihomed on the advertising
Ethernet segment.

Ethernet Segment Route Advertisement

The Ethernet segment route is exchanged among all the PE routers within a data center with the ES-
import extended community. The ES-import extended community is constructed based on the ESI PE
routers that are multihomed, and the Ethernet segment route carries the ESI value related to the
Ethernet segment on which the PE routers are multihomed.

The Ethernet segment routes are filtered based on the ES-import extended community, such that only
the PE routers that are multihomed on the same Ethernet segment import this route. Each PE router
that is connected to a particular Ethernet segment constructs an import filtering rule to import a route
that carries the ES-import extended community.

Autodiscovery Route per EVPN Instance

In active-active mode, each of the multihomed PE devices advertise an autodiscovery route per EVPN
instance (EVI) with a valid MPLS label. This route is advertised per ESI and is imported by the remote PE
devices. The MPLS label included in the autodiscovery route per EVI is used later for aliasing.

New Extended Communities

An extended community is similar in most ways to a regular community. Some networking
implementations, such as virtual private networks (VPNs), use extended communities because the 4-
octet regular community value does not provide enough expansion and flexibility. An extended
community is an 8-octet value divided into two main sections.

To support active-standby multihoming, the following extended communities have been introduced:

ESI-Import

This extended community is attached to the ES route, and is populated from the ESI-import value
extracted from the configured ESI value under the interface. To solve the problem of a conflict with
another regular route target, the type is set to 0x06, which has been allocated by IANA.



The ESl-import extended community route target populates the list of import route targets configured
for the special instance from where the ES route using this community is advertised.

Therefore, incoming ESI routes with the same ESI-import value in the extended community are imported
by the PE routers, if the PE router is configured with an Ethernet segment that has the same ESI value.
Once the PE router receives a set of these ESI routes that have the same ESI-import extended
community value, the DF and BDF election can be done locally.

NOTE: When the ESI-import extended community is not created implicitly, a policy must be
configured to attach all the route targets to the autodiscovery route per Ethernet segment.

Split Horizon

With reference to Figure 13 on page 152 for example, when a CE device that is multihomed to two or
more PE devices on an Ethernet segment (ESI1) and operating in the active-active redundancy mode
sends a BUM packet to one of the non-DF PE devices (say PE1), then Device PE1 forwards that packet
to all or a subset of the other PE devices in that EVPN instance, including the DF PE device for that
Ethernet segment. In this case the DF PE device that the CE device is multihomed to drops the packet
without forwarding it back to the CE device. This filtering is referred to as split horizon.

e Split horizon signaling

The split horizon extended community is attached to the autodiscovery route per Ethernet segment.
The value of the extended community is the split horizon or the Poisson label itself, which is 3 bytes,
and is advertised as an opaque attribute.

e Split horizon advertisement

¢ In active-standby mode, the standby bit in the split horizon extended community is set to 1, and
the ESI split horizon label is set to O.

¢ In the active-active mode, the split horizon extended community is modified to clear the standby
bit to O and includes a valid ESI label used for split horizon purposes.

e Split horizon MPLS routes

The DF PE device advertises an autodiscovery route per Ethernet segment with a split horizon label
A, and an inclusive multicast route with label B for BUM traffic forwarding. On the DF, the BUM
packet from the core can come with following labels:

o When the non-DF PE devices receive a BUM packet on their single-homed ESls, the BUM packet
is sent to the DF PE device with multicast label B.



e When the non-DF PE devices receive a BUM packet on ESI1, the BUM packet is sent to the DF
PE device with two MPLS labels — the multicast label B as the outer label, and the split horizon
label A as the inner label.

In the EVPN multihoming scenario, the multicast label B has the S-bit set to 1 when it is the only
label in the label stack. In this case, the BUM packet needs to be flooded on all the local ESIs on the
DF PE device. But the label B has the S-bit set to O when split horizon label A is the innermost label
in the label stack. In this case, the BUM packets need to be flooded on all local ESls on the DF PE
device, except the ESI that maps to the split horizon label A.

Assuming that packets originated from a multihomed CE device to a non-DF PE device on
multihomed segment ESI1, when the non-DF PE device sends this packet to the DF PE device, the
ESI label that the DF advertised to the non-DF PE device in its autodiscovery route per Ethernet
segment is pushed first. The non-DF PE device also pushes the inclusive multicast label that the DF
PE device advertised in its inclusive multicast route and further pushes the LSP label. The MPLS
header thus contains two labels within a 32-bit field.

The base EVPN functionality uses a table-next hop to stitch the MPLS table with its corresponding
EVPN EVI table. In the EVPN EVI table, the mac-lookup is performed to switch the packet.

The following routes are programmed in the mpls.O table for EVPN multicast:
e The (multicast-label, S=1) route points to the EVPN-EVI table-next hop.

e The (multicast-label, S=0) route points to the MPLS table-next hop. This route loops the packet
back to the MPLS table after popping the multicast-label.

e The (split horizon-label) route points to the EVPN-EVI table-next hop. This is the same table-next
hop that is used by the multicast-label, S=1 route.

New EVPN Route Types

EVPN multihoming mode supports the following EVPN route types:
e Autodiscovery route per Ethernet segment

e Autodiscovery route per EVPN instance (EVI)

e Ethernet segment route

These route types conform to the following naming convention:
<route-type>:<RD>: :<esi>: :<route-specific>/304

For example:

1. Autodiscovery route per Ethernet segment—1:10.255.0.2:0::112233445566778899: :0/304



2. Autodiscovery route per EVI—1:100.100.100.1:1::22222222222222222222: :0/304
3. Ethernet segment route—4:10.255.0.1:0::112233445566778899:10.255.0.1/304
where:
e route-type—Type of EVPN route.
e 1—Autodiscovery route per Ethernet segment.
e 1—Autodiscovery route per EVI.
o 4—Ethernet segment route.
e 5—Route with VXLAN/MPLS encapsulation
e RD—Route distinguisher value.
The route distinguisher value is set to the IP address of the PE router followed by O.

o esi—Ethernet segment identifier. Displayed as 10 bytes of hexadecimal bytes, and leading 00 bytes
are not displayed.

e route-specific—Differs per route type.

e Autodiscovery route per Ethernet segment and autodiscovery route per EVI—This value is an
MPLS label.

NOTE: The MPLS label is displayed in the extensive output, although it is not included in
the prefix.

e Ethernet segment route—This value is the originating IP address.

e 304—Maximum number of bits in an EVPN route. This is not very useful information and could be
removed from the display. However, it might be useful in quickly identifying an EVPN route, either
visually or with match operators.

Multihomed Proxy MAC and IP Address Route Advertisement

Starting in Junos OS Release 18.4R1, Junos sends proxy MAC and IP Address route advertisement from
PEs that are multihomed to a CE device. Junos uses a proxy flag in the EVPN layer 2 attributes extended
community to identify the message as a proxy MAC and IP Address advertisement. A PE that learns of a
MAC and IP Address sends a normal EVPN type 2 (MAC and IP Address) route advertisement. The other
PEs on the Ethernet Segment that learns of the new route from the remote PE now send a MAC and IP
Address route message with the proxy bit set. If the MAC and IP address entry ages out or if the link
between the PE and CE fails, the entries has to be relearned and traffic can be lost. This prevents traffic



loss when one of the connections to a leaf device fails. Multihomed Proxy MAC is automatically
enabled.

Update to the MAC Forwarding Table

In active-standby EVPN multihoming, the MAC addresses are treated as routable addresses, and the
MP-IBGP protocol is used to carry the customer MAC addresses. MAC learning at the PE routers does
not occur in the data plane but in the control plane. This leads to more control applied in terms of the
learning mechanism.

A PE router performs MAC learning in the data plane for packets coming from a customer network for a
particular EVI. For CE MAC addresses that are behind other PE routers, the MAC addresses are
advertised in BGP NLRI using a new MAC advertisement route type.

The MAC learning is of two types:

e Local MAC learning—PE routers must support the local MAC learning process through standard
protocols.

¢ Remote MAC learning—Once the local learning process is completed, the PE routers can advertise
the locally learned MAC address to remote PE router nodes through MP-IBGP. This process of
receiving the remote MAC addresses of attached customers through MP-IBGP is known as the
remote MAC learning process.

The MAC advertisement route type is used to advertise locally learned MAC addresses in BGP to
remote PE routers. If an individual MAC address is advertised, the IP address field corresponds to that
MAC address. If the PE router sees an ARP request for an IP address from a CE device, and if the PE
router has the MAC address binding for that IP address, the PE router performs ARP proxy and responds
to the ARP request.

NOTE: The ARP proxy is performed only for the gateway and not for the host.

The MPLS label field depends on the type of allocation. The PE router can advertise a single MPLS label
for all MAC addresses per EVI, which requires the least number of MPLS labels and saves the PE router
memory. However, when forwarding to the customer network, the PE router must perform a MAC
lookup which can cause a delay and increase the number of CPU cycles.

Traffic Flow

In EVPN multihoming, traffic flow is performed in the forwarding-plane. Flood routes are created for
flooding the packets, and are used in the following scenarios:

o When a packet is received on a local ESI



When a packet is received from the core

The traffic flows in EVPN multihoming can be based on the two traffic types:

Unicast traffic

Unicast traffic is a point-to-point communication with one sender and one receiver. In a multihomed
EVPN, unicast traffic is forwarded as follows:

e In active-standby mode
e CE to core—Traffic is learned and forwarded by the DF PE router.

e Core to CE—The remote PE router learns the MAC addresses from the DF, and forwards all
unicast traffic to the DF PE router.

e |n active-active mode
e CE to core—Traffic is load-balanced to all the connected multihomed PE devices.

e Core to CE—Traffic from the remote PE devices is load-balanced to all the multihomed PE
devices connected to the remote CE device.

BUM traffic

Traffic that is sent to multiple destinations, including broadcast traffic, unknown unicast traffic that is
broadcast in the Ethernet segment, and multicast traffic is known as BUM traffic. In a multihomed
EVPN, BUM traffic is forwarded as follows:

e |n active-standby mode

o CE to core—The CE device floods any BUM traffic to all the links in the Ethernet segment. The
DF PE router with the active path forwards the BUM packets to the core. The BDF PE router
in the standby mode drops all the traffic from the CE device, because the EVPN multihomed
status of the interface is in blocking state. However, if the CE device is connected to the PE
devices using separate links or LAGs, the BUM traffic reaches both the DF and BDF PE
devices.

e Core to CE—The remote PE routers flood all BUM traffic to both the DF and BDF PE routers.
Only the DF forwards the BUM traffic to the CE device. The BDF PE router drops all the
traffic, because the EVPN multihomed status of the interface is in blocking state.

e |n active-active mode

Based on the requirements, flooding and switching among local ESls can be enabled or disabled in
the active-active mode. This is referred to as the no-local-switching behavior.

The core of EVPN service provides a full-mesh connectivity among the multihomed PE devices.
Because of this, EVPN uses split horizon in the core, so a packet received from the core is never



switched or flooded back to the core. Instead, ingress replication is used to replicate the packets

to the remote PE devices.

To flood packets to remote PE devices, the multicast and the split horizon next hops are used. The
multicast next hop tunnels the packet with the inclusive multicast label, and the split horizon next

hop tunnels the packet with a multicast-label and a split horizon label. One such next hop is
required per multihomed ESI per remote PE device.

The following flood routes are used in the active-active mode:

All-CE flood route
This flood route is used by the local ESls for the following:
¢ Flooding the packet on the local ESIs (when local-switching is allowed).

¢ Flooding the packet to the remote PE devices. The remote PE devices flood the packet on
their local ESls.

Because BUM traffic is forwarded only by the Designated Forwarder (DF), and not by the non-
DF multihomed PE devices, the non-DFs use the split horizon next hop to flood this packet to
other PE devices. However, the multihomed local ESIs for which the PE device is a non-DF
does not participate in the flooding.

The all-CE flood route is not used by the non-DF ESls, and the next hop for these flood routes
is created accordingly. In such cases, the non-DF ESI flood route is used.

AllI-VE flood route

This flood route is used when the packet is received from the core. It is used for flooding the
packet received from the core to the local ESls. Because the packet received from the core can
come with multicast-label only or with both multicast-label and split horizon label, appropriate
forwarding rules must be followed to drop the packet on the multihomed ESI that maps to the
split horizon label.

Non-DF flood route
This flood route is used for the following:
o Flooding the packet on the local ESls.

e Flooding the packet to the remote PE devices using ingress replication with SH-label for
the DF for the ESI.



Aliasing

Starting in Junos OS Release 15.1, Junos OS supports aliasing in an EVPN. Aliasing is the ability of a
remote PE device to load balance Layer 2 unicast traffic on all the other PE devices that have same
Ethernet segment towards a CE device.

Aliasing in the Active-Active Mode

In Figure 13 on page 152, aliasing in the active-active mode works as follows:

1. ESI1 is configured on Routers PE1, PE2, and PES3. Routers PE1, PE2, and PE3 advertise the
autodiscovery route per Ethernet segment for ESI1.

2. Device CE1 sends Layer 2 traffic with source MAC address (MAC1) to Router PE1.
3. Router PE1 learns the MAC1 address on (ESI1, vlan X) and advertises it to all PE routers using BGP.
4. Router PE4 receives the MAC1 route through BGP.

5. Because Router PE4 also received the autodiscovery route per EVI from Routers PE2 and PE3, it
knows that MAC1 must be reachable through Routers PE2 and PE3. Router PE4 builds its forwarding
state to load-balance the Layer 2 traffic for MAC1 among Routers PE1, PE2, and PE3.

Aliasing and Autodiscovery Routes

Autodiscovery routes from Routers PE2 and PE3 can come in any order. As a result, these routes are
installed by the Layer 2 process as follows:

1. After receiving MAC1 from Router PE1, and if any autodiscovery routes have not been received by
Router PE4, MAC1 is programmed by PE4 with a next hop pointing toward Router PE1. When PE4
receives the autodiscovery route from Router PE2 for the same ESI, the next hop is installed so the
traffic for MAC1 is load-balanced to Routers PE1 and PE2. When PE4 receives the autodiscovery
route from Router PE3 for the same ESI, the next hop is updated to load-balance the traffic for
MAC1 among Routers PE1, PE2, and PE3.

2. If Router PE4 has already received the autodiscovery routes from more than one PE device (PE1,
PE2, and PE3), PE4 installs the MAC routes with the multi-destination next hop.

Aliasing and Label Route

Any PE device that advertises the autodiscovery route per EVI with a valid MPLS label programs the
advertised label in the mpls.O routing table. For instance, if Router PE2 advertised the autodiscovery
route per EVI with label A, the mpls.O entry is as follows:

Label A route points to the EVPN-EVI table-next hop.



When the remote Router PE4 sends a unicast data packet toward Router PE2 with this label A, lookup is
done in Router PE2’s forwarding table, and as a result of this lookup, the packet is forwarded on ESI1.

Aliasing and Unicast Packet Forwarding

When the unicast packets for MAC1 come from the remote Router PE4 to Router PE2, there could be
two cases:

e Router PE2 also received the same set of MACs on its link to ESI1—In this case, local routes are
preferred and as a result of the MAC lookup, packets are forwarded to ESI1.

e Router PE2 has not received the same set of MACs on its link to ESI1—In this case, Router PE2 still
installs MAC routes pointing to ESI1, although MACs are remotely learned from Router PE1. As a
result, the packets are forwarded to ESI1.

EVPN Active-Active Multihoming and Multichassis Link Aggregation

When a CE device is configured with a LAG toward the PE devices, the following two options are
available to run LACP on the PE devices:

e Configure the same LACP system ID on all the PE devices.
o Configure multichassis link aggregation on the PE devices.

When multichassis link aggregation is configured with EVPN, a reduced set of procedures for active-
active multichassis link aggregation are required. These procedures provide link and node level
redundancy. The multichassis link aggregation is completely transparent to the CE device, and is realized
as pure LAG. Multichassis link aggregation operates at the port level as well. This essentially means that
if multichassis link aggregation is configured as active-active, all VLANs on the multichassis link
aggregation ports work in the active-active multihoming mode.

When multichassis link aggregation is configured along with EVPN, the following is considered:

e Both multichassis link aggregation and EVPN ESI must be enabled to work in the active-active mode
only.

e The following functions are not required for multichassis link aggregation with EVPN:
e Mac synchronization—This is performed in the BGP control plane of EVPN.
e |CL linking—This is handled by the aliasing feature of EVPN.

e ARP synchronization—This is handled by the BGP control plane with IRB functionality.



EVPN Active-Active Multihoming and IRB

When IRB is configured, the EVPN routes contain both MAC and IP information. The active-active
multihoming requires ARP synchronization among the multihomed PE devices because the ARP
responses can get hashed to a particular PE device.

Sample Configuration

The following is a sample configuration for EVPN active-standby multihoming on the following types of
interfaces:

e Ethernet interface configuration

ge-0/1/2 {
encapsulation ethernet-bridge;
esi XX:XX:XX:XX:XX:XX:XX:XX: XX XX;
unit @ {
family bridge;

¢ Single VLAN interface configuration

ge-0/1/3 {
encapsulation extended-vlan-bridge;
esi XX:XX:XX:XX:XX:XX: XX XX: XX XX;
vlan-tagging
unit 0 {
family bridge;
vlan-id 1;

NOTE:

e An ESI value of 0 and all FFs are reserved and are not used for configuring a multihomed
Ehernet segment.



¢ Two interfaces in the same EVI cannot be configured with the same ESI value.

The following is a sample routing instance configuration for EVPN active-standby multihoming:

e Routing instance configuration

routing-instances {
evpn-0 {

instance-type evpn;
route-distinguisher value;
vrf-target value;
vlan-id vlan-ID,
interface ge-0/1/2.0;
interface ge-1/1/1.0;
interface ge-2/2/2.0;

protocols {
evpn {

designated-forwarder-election-hold-time time;

NOTE: With the active-standby mode configuration, the autodiscovery route per Ethernet
segment is advertised with the active-standby bit set to 1 for each Ethernet segment.

Designated Forwarder Election

The following sections discuss DF election:

DF Election Roles

The designated forwarder (DF) election process involves selecting the designated forwarder (DF) PE
router and the backup designated forwarder (BDF) or a non-DF (non-designated forwarder PE router
roles.

e DF—The MAC address from the customer site is reachable only through the PE router announcing
the associated MAC advertisement route. This PE router is the primary PE router that is selected to



forward BUM traffic to the multihomed CE device, and is called the designated forwarder (DF) PE
router.

BDF—Each PE router in the set of other PE routers advertising the autodiscovery route per Ethernet
segment for the same ESI, and serving as the backup path in case the DF encounters a failure, is
called a backup designated forwarder (BDF) or a non-DF (non-designated forwarder) PE router.

As a result of the DF election process, if a local PE router is elected as the BDF, the multihomed
interface connecting to the customer site is put into a blocking state for the active-standby mode.
The interface remains in the blocking state until the PE router is elected as the DF for the Ethernet
segment that the interface belongs to.

DF Election as Per RFC 7432

DF Election Procedure

The default procedure for DF election at the granularity of the ESI and EVI is referred to as service
carving. With service carving, it is possible to elect multiple DFs per Ethernet segment (one per EVI) in
order to perform load-balancing of multidestination traffic destined for a given Ethernet segment. The
load-balancing procedures carve up the EVI space among the PE nodes evenly, in such a way that every
PE is the DF for a disjoint set of EVIs.

The procedure for service carving is as follows:

1.

When a PE router discovers the ESI of the attached Ethernet segment, it advertises an autodiscovery
route per Ethernet segment with the associated ES-import extended community attribute.

The PE router then starts a timer (default value of 3 seconds) to allow the reception of the
autodiscovery routes from other PE nodes connected to the same Ethernet segment. This timer value
must be the same across all the PE routers connected to the same Ethernet segment.

The default wait timer can be overwritten using the designated-forwarder-election-hold-time
configuration statement.

. When the timer expires, each PE router builds an ordered list of the IP addresses of all the PE nodes

connected to the Ethernet segment (including itself), in increasing numeric order. Every PE router is
then given an ordinal indicating its position in the ordered list, starting with O as the ordinal for the
PE with the numerically lowest IP address. The ordinals are used to determine which PE node is the
DF for a given EVI on the Ethernet segment.

The PE router that is elected as the DF for a given EVI unblocks traffic for the Ethernet tags
associated with that EVI. The DF PE unblocks multidestination traffic in the egress direction toward
the Ethernet segment. All the non-DF PE routers continue to drop multidestination traffic (for the
associated EVIs) in the egress direction toward the Ethernet segment.



In Figure 13 on page 152, the election of the DF for active-active multihoming is performed among
Routers PE1, PE2, and PE3. As a result of this DF election, each one of these routers can become the DF
for a particular VLAN from a range of VLANs configured on ESI1. The DF is responsible for forwarding
BUM traffic on that ESI and VLAN for which it is elected as the DF. The non-DF PE routers block the
BUM traffic on that particular Ethernet segment.

DF Election Trigger

In general, a DF election process is triggered in the following conditions:

e When an interface is newly configured with a nonzero ESI, or when the PE router transitions from an
isolated-from-the-core (no BGP session) state to a connected-to-the-core (has established BGP
session) state, a wait timer is imposed. By default, the interface is put into a blocking state until the
PE router is elected as the DF.

e After completing a DF election process, a PE router receives a new Ethernet segment route or
detects the withdrawal of an existing Ethernet segment route, without an imposed wait timer.

e When an interface of a non-DF PE router recovers from a link failure, the PE router has no
knowledge of the wait time imposed by other PE routers. As a result, no wait timer is imposed for the
recovered PE router to avoid traffic loss.

Preference-Based DF Election

The DF election based on RFC 7432 does not meet some of the operational requirements needed by
some service providers. As a solution to this, starting with Junos OS Release 17.3, the DF election in a
multihoming EVPN network can be controlled by using an administrative preference value for an ESI.

In the default DF election procedure (as specified in RFC 7432), the DF is elected randomly from one of
the multihoming devices with modulo operation. With the preference-based DF election, the DF is
elected manually using interface configuration options, such as the preference value, the Don't Preempt
(DP) bit, and router ID or loopback address.

Preference-Based DF Election Procedure

The preference-based DF election is supported on EVPN and PBB-EVPN, and allows for manually
electing a DF. This is useful when there is a need to choose the DF based on interface attributes, such as
the bandwidth associated with an interface.

The preference-based DF election is executed as follows:

1. The DF election type and preference value are configured under an ESI. By default, the preference-
based DF election type is based on the modulo (MOD) operation.



2. The configured preference value and DP bit are advertised to the multihoming PE devices using the
DF election extended community in the Type 4 routes.

3. After receiving the Type 4 route, the PE device builds the list of candidate DF devices, in the order of
the preference value, DP bit, and IP address.

4. When the DF timer expires, the PE device selects the DF based on the highest preference value.

By default, the DF is elected based on highest preference per EVI. However, the preference-based
DF election allows for electing the DF based on the lowest preference value when the designated-
forwarder-preference-least statement is included at the [edit routing-instances routing-instance-name
protocols evpn] hierarchy level.

NOTE: The designated-forwarder-preference-least configuration should be the same on both the
multihoming EVIs; otherwise there can be two DFs causing traffic loss or loop.

5. When the same preference value is configured, then the PE device selects the DF based on the DP
bit. When the DP bit is also the same, the DF is elected based on the lowest IP address.

DF Election Algorithm Mismatch

When there is a mismatch between a locally configured DF election algorithm and a remote PE device's
DF election algorithm, then all the PE devices should fall back to the default DF election as specified in
RFC 7432.

DF Election Algorithm Migration

During the migration of the old DF election to the new DF election, it is expected to change the
configuration during the maintenance window by bringing down the ESI, and changing the DF election
algorithm.

To do the migration, do the following:

1. After a software upgrade, on the non-DF device bring down all the interfaces that have the same ESI.
2. Configure the new DF election algorithm on the DF PE.

3. Configure the DF election algorithm on other multihoming PE devices.

4. Bring up all the interfaces on the non-DF PE devices.



Changing Preference for Maintenance

After migrating the DF election algorithm, and all the multihoming PE device are running the preference-
based DF election algorithm, maintenance tasks required on the existing DF can be executed by simply
changing the configured preference value. This changes the DF for a given ESI.

To change the DF for a given ESI:
1. Change the preference value to a higher value on the current non-DF device.

2. Change the preference value to a lower value on the current DF device.

NOTE: Changing the preference value for an ESI can lead to some traffic loss during the short
duration required to integrate the delay in the updated BGP route propagation with the new
preference value.

DF Election for Virtual Switch

The virtual switch allows multiple bridge domains in a single EVPN instance (EVI). The virtual switch also
supports trunk and access ports. Junos OS allows flexible Ethernet services on the port; therefore
different VLANs on a single port can be part of different EVIs.

The DF election for virtual switch depends on the following:

e Port mode—Sub-interface, trunk interface, and access port

e EVI mode—Virtual switch with EVPN and EVPN-EVI

In the virtual switch, multiple Ethernet tags can be associated with a single EVI, wherein the numerically

lowest Ethernet tag value in the EVI is used for the DF election.

Handling Failover

A failover can occur when:

e The DF PE router loses its DF role.

e There is a link or port failure on the DF PE router.

On losing the DF role, the customer-facing interface on the DF PE router is put in the blocking state.

In the case of link or port failure, a DF election process is triggered, resulting in the BDF PE router to be
selected as the DF. At that time, unicast traffic and BUM flow of traffic are affected as follows:



Unicast Traffic

e CE to Core—The CE device continues to flood traffic on all the links. The previous BDF PE router
changes the EVPN multihomed status of the interface from the blocking state to the forwarding
state, and traffic is learned and forwarded through this PE router.

e Core to CE—The failed DF PE router withdraws the autodiscovery route per Ethernet segment and
the locally-learned MAC routes, causing the remote PE routers to redirect traffic to the BDF.

NOTE: The transition of the BDF PE router to the DF role can take some time, causing the EVPN
multihomed status of the interface to continue to be in the blocking state, resulting in traffic loss.

BUM Traffic

o CE to Core—All the traffic is routed toward the BDF.

e Core to CE—The remote PE routers flood the BUM traffic in the core.

ESls on Physical, Aggregated Ethernet, and Logical Interfaces

In releases before Junos OS Release 15.1F6 and 17.1R1 for MX Series routers and Junos OS Release
17.3R1 for EX9200 switches, you can specify an ESI only on a physical or aggregated Ethernet interface,
for example, set interfaces ae@ esi 00:11:22:33:44:55:66:77:88:99. If you specify an ESI on a physical or
aggregated Ethernet interface, keep in mind that an ESI is a factor in the designated forwarder (DF)
election process. For example, assume that you configure EVPN multihoming active-standby on
aggregated Ethernet interface ae0, and given the ESI configured on ae0 and other determining factors,
the DF election results in ae0 being in the down state. Further, all logical interfaces configured on
aggregated Ethernet interface ae0, for example, set interfaces ae@ unit 1 and set interfaces ae@ unit 2 are
also in the down state, which renders logical interfaces ae0.1 and ae0.2 unable to provide services to
their respective customer sites (VLANS).

To better utilize logical interfaces in EVPN multihoming active-standby or active-active mode, starting
with Junos OS Releases 15.1F6 and 17.1R1 for MX Series routers and Junos OS Release 17.3R1 for
EX9200 switches, you can specify an ESI on a logical interface. As a result, even if a logical interface is a
non-DF, other logical interfaces on the same physical or aggregated Ethernet interface are still able to
provide services to their respective customer sites (VLANS).

For more information, see "Example: Configuring an ESI on a Logical Interface With EVPN Multihoming"
on page 454.



Automatically Generated ESls

Starting with Junos OS Release 18.4R1, you can configure aggregated Ethernet interfaces and
aggregated Ethernet logical interfaces to automatically derive ESls from the LACP configuration. We
support this feature in the following environments:

e On Juniper Networks devices that support this feature and are multihomed in active-active mode in
an EVPN-VXLAN overlay network.

e On Juniper Networks devices that support this feature and are multihomed in active-standby or
active-active mode in an EVPN-MPLS overlay network.

For more information, see "Understanding Automatically Generated ESls in EVPN Networks" on page
174.

Convergence in an EVPN Network

When there are changes in the network topology in a large-scale EVPN system, the convergence time
might be significant. You can prioritize NLRI updates that are critical to route selection in routing policies
to improve convergence. Table 11 on page 171 lists the NLRI route types and the priority that must be
configured in the routing policy.

Table 11: Priority for NLRI Route Type

NLRI Route Type Description Priority

NLRI Route Type 1 Ethernet auto-discovery route—Type 1 supports fast convergence = High
and aliasing and is used to signal MAC mass withdrawal.

NLRI Route Type 2 MAC/IP advertisement route—Type 2 is used to advertise MAC Low
addresses and IP addresses in EVPN networks.

NLRI Route Type 3 Inclusive multicast Ethernet tag—Type 3 is used to set up a path Low
for BUM traffic.

NLRI Route Type 4 Ethernet segment route—Type 4 is used in the selection of a High
designated forwarder.

To prioritize the NLRI route type, set the bgp-output-queue-priority priority for nlri-route-type at the [edit
policy-options policy-statement] hierarchy level on all provider edge routers and route reflectors in the



EVPN network. In this example, a high priority was configured for NLRI route type 1 and NLRI route
Type 4.

user@E1#show policy-options
policy-statement evpn-rt-priority-policy {
term 1 {
from {
family evpn;
nlri-route-type 1;
}
then {
bgp-output-queue-priority priority 16;

}
term 2 {
from {
family evpn;
nlri-route-type 2;
}
then {
bgp-output-queue-priority priority 1;

}
term 3 {
from {
family evpn;
nlri-route-type 3;
}
then {
bgp-output-queue-priority priority 2;

}
term 4 {
from {
family evpn;
nlri-route-type 4;
}
then {
bgp-output-queue-priority priority 16;



NOTE: There are 17 prioritized output queues: an expedited queue that has the highest priority,
and 16 numbered queues for which1 is the lowest priority and 16 is the highest.

For more information about how to configure routing policies, see Routing Policies, Firewall Filters, and

Traffic Policers User Guide.

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release

18.4R1

17.4R1

16.1R4

16.1R4

15.1F6

151

14.1x53-D30

14.1R4

Description

Starting with Junos OS Release 18.4R1, you can configure aggregated Ethernet interfaces and
aggregated Ethernet logical interfaces to automatically derive ESIs from the LACP configuration.

Starting with Junos OS Release 17.4R1, Junos OS supports Dynamic List Next Hops in an EVPN
network.

Starting with Junos OS Releases 16.1R4 and 16.2R2, all EX9200 switches support the active-active
mode for EVPN multihoming.

Starting with Junos OS Releases 17.4R1 QFX10000 switches support the active-active mode for
EVPN multihoming.

To better utilize logical interfaces in EVPN multihoming active-standby or active-active mode,
starting with Junos OS Releases 15.1F6 and 17.1R1 for MX Series routers and Junos OS Release
17.3R1 for EX9200 switches, you can specify an ESI on a logical interface. As a result, even if a
logical interface is a non-DF, other logical interfaces on the same physical or aggregated Ethernet
interface are still able to provide services to their respective customer sites (VLANS).

Starting in Junos OS Release 15.1, Junos OS supports aliasing in an EVPN.

Starting with Junos OS Release 14.1x53-D30 for QFX5100 switches and Junos OS Release 18.2R1
for EX4600 switches, these switches support the active-active mode of operation for EVPN
multihoming.

Starting with Junos OS Release 14.1R4, 14.2, 15.1F6, and 16.1R1, Junos OS supports the active-
active mode for EVPN multihoming on MX Series routers.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-policy/config-guide-policy.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-policy/config-guide-policy.html
https://apps.juniper.net/feature-explorer/

Configuring Dynamic List Next Hop | 471
Example: Configuring EVPN-MPLS Active-Standby Multihoming | 278
Example: Configuring EVPN Active-Active Multihoming | 337

Understanding Automatically Generated ESIs in EVPN Networks

IN THIS SECTION

Benefits | 175

Automatic ESI Configuration | 175

Method 1 Sample Configuration—Automatic ESI on An Aggregated Ethernet Interface | 177
Method 2 Sample Configuration—Automatic ESI On Aggregated Ethernet Logical Interfaces | 178

Method 3 Sample Configuration—Manual ESI on Aggregated Ethernet Interface and Automatic ESI on Logical
Interfaces | 180

Other Methods to Auto-Derive the ESI | 181
ESI Value Format | 182

Configuring Type 1 and Type 3 Automatic Derivation | 185

Starting with Junos OS Release 18.4R1, you can configure aggregated Ethernet interfaces and
aggregated Ethernet logical interfaces to automatically derive Ethernet segment identifiers (ESls) from
the Link Aggregation Control Protocol (LACP) configuration. Figure 14 on page 175 shows a simple
multihomed network with a customer edge (CE) device multihomed to two provider edge (PE) devices
with Link Aggregation Control Protocol (LACP). This feature automatically derives the ESI from the
system ID and the administrative key on the local PE device in the LACP link (actor). Starting in Junos OS
Release 22.2R1, we support other automatic ESI derivation methods. See "Other Methods to Auto-
Derive the ESI" on page 181.



Figure 14: Simple Multihomed Topology
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We support this feature on multihomed devices:
¢ In all-active mode in an EVPN-VXLAN overlay network.
e In active-standby or all-active mode in an EVPN-MPLS overlay network.

This topic includes the following information:

Benefits

e Frees you from manually configuring ESls in large EVPN-VXLAN and EVPN-MPLS overlay networks,

e Eliminates the possibility of inadvertently configuring the same ESI for multiple Ethernet segments.

Automatic ESI Configuration

In general, you can configure ESls on aggregated Ethernet interfaces and aggregated Ethernet logical
interfaces using the following methods:

e Method 1—You can configure automatic ESI on an aggregated Ethernet interface on which LACP is
enabled. In this case, an ESI is generated, and that particular ESI is assigned to all logical interfaces on
the aggregated Ethernet interface.

e Method 2—You can configure automatic ESI on one or more logical interfaces of an aggregated
Ethernet interface on which LACP is configured. In this case, an ESI is generated for each logical
interface on which the feature is enabled and assigned to that particular logical interface.

o Method 3—On an aggregated Ethernet interface on which LACP is enabled, you can manually
configure an ESI using the esi identifier configuration statement at the [edit interfaces aeX] hierarchy
level. On one or more logical interfaces on that particular aggregated Ethernet interface, you can



configure automatic ESI. In this case, an ESl is generated for each logical interface on which the

feature is enabled and assigned to that particular logical interface.

Table 12 on page 176 outlines the automatic ESI configuration options, how to configure each option,

and how the ESl is derived for each option.

Table 12: Automatic ESI Configuration Options

Configuration Options How to Configure Automatic
ESI

Configure automatic ESI | Include the auto-derive and

on an aggregated lacp configuration statements

Ethernet interface on
which LACP is enabled.

at the [edit interfaces aeX

esi] hierarchy level.

Configure automatic ESI | Include the auto-derive and

on an aggregated lacp configuration statements
Ethernet logical
interface. LACP is
enabled on the parent

at the [edit interfaces aeX
unit Zogical-unit-number esi]

hierarchy level.
aggregated Ethernet

interface.

How ESI Is Derived

The ESl is derived from the configured values for
the system-id and admin-key configuration
statements at the [edit interfaces aeX aggregated-
ether-options lacp] hierarchy level.

The ESl is derived from the configured values for
the system-id configuration statement at the [edit
interfaces aeX aggregated-ether-options lacp]
hierarchy level and the vlan-id configuration
statement at the [edit interfaces aeX unit Iogical-
unit-number] hierarchy level. If a logical interface is
configured as a trunk interface (interface-mode

trunk) and has a VLAN ID list associated with it, the
lowest VLAN ID value is used.

NOTE: Starting in Junos OS Release 22.2R1, the lacp configuration statement has been renamed

and aliased to the lacp-pe-system-id-and-admin-key configuration statement.

When implementing the automatic ESI feature, keep the following in mind:

e In your EVPN-VXLAN or EVPN-MPLS overlay network, you can configure automatic ESI using a mix

of method 1, 2, and 3 configuration use cases.

o If alocal device is multihomed to two remote devices, we recommend that the aggregated Ethernet

and aggregated Ethernet logical interfaces by which the three devices are multihomed have the

automatic ESI feature enabled. If the automatic ESI feature is not enabled on one of the interfaces,

that interface is not considered during the designated forwarder (DF) election process.

e The automatically generated ESI is supported in both modulo operation- and preference-based DF

election processes.



¢ If you enable the automatic ESI feature and manually configure an ESI on a particular aggregated
Ethernet interface or aggregated Ethernet logical interface, you will receive an error when you try to
commit the configuration.

¢ If you enable the automatic ESI feature on an aggregated Ethernet interface and one or more of the
logical interfaces on that particular aggregated Ethernet interface, you will receive an error when you
try to commit the configuration.

Method 1 Sample Configuration—Automatic ESI on An Aggregated Ethernet Interface

The following example shows the configuration of automatic ESI on aggregated Ethernet interface aeO,
which is multihomed in all-active mode. This configuration results in an ESI that is automatically
generated based on the LACP configuration and assigned to logical interfaces ae0.0, ae0.100, ae0.101,
and ae0.102.

user@mx240> show configuration interfaces
aed
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
esi {
auto-derive { ### Automatic ESI configuration.#it#
lacp; ### Automatic ESI configuration.#it#

}
all-active;
}
aggregated-ether-options {
lacp {
active;

system-id 00:00:00:00:11:01; ### ESI derived from this value.###
admin-key 40; ### ESI derived from this value.###

}
unit 0 {
encapsulation vlan-bridge;
vlan-id 10;
}
unit 100 {
family bridge {
interface-mode trunk;
vlan-id-list 100;



unit 101 {
family bridge {
interface-mode trunk;
vlan-id-list 101;

}
}
unit 102 {
family bridge {
interface-mode trunk;
vlan-id-list 102;
}
}

Method 2 Sample Configuration—Automatic ESI On Aggregated Ethernet Logical
Interfaces

The following example shows the configuration of automatic ESI on aggregated Ethernet logical
interfaces ae0.0, ae0.100, ae0.101, and ae0.102, all of which are multihomed in all-active mode. This
configuration results in ESls that are automatically generated based on the LACP and VLAN ID
configurations and assigned to each respective logical interface.

user@mx240> show configuration interfaces
aed
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
aggregated-ether-options {
lacp {
active;
system-id 00:00:00:00:11:01; #i## ESI derived from this value.###

}
unit 0 {
encapsulation vlan-bridge;
vlan-id 10; ### ESI derived from this value.###
esi {
auto-derive { ### Automatic ESI configuration.#it#
lacp; ### Automatic ESI configuration.#it#
}

all-active;



}
unit 100 {
esi {
auto-derive { ### Automatic ESI configuration.#it#
lacp; ### Automatic ESI configuration.#it#
}
all-active;
}
family bridge {
interface-mode trunk;
vlan-id-list 100; ### ESI derived from this value.#it#

}
unit 101 {
esi {
auto-derive { ### Automatic ESI configuration.#it#
lacp; ### Automatic ESI configuration.#it#
}
all-active;
}
family bridge {
interface-mode trunk;
vlan-id-list 101; ### ESI derived from this value.#it#

}
unit 102 {
esi {
auto-derive { ### Automatic ESI configuration.#it#
lacp; ### Automatic ESI configuration.#it#
}
all-active;
}
family bridge {
interface-mode trunk;
vlan-id-list 102; ### ESI derived from this value.#it#



Method 3 Sample Configuration—Manual ESI on Aggregated Ethernet Interface and
Automatic ESI on Logical Interfaces

The following example shows the manual configuration of an ESI on aggregrated Ethernet interface ae0O,
and the configuration of automatic ESI on logical interfaces ae0.0, ae0.100, ae0.101, and ae0.102. All
interfaces are multihomed in all-active mode. This configuration results in ESI
00:11:22:33:44:55:66:77:88:99 being assigned to ae0, and ESls that are automatically generated based
on the LACP and VLAN ID configurations and assigned to the respective logical interfaces.

user@mx240> show configuration interfaces
aed
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
esi 00:11:22:33:44:55:66:77:88:99; ### Manual ESI configuration.###
aggregated-ether-options {
lacp {
active;
system-id 00:00:00:00:11:01; #i## Logical interface ESI derived from this value.###

}
unit 0 {
encapsulation vlan-bridge;
vlan-id 10; ### Logical interface ESI derived from this value.#it#
esi {
auto-derive { ### Automatic ESI configuration.#it#
lacp; ### Automatic ESI configuration.#it#
}

all-active;

}
unit 100 {
esi {
auto-derive { ### Automatic ESI configuration.#it#
lacp; ### Automatic ESI configuration.#it#
}
all-active;
}
family bridge {
interface-mode trunk;
vlan-id-list 100; ### Logical interface ESI derived from this value.#i##



unit 101 {
esi {
auto-derive { #i## Automatic ESI configuration.#it
lacp; ### Automatic ESI configuration.#it#
}
all-active;
}
family bridge {
interface-mode trunk;
vlan-id-list 101; ### Logical interface ESI derived from this value.###

}
}
unit 102 {
esi {
auto-derive { #i## Automatic ESI configuration.#it
lacp; ### Automatic ESI configuration.#it#
}
all-active;
}
family bridge {
interface-mode trunk;
vlan-id-list 102; ### Logical interface ESI derived from this value.###
}
}

Other Methods to Auto-Derive the ESI

Network operators might not be managing all the devices in an EVPN network but they must still ensure
that the ESl is unique. Juniper provides other methods to automatically derive an ESI.

Include the following statements at the [edit interfaces aeX aggregated-ether-options lacp] hierarchy level.

e type-1-lacp—Type 1 uses the system ID and the administrative key on the remote CE device in the
LACP link (partner).

e type-3-system-mac—Type 3 uses the mac and local-discriminator values that are configured on the PE
device.

We support configuring type 1 and type 3 auto-derived ESI on multihomed devices in the all-active
mode in both EVPN-VXLAN and EVPN-MPLS networks.
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ESI Value Format

When the automatic ESI feature is configured, the aggregated Ethernet and aggregated Ethernet logical
interfaces derive the ESIs from various configurations on the aggregated Ethernet interface. The 10-byte
ESI value for the different auto-derived ESI options is shown in Figure 15 on page 182 and described in
Table 13 on page 183.

Figure 15: ESI Value Format

ESI Type ESI Value

1 octet 6 octets 2 octets 1 octet
lacp-pe-system-id-
and-admin-key T PE LACP System MAC address PE Port Key 0
type-1-lacp T CE LACP System MAC address CE Port Key 0

type-3-system-mac T System MAC Local Discriminator

jn-000289




Table 13: ESI Value Format

Auto-Derived Option T (ESI Type) ESI Value
lacp-pe-system-id-and-admin-key Type 1—The first octet is encoded The next eight octets are generated
as Ox01. from the LACP configuration on the

local PE device (actor):

e The LACP system MAC address
includes the system-id
configuration statement at the
[edit interfaces aeX
aggregated-ether-options lacp]
hierarchy level.

e The Port Key field consists of a
two octet field from either:

e The value of the admin-key
configuration statement at
the [edit interfaces aeX
aggregated-ether-options
lacp] hierarchy level.

e The value of the vlan-id
configuration statement at
the [edit interfaces aeX
unit logical-unit-number]
hierarchy level.

The last octet is encoded as 0x00.



Table 13: ESI Value Format (Continued)

Auto-Derived Option

type-1-lacp

type-3-system-mac

T (ESI Type)

Type 1—The first octet is encoded
as Ox01.

Type 3—The first octet is encoded
as Ox03.

ESI Value

The next eight octets are generated
from the LACP configuration on the
remote CE device (partner):

e The LACP system MAC address
includes the system-id
configuration statement at the
[edit interfaces aeX
aggregated-ether-options lacp]
hierarchy level.

e The Port Key field consists of a
two octet field from either:

e The value of the admin-key
configuration statement at
the [edit interfaces aeX
aggregated-ether-options
lacp] hierarchy level.

e The value of the vlan-id
configuration statement at
the [edit interfaces aeX
unit Zogical-unit-number]
hierarchy level.

NOTE: The system-id and admin-key
are optional on the CE device. If
you do not configure these options,
the device will derive the ESI from
the interface of the CE device and a
system generated number.

The last octet is encoded as 0x00.

The remaining octets are generated
from the values of the mac and
local-discriminator values at the
[edit interfaces aeX esi auto-
derive] hierarchy level.



Configuring Type 1 and Type 3 Automatic Derivation

Figure 16 on page 185 show a simple multihomed topology with PE1 and PE2 multihomed to CE1.

Figure 16: Multihomed Topology
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Configure Automatic Derivation Using Type 1

The following example shows a type 1 configuration on the aggregated Ethernet interfaces on CE1 and
one PE device. The result is an ESI that is derived from the LACP configuration on CE1.

user@el show configuration interfaces ae@
esi {
auto-derive {
type-1-lacp;
}
all-active;
}
aggregated-ether-options {
minimum-links 1;
lacp {
active;
system-id 00:11:22:33:44:55; #i#t# system-id must be indentical on PE2
admin-key 1234; ### admin-key must be identical on PE2

}
unit @ {
family ethernet-switching {
interface-mode trunk;



vlan {
members [ v100 v200 1;

user@cel# show interfaces ae@
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
aggregated-ether-options {
lacp {
active;
system-id aa:bb:cc:dd:ee:22; ### ESI derived from this value
admin-key 1234;  ### ESI derived from this value

}
}
unit 1 {
vlan-id 100;
family inet {
address 10.1.1.200/24;
}
}
unit 2 {
vlan-id 200;
family inet {
address 10.1.2.200/24;
}
}

Configure Automatic Derivation Using Type 3

The following example shows the configuration of automatic ESI on the aggregated Ethernet interface
that is using the locally configure system mac and local discriminator options on the PE1 device.

user@el# show interfaces ae0
esi {
auto-derive {
type-3-system-mac {
mac 00:aa:bb:cc:dd:ee; #i## ESI derived from this value



local-discriminator 1000;

}
all-active;
}
aggregated-ether-options {
minimum-links 1;
lacp {
system-id 00:11:22:33:44:55;
admin-key 1234;

}
}
unit @ {
family ethernet-switching {
interface-mode trunk;
vlan {
members [ v100 v200 1;
}
}
}

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to

### ESI derived from this value

determine if a feature is supported on your platform.

the administrative key on the remote CE device in the LACP link or from the mac and local discriminator

Release = Description
22.2R1

values on the PE device.
18.4R1

aggregated Ethernet logical interfaces to automatically derive Ethernet segment identifiers (ESls) from

Starting in Junos OS Release 22.2R1, you can configure the ESI to be derived from the system ID and

Starting with Junos OS Release 18.4R1, you can configure aggregated Ethernet interfaces and

the Link Aggregation Control Protocol (LACP) configuration.

EVPN Multihoming Overview | 145

auto-derive
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Easy EVPN LAG (EZ-LAG) Configuration

SUMMARY IN THIS SECTION

With the EZ-LAG configuration feature, you can Benefits of Using Easy EVPN LAG
easily configure a small Ethernet virtual private Configuration | 190

network (EVPN) for a pair of peer provider edge (PE) Easy EVPN LAG Configuration
devices that have attached multihomed or single- Overview | 190

homed servers. You use a simplified Junos OS CLI
statement hierarchy, and a built-in commit script
generates the full configuration.

Simplified CLI Statements and Parameters to
Generate the Configuration | 192

Easy EVPN LAG Configuration with
Multihomed Servers | 226

Add Configuration for a New Multihomed
Server | 238

Add a New VLAN and IRB Interfaces | 240
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Use OSPF for the Underlay
Configuration | 244

Use IBGP for the Overlay
Configuration | 245

EVPN fabric PE devices reliably handle traffic to and from attached multihomed end devices by grouping
the multihoming links into an EVPN Ethernet segment with an identifier (ESI). You configure the links
participating in the Ethernet segment into a link aggregation group (LAG), so we call the set of
multihomed links an £S/ LAG. In this document, we call the PE devices peer PE devices when they link to
multihomed end devices with the same ESI. The PE devices might also have one or more links in a LAG
to single-homed end devices, although an EVPN PE device doesn't need to handle single-homed links as
an Ethernet segment.

The end devices might be hosts or servers directly attached to the PE devices, or might be customer
edge (CE) devices with attached end hosts or servers. For simplicity, in this document we refer to the
end devices collectively as servers.

EVPN Multihoming provides redundancy and load balancing between the two switches, and provides a
loop-free Layer 2 (L2) network without running STP. However, configuring EVPN multihoming can be
complex, and involves configuring many statements correctly across the PE devices in the fabric. With
this easy EVPN LAG configuration feature (also called the EZ-LAG feature), we provide a simplified
configuration statement hierarchy and a built-in commit script that you can use to set up EVPN



multihoming. This feature makes it easy to migrate a multichassis link aggregation group (MC-LAG)
topology to a standards-based EVPN-VXLAN multihoming model.

See Figure 17 on page 189. The supported EVPN topology includes:

e Two peer PE devices connected back-to-back with an aggregated Ethernet interface bundle

¢ An EVPN fabric with VXLAN encapsulation interconnecting the peer PE devices

e ESI LAG configurations between the peer PE devices and one or more attached multihomed servers

e Connections between a peer PE device and one or more attached single-homed servers

Figure 17: Setups Supported for Easy EVPN LAG Configuration
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To use this feature, you need either of the following software licenses:
e Advanced 1 for EZ-LAG (Single EVPN Peer)

e Advanced 2 for EVPN-VXLAN

Refer to the Juniper Licensing User Guide for details on the Juniper Flex Software License model and
Juniper Agile Licensing.


https://www.juniper.net/documentation/us/en/software/license/juniper-licensing-user-guide/index.html

Benefits of Using Easy EVPN LAG Configuration

e Automated configuration: You can easily set up a small EVPN fabric, including ESI-LAGs for
multihomed attached servers, without using a network controller. You provide some essential
parameters through the CLI, and the device's built-in commit script transforms them into a complete
EVPN fabric configuration.

o Configuration flexibility: You have the flexibility to use the basic and default configuration options,
and also customize the generated configuration. You can override many of the commit script default
behaviors, and manually configure those elements.

¢ Simplified topology migration: You can use this feature to easily migrate a multichassis link
aggregation group (MC-LAG) topology to a simple EVPN-VXLAN fabric.

Easy EVPN LAG Configuration Overview

IN THIS SECTION

Overview of the [edit services evpn] Statement Hierarchy | 191

Built-in Commit Script | 192

The easy EVPN LAG configuration feature operates at configuration commit time. It consists of:

o A set of configuration statements at the [edit services evpn] hierarchy level with which you provide
the parameters to set up the prescribed EVPN fabric.

e A built-in commit script that processes the simplified configuration elements at commit time (before
the standard Junos OS configuration validity checks) and generates a corresponding EVPN fabric
configuration.

You configure a few [edit services evpn] statements to provide the minimal, required set of parameters to

configure the EVPN fabric and the links to the attached servers.

When you commit the [edit services evpn] configuration statements, the device invokes the commit
script that generates the corresponding EVPN configuration using the parameters you provided. The
commit script derives some configuration statements specific to the device on which you commit the
simplified configuration. The commit process validates the configuration and generates warning
messages for missing required parameters or misconfigured parameters.

See Commit Script Overview and How Commit Scripts Work for more on commit scripts.

At any time, you can easily include a few more [edit services evpn] statements to add elements to the
existing configuration, such as new VLANs or connections to new servers.



Overview of the [edit services evpn] Statement Hierarchy
You can specify the minimal set of parameters in just a few configuration statements. For example,

consider the following small EVPN-VXLAN fabric with two connected multihomed servers that each
host two VLANSs:

Figure 18: Small Example EVPN Topology

100: 192.168.1.1/32 100: 192.168.2.1/32
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Peer | ae0:10.1.1.0/31 2e0:10.1.1.1/31 | peer
PE1 ge-0/0/0 ae0 ge-1/0/0 PE 2
MAC-VRF 1 MAC-VRF 1
ib.10:10.10.11/24 A A ge-0/0/1 ge-1/0/1 A A 10:101012/24
irb.20: 10.20.1.1/24 irb.20: 10.20.1.2/24

Server 1 Server 2
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A VLAN 10 /irb.10
A VLAN 20 /irb.20
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The following few easy EVPN LAG configuration commands provide the minimal required parameters to
configure the EVPN fabric from Figure 18 on page 191 on device Peer PE 1. When you commit these
configuration commands, the commit script generates a corresponding full default configuration that
might contain 80 to 100 configuration commands:

set services evpn device-attribute peer-id 1 system-id 10:14:15:16:17:10 peer-to-peer peer-
subnet inet 10.1.1.0/31 interface-name [ ge-0/0/0 ge-0/0/1 1

set services evpn device-attribute loopback peerl-subnet 192.168.1.1/32 peer2-subnet
192.168.2.1/32

set services evpn evpn-vxlan irb IRB_10 vlan-id 10 subnet-address inet 10.10.1.1/24

set services evpn evpn-vxlan irb IRB_20 vlan-id 20 subnet-address inet 10.20.1.1/24

set services evpn evpn-vxlan server SERVER_1 esi-lag-id 1 vlan-id-list [ 10 20 ] interface
ge-0/0/3



set services evpn evpn-vxlan server SERVER_2 esi-lag-id 2 vlan-id-list [ 10 20 ] interface
ge-0/0/4

See "Easy EVPN LAG Configuration with Multihomed Servers" on page 226 for the full configuration the
commit script generates.

The [edit services evpn] command hierarchy has many additional options that give you flexibility to
customize the default generated configuration as needed. The commit script uses some of the elements
you provide in the simplified configuration to automatically derive other parameters in the generated
configuration. By default, the commit script also generates configuration commands for other common
features in an EVPN fabric, such as loop detection and storm control on the interfaces from PE devices
to servers.

You can include options to:

e Tell the commit script not to automatically derive some parameters in the generated configuration.
e Override some of the commit script default values and behaviors.

¢ Apply configuration groups to statements the commit script generates.

With any of those options, if the commit script requires any such elements to provide a valid
configuration, you must configure those elements manually.

See "Simplified CLI Statements and Parameters to Generate the Configuration" on page 192 for details
on the parameters each statement and option provide to the commit script, and how those parameters
affect the generated configuration.

Built-in Commit Script

The commit script for this feature, services_evpn_commit_script.py, is enabled by default on supported
platforms.

Simplified CLI Statements and Parameters to Generate the Configuration

IN THIS SECTION

Default Generated Configuration Overview | 193
Easy EVPN LAG Configuration Statements and Options | 193

How the Commit Script Uses Easy EVPN LAG Configuration Elements in the Generated
Configuration | 213



This section gives details about the set of configuration statements at the [edit services evpn] hierarchy
level. We also show how the commit script maps the simplified configuration parameters to generate the
full configuration.

Default Generated Configuration Overview

The default generated configuration includes:
¢ Underlay and overlay peering using external BGP (EBGP).

e A default MAC-VRF EVPN instance named __SERVICES_EVPN_EVPN_VXLAN_MAC-VRF_1, with
VLAN-aware service type and VXLAN encapsulation, which hosts the VLANSs you specify.

You can also configure additional MAC-VRF instances and their member VLANSs.
e |RB interfaces with the specified IPv4 (or IPv6) addresses for routing between VLANSs.

By default, the commit script derives a virtual gateway address for each IRB interface as the highest
configurable address in the specified IRB subnet address range.

The commit script also assigns a default virtual gateway MAC address of 00:00:5e:00:01:01 if you
don't specify that parameter.

e ESI LAG connections to multihomed servers, and LAG links to single-homed servers.

The commit script assigns aggregated Ethernet interfaces to those links as trunk interfaces with
VLAN tagging, flexible Ethernet services encapsulation, and LACP enabled.

o Lightweight loop detection on the server-facing aggregated Ethernet interfaces, with loop detection
action interface down. See "EVPN-VXLAN Lightweight Leaf to Server Loop Detection" on page 612 for
more on this feature.

e Storm control on server-facing interfaces.

The commit script generates a default storm control profile named
__SERVICES_EVPN_EVPN_VXLAN_STORM_CONTROL, and assigns it to the each server-facing
interface. See "MAC Filtering, Storm Control, and Port Mirroring Support in an EVPN-VXLAN
Environment" on page 640 for more on the storm control feature.

See an example easy LAG configuration and the corresponding generated configuration here: "Easy
EVPN LAG Configuration with Multihomed Servers" on page 226.

The next sections describe the configuration elements in detail.

Easy EVPN LAG Configuration Statements and Options

Table 14 on page 194 shows the statements and options at the [edit services evpn] configuration
statement hierarchy level. The commit script requires a minimum set of statements to have enough



information to generate a working configuration. The table indicates which statements are mandatory.
You can optionally include other statements to change the commit script behavior and override default
values as needed for your topology and configuration preferences.

The commit script uses some of the elements you provide in the simplified configuration to
automatically derive other parameters in the generated configuration. By default, the commit script also
generates configuration statements for supporting common features in an EVPN fabric, such as loop
detection and storm control on links to servers.

Table 14: [edit services evpn] Statements and Purpose

Statement and Child Options Purpose Mandatory?
Statements

defaults-override

If you configure any of these options, the script will not automatically derive those parameters from the related
[edit services evpn] statements you provided, or it will skip generating configuration for the related element. You
must manually configure those elements instead.

no-aggregate-device- Don't generate the No
count-config default aggregated

Ethernet (aen) interface

count configuration

statement.

no-loop-detect-config Don't generate No
lightweight loop
detection configuration

statements.
no-platform-defaults- Don't generate No
config statements for default

platform-specific options.



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child Options Purpose Mandatory?
Statements
no-policy-and-routing- Don't generate default No
options-config routing and policy options

configuration statements.

If you specify this option,
you must manually
provide configuration for
a policy-statement named
EXPORT-LOO at the [edit
policy-options policy-
statement] hierarchy level.
The commit script assigns
a policy by that name in
the default generated
EBGP underlay
configuration.

Or, you must include the
no-underlay-config option
to override generating the
default underlay
configuration, and
manually configure the
underlay peering
statements you want
instead.

no-storm-control-config Don't generate No
configuration for storm
control.

no-overlay-bgp-config Don't generate BGP No
configuration for the
overlay.

no-underlay-config Don't generate No
configuration for the
underlay peering.



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child Options Purpose Mandatory?
Statements

device-attribute

With these statements, you define parameters to configure the peer PE devices, including the peer
interconnection interfaces, underlay peering, and overlay peering between them to form the EVPN fabric. The
commit script configures underlay and overlay peering with external BGP (EBGP) by default. You can optionally
specify that the commit script generate configuration for one of the other available underlay or overlay protocols.
Or, you can alternatively set the no-overlay-bgp-config option or the no-underlay-config option (at the [edit
services evpn defaults-override] hierarchy level), and manually configure the overlay BGP peering statements or
underlay peering statements you want.

peer-id peer-id Number (1-2) that Yes
identifies the PE device
(compared to its peer PE
device) in the fabric.

The commit script uses
this value to derive some
values that must be
unique across the peer PE
devices in the generated
configuration.

system-id system-id Peer PE device's system Yes
ID (MAC address format).

The commit script needs
this value to derive
configuration to set up
LACP on ESI LAG
interfaces.



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child
Statements

(device-attribute)

loopback

(device-attribute)

peer-to-peer

Options

peerl-subnet peerl-
subnet

peer2-subnet peer2-
subnet

peer-subnet (inet | inet6)
subnet-address

peer-subnet interface-
name [ /nterface-name... |

overlay-connectivity
{ibgp}

underlay-connectivity
{ospf}

Purpose

PE device loopback IPv4 Yes
subnet addresses for peer
PE 1 and peer PE 2

From this parameter, the
commit script configures
the loopback interface
subnet addresses for the
peer PE devices, and the
router ID for each device.

IPv4 or IPvé6 subnet Yes
address for the interfaces

that connect the PE

device to its peer PE

device.

You can specify this
option with either the
inet or the inet6 option,
or both.

Name or names of the Yes
interfaces that connect

the PE device to its peer

PE device.

Generate a prescribed No
configuration for overlay
peering using internal

BGP (IBGP) instead of the
default protocol, EBGP.

Generate a prescribed No
configuration for underlay
peering using OSPF

instead of the default

protocol, EBGP.

Mandatory?



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child Options Purpose Mandatory?
Statements

evpn-vxlan

With these statements, you define parameters to configure the peer PE devices to run EVPN with VXLAN
encapsulation using one or more VLAN-aware MAC-VRF instances.

By default, the commit script enables EVPN-VXLAN in a single MAC-VRF instance named
__SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1. If you configure the mac-vrf-instance instance-idoption at the
[edit services evpn expn-vxlan irb irb-instance instance] hierarchy level, the commit script generates
configuration using that /nstance-idinstead. The commit script appends the instance-idto the base string to
configure unique MAC-VRF instance names in the generated configuration:
__SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_instance-id.

If needed, you can configure more than one MAC-VRF instance for tenant traffic separation at L2.

These statements also provide the parameters to set up the ESI-LAGs to multihomed servers or LAGs to single-
homed servers, including the IRB interfaces and the associated VLANSs. You can optionally specify to configure
DHCP relay for the IRB instances under this stanza as well.

dhcp-relay name DHCP relay group name. No
dhcp-server-address IP address of the DHCP No
dhcp-server-address server to enable the

DHCP server relay group.

relay-source DHCP-relay- = |IP address of the DHCP No
source-interface relay source loopback
interface.

The commit script
generates DHCP
overrides relay-source
statements that use this
source address.



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child Options Purpose
Statements

vrf-instance vrf-instance- = VRF instance identifier in

id this configuration for
which you want to
configure DHCP relay.

If you don't specify a vrf-
instance-id, the commit
script uses the default
VRF instance (inet.0
routing table). Otherwise,
the commit script
generates configuration
for a VRF instance named
__SERVICES_EVPN_EVP
N_VXLAN_VRF_vrf-
instance-id.

irb irb-instance String to identify an IRB
instance and its
associated parameters for
commit script processing.

We recommend choosing
IDs that match the
parameters of the IRB
instance in the generated
configuration. For
example, use "irb_10" for
the IRB instance
associated with VLAN 10,
which will be irb.10 in the
generated configuration.

apply-config-groups Apply the specified

config-groups configuration groups to
the configuration the
commit script generates
from the statements at
this hierarchy level.

Mandatory?

No

Yes

No



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child Options Purpose Mandatory?
Statements
no-dhcp-relay Exclude this IRB instance No
from the DHCP relay
configuration.

This option applies only if
you specified to generate
configuration for DHCP
relay with the dhcp-relay
option at the [edit
services evpn expn-vxlan]
hierarchy level.

use-anycast-address Configure the IRB No
instance with an anycast
gateway address.

With this option, you
must include the anycast-
mac mac-adaress at the
[edit services evpn
global-parameters]
hierarchy level to specify
the anycast MAC address
to use.

vlan-id vian-num VLAN ID associated with Yes
the IRB instance.

The commit script derives
the IRB interface name
with a matching logical
unit number. For example,
the commit script
configures irb.10 for vian-
num 10.



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child Options Purpose Mandatory?
Statements
(irb irb-instance) mac-vrf-instance The MAC-VRF instance No*
instance-id ID to which the IRB
instance *If you don't configure

instance belongs.
this option, the commit

The commit script script creates a MAC-VRF
generates MAC-VRF instance using default
instance configuration instance-id 1.

statements using MAC-
VRF instance name
__SERVICES_EVPN_EVP
N_VXLAN_MAC_VRF_ins
tance-id.

vrf-instance instance-id The Layer 3 (L3) virtual No*

routing and forwarding

(VRF) instance to which If you don't configure

this IRB instance belongs. this option, the commit
script uses the default

If you specify this option, | VRF instance (which

the commit script corresponds to the inet.0

generates VRF instance routing table).

configuration statements

for VRF instance name

__SERVICES_EVPN_EVP

N_VXLAN_VRF_instance-

id.



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child
Statements

Options

(irb irb-instance)

| lipv4-addr1 ipv4-addr 2
subnet-address )

inet (jpv4-subnet-address

Purpose Mandatory?

IPv4 subnet address or Yes*
list of subnet addresses

for the IRB interface. You must configure at

least one subnet address
For simplicity, you can for the IRB instance using
configure the same IRB
subnet address on both

peer PE devices. By

either the inet option or
the inet6 option.

default, the commit script
uses the PE peer ID to
derive different IRB
subnet addresses for each
peer device based on the
configured jpv4-subnet-
address value.

Alternatively, you can set
the subnet addresses you
want on each peer PE
device, and include the
no-irb-address-auto-
derive option so the
commit script uses those
exact addresses.

Also, see subnet-address
for details on additional
default router-
advertisement
configuration statements
the commit script
generates for the IRB
interfaces.



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child
Statements

Options

ineté (jpvé-subnet-
address | [ipvé-addri
ipvé-addr 2 ...])

Purpose

IPv6 subnet address for
the IRB interface.

The commit script has the
same default behavior
with this option as with
the inet option above.
You can similarly include
the no-irb-address-auto-
derive option and specify
the exact IRB interface
IPv6 subnet addresses
you want on each device.
Also, see subnet-address
for details on the
additional router-
advertisement
configuration statements
the commit script
generates by default
when you specify a link-
local address with this

inet6 option.

Mandatory?

Yes*

*You must configure at
least one subnet address
for the IRB instance using
either the inet option or
the inet6 option.



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child Options
Statements

no-irb-address-auto-
derive

Purpose

Don't derive IRB subnet
addresses in the
generated configuration
for this IRB instance.

You must specify this
option if you don't want
the commit script default
behavior that uses the PE
peer ID to derive different
IRB subnet addresses for
each peer device from the
same configured (inet |
inet6) address.

With this option, the
commit script uses the
exact inet and inet6
subnet addresses you
provide.

This option is also
available at the global-
parameters hierarchy level
that applies to all IRB
instances.

Mandatory?

No



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child

Statements

Options

virtual-gateway-v4-
address virtual-gateway-
v4-address

virtual-gateway-vé-
address virtual-gateway-
v6-address

Purpose

Virtual gateway IPv4
address for the IRB
interface.

If you don't include this
option, by default the
commit script derives a
virtual gateway IPv4
address from the inet
ipv4-subnet-address
value. The commit script
uses the highest
configurable IPv4 address
in that subnet range. For
example, subnet address
10.1.1.1/24 generates
virtual gateway address
10.1.1.254.

Virtual gateway IPvé
address for the IRB
interface.

If you don't include this
option, the commit script
has the same default
behavior to derive the
virtual-gateway-v6-
address as it does for the
virtual-gateway-v4-
address above. For
example, IPv6 subnet
address
2001:db8::10:1:1:1/112
generates virtual gateway
IPv6 address
2001:db8::10:1:1:fffe.

Mandatory?

No

No



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child

Statements

server

Options

name

apply-config-groups
config-groups

enable-pxe-boot

Purpose

A unique name to identify
a server connected to the
peer PE device, such as
SERVER_1 or HostA.

This value is used
internally to associate
server-related parameters
with the statements to
generate for that server.
You might see this server
name in description
parameters for related
statements in the
generated configuration.

Apply the specified
configuration groups to
the configuration the
commit script generates
from the statements at
this hierarchy level.

Enable this connected
server to use a preboot
execution environment
(PXE) boot process.

The commit script
configures LACP force-up
status on the link to the
server to ensure the link
is UP when the server
boots up. The PXE boot
process requires this
status.

Mandatory?

Yes

No

No



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child
Statements

Options

esi-lag-id es/i-lag-id

single-home-id single-
home-id

interface (interface-name
| [ interface-name ...])

Purpose

ESI LAG connection ID
for this server.

The commit script assigns
an aggregated Ethernet
interface for the
connection to this server
by adding esi-/ag-idto the
base interface name ae0
(so for example, esi-lag-id
1 uses ael).

Single-homed connection
ID for the named server.

The commit script assigns
an aggregated Ethernet
interface for the
connection to this server
by adding single-home-id
to the base interface
name ae1024 (so for
example, single-home-id
1 uses ae1025).

Interface name or list of
interface names for the
physical links from the
peer PE device to this
server.

Mandatory?

Yes*

*You must specify at least
one esi-lag-id ORsingle-
home-id for each server.
See the single-home-id
option in the next row.)

Yes*

*You must specify at least
one esi-lag-id OR single-

home-id for each server.

(See the esi-lag-id option
in the previous row.)

Yes



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child
Statements

Options

vlan-id-list [vian-id-lisf]

(server name) instance-id

mac-vrf-instance

vlan-id-list [vian-id-lisf

Purpose

List of VLAN IDs hosted
by this MAC-VRF
instance and server.

Identifier for a MAC-VRF
instance that hosts this
server.

If you don't specify this
option, the commit script
generates configuration
that associates these
server parameters with
the default MAC-VRF
instance (named
__SERVICES_EVPN_EVP

N_VXLAN_MAC_VRF_1).

List of VLAN IDs hosted
by this MAC-VRF
instance and server.

Mandatory?

Yes*

*You must configure at
least one VLAN ID list
(with at least one VLAN
ID in it) for each server,
either at this server name
level or at the mac-vrf-
instance instance-idlevel
(see next row).

No

Yes*

*You must configure at
least one VLAN ID list
(with at least one VLAN
ID in it) for each server,
either at this MAC-VRF
instance level or at the

server name level.



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child Options Purpose Mandatory?
Statements

global-parameters

With these statements, you specify parameters for configuration elements that are common across the peer PE
devices in the EVPN fabric, such as the default VLAN and anycast gateway addresses. The commit script has
default values it uses if you don't configure these options.

anycast-mac anycast-mac = Globally use the specified = No
anycast virtual gateway
MAC address in the
generated configuration.

default-vlan vian-id Use this VLAN ID No
(1-4094) as the default
VLAN in the generated
configuration.

The commit script uses
the system default VLAN
ID if you don't configure
this.



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child Options
Statements

no-irb-address-auto-
derive

Purpose

Don't derive IRB interface
subnet addresses in the
generated configuration
for all IRB instances.
Instead, use the exact
IPv4 or IPvé6 subnet
addresses you specify
with the subnet-address
statement at the [edit
services evpn evpn-vxlan
irb irb-instancel
hierarchy level.

Otherwise, by default, the
commit script derives the
IRB subnet address from
the subnet-address (inet
| inet6) statement based
on the PE device peer-id.

You can alternatively set
this option at the irb irb-
Instance hierarchy level to
apply only to a specific
IRB instance.

Mandatory?

No



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child Options Purpose Mandatory?
Statements

start-aggregate-ethernet- = Use this number as the No

index num starting index in

aggregated Ethernet
interface names for ESI
LAG links to attached
servers.

The commit script starts
at ael by default for ESI
LAG links to servers, and
reserves ae0 interface
names only for the links
between the peer PEs.

NOTE: This option does
not affect generated
interface names for links
to single-homed servers.
The commit script uses
aggregated Ethernet
interface names starting
at ae1025 for single-
homed server links.

virtual-gateway-mac Use this virtual gateway No
virtual-gateway-mac MAC address for both

IPv4 and IPvé traffic in

the generated

configuration.

Specify the virtual-
gateway option (later in
this table) instead of this
option if you want to
assign different virtual
gateway MAC addresses
for IPv4 and IPvé traffic.



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child Options

Statements

(global-parameters) overlay overfay-mtu
mtu

underlay underlay-mtu

(global-parameters) v4-mac v4-mac

virtual-gateway

Purpose

Specify the maximum
transmission unit (MTU)
in bytes to set in the
generated configuration
for the interfaces used in
the overlay peering,
instead of the default
MTU value.

The default MTU value
varies by platform and
type of interface (or
protocol) for which you
configure the value.

Specify the MTU in bytes
to set in the generated
configuration for the
interfaces used in the
overlay peering, instead
of the default MTU value.

The default MTU value
varies by platform and
type of interface (or
protocol) for which you
configure the value.

Globally use this virtual
gateway MAC address for
IPv4 traffic in the
generated configuration.

The commit script uses
00:00:5e:00:01:01 by
default if you don't
configure this option or
the virtual-gateway-mac
option (above).

Mandatory?

No

No

No



Table 14: [edit services evpn] Statements and Purpose (Continued)

Statement and Child
Statements

Options

vé-mac vé-mac

Purpose Mandatory?

Globally use this virtual No
gateway MAC address for

IPvé traffic in the

generated configuration.

The commit script uses
00:00:5€e:00:02:01 by
default if you don't
configure this option or
the virtual-gateway-mac
option (see that row
earlier in this table).

How the Commit Script Uses Easy EVPN LAG Configuration Elements in the Generated Configuration

Table 15 on page 213 lists configuration elements and default values that the commit script uses or

derives from the simplified configuration you provide.

Table 15: Derived and Default Configuration Values

Configuration Element

General or Shared Elements

Number of aggregated Ethernet interface connected
device for set chassis aggregated-devices ethernet
device-count numin generated configuration

Peer PE identifier, to associate specified or derived
parameters with the corresponding peer PE device

From set services evpn device-attribute peer-id peer-
id.

Default or Derived Value

numis 255 by default.

(Some platforms might use a different default platform-
specific value.)

Parameter peer-idis required for each peer PE device
(there is no default value).

The peer-id can have value 1 or 2.



Table 15: Derived and Default Configuration Values (Continued))

Configuration Element

Peer PE device loopback interface (1o0) address
From set services evpn device-attribute:
e peer-id peer-id

e loopback peerl-subnet peer’-subnet or loopback
peer2-subnet peerZ?-subnet

Router ID, for set routing-options router-id router-id
in generated configuration

From set services evpn device-attribute:

e peer-id peer-id

e loopback peerl-subnet peer’-subnet or loopback
peer2-subnet peer2-subnet

Load balancing routing options policy for per-flow load
balancing

Storm control configuration for each server-facing
interface

Peer to Peer PE Device Connections

Default or Derived Value

Use the loopback interface address on peer PE device
peer-id from the provided loopback subnet addess for
that peer ID.

Assigned the same value as the device's loopback
interface address.

set policy-options policy-statement pplb then load-
balance per-packet
set routing-options forwarding-table export pplb

set forwarding-options storm-control-profiles
__SERVICES_EVPN_EVPN_VXLAN_STORM_CONTROL all
bandwidth-percentage 1

set interfaces interface-name ether-options ethernet-
switch-profile storm-control
__SERVICES_EVPN_EVPN_VXLAN_STORM_CONTROL

You specify a peer PE device ID used internally to track the parameters that apply to that configured EVPN peer

PE device as follows:

set services evpn device-attribute peer-id peer-id



Table 15: Derived and Default Configuration Values (Continued))

Configuration Element

Aggregated Ethernet interface name

Aggregated Ethernet interface address
From set services evpn device-attribute:
e peer-id peer-id

® peer-to-peer peer-subnet (inet | inet6) subnet-
address

Aggregated Ethernet interface member physical
interface or interfaces

From set services evpn device-attribute peer-to-peer

peer-subnet interface-name [ interface-name ... ].

Peer PE Device to Server Connections

Default or Derived Value

ae0

For configuration simplicity, you configure the same
subnet-address on both peer PE devices.

The commit script derives the interface address based
on peer-id as follows:

o peer-id 1: ae0 address is subnet-address.

e Otherwise, ae0 address is subnet-address + 1 (add
1 to the low-order address segment of the subnet
range).

For example, if the IPv4 subnet-addressis 10.0.1.0/31:

e On peer-id 1, ae0 = 10.0.1.0

e QOtherwise (on peer-id 2) ae0 = 10.0.1.1

Parameter [ interface-name ... ] is required; set those
interfaces as member links in ae0.

You specify server names and assign IDs that represent the links to those servers (either multihomed ESI LAG

connections or single-homed connections), as follows:

e set services evpn evpn-vxlan server Server-name.
e esi-lag-id esi-lag-id

e single-home-id single-home-id

The commit script uses the server names internally to associate configured elements with an attached server, but
also displays these names in the description element of related generated configuration statements.



Table 15: Derived and Default Configuration Values (Continued))

Configuration Element

Starting index for assigning aggregated Ethernet
interface names for ESI LAG links to multihomed
servers

Name of physical interface or interfaces from peer PE
device to server (single interface or list of interfaces)

From set services evpn evpn-vxlan server server-name

interface [ interface-name ... ]

Aggregated Ethernet interface name (ae/ndex) and
logical unit (unit num)

From set services evpn evpn-vxlan server server-name:

e esi-lag-id esi-Iag-idor single-home-id single-
home-id

e mac-vrf-instance Instance-id

Default or Derived Value

Default is 1 (ael)

To override the default value and assign a different
starting index (num), configure:

set service evpn global-parameters start-aggregate-
ethernet-index num.

This option affects only the starting index for
aggregated Ethernet interfaces to multihomed servers
(esi-lag-id option). The commit script uses ae(num +
esi-lag-ia).

This option doesn't affect how the commit script
allocates single-homed server links (single-home-id
option), which is ae(1024 + single-home-ia).

Required parameter per server, no default

Derive as follows based on server link ID and
configured MAC-VRF instance ID (or default MAC-VRF
instance-id 1):

e For multihomed servers: ae(es/-/ag-id) unit

instance-id

e For single-homed servers: ae(1024 + single-home-
ja) unit instance-id



Table 15: Derived and Default Configuration Values (Continued))

Configuration Element

Aggregated Ethernet interface options and member
VLANs

From set services evpn evpn-vxlan server server-name.

e esi-lag-id esi-Ilag-idor single-home-id single-
home-id

e mac-vrf-instance Instance-id

e vlan-id-list [ vian-id ...]

Default or Derived Value

Enable VLAN tagging, flexible Ethernet services
encapsulation, and trunk interface mode.

Set member VLANs from configured server vlan-id-
list

For example, for esi-lag-id 1 (interface name ael) in the
default MAC-VRF/nstance-id 1 with vlan-id-1list [ 10
201, the generated configuration is:

set interfaces ael vlan-tagging

set interfaces ael encapsulation flexible-ethernet-
services

set interfaces ael unit 1 family ethernet-switching
interface-mode trunk

set interfaces ael unit 1 family ethernet-switching
vlan members 10

set interfaces ael unit 1 family ethernet-switching
vlan members 20



Table 15: Derived and Default Configuration Values (Continued))

Configuration Element

System ID for LACP on PE device to server links (MAC
address format)

From:

e set services evpn device-attribute system-id

system-id
e set services evpn evpn-vxlan server server-name.
o esi-lag-id esi-lag-id

e single-home-id single-home-id

Multihomed server interface ESI LAG configuration

From set services evpn evpn-vxlan server server-name

esi-lag-id esi-lag-id

Default or Derived Value

Derive from system-id per server link by adding the
server link ID as follows:

system-id + esi-lag-id
OR
system-id + single-home-id

For example, if system-idis 10:11:12:13:14:15, then
for es/-lag-id 1 (ael), LACP system ID is
10:11:12:13:14:16 in the generated LACP
configuration for that link:

set interfaces ael aggregated-ether-options lacp
active

set interfaces ael aggregated-ether-options lacp
system-id 10:11:12:13:14:16

NOTE: To skip configuring LACP for a peer-server link,
include the following option:

set services evpn evpn-vxlan server server-name no-

lacp

Automatically derive the ESI:

set interfaces aeesi-Iag-id esi auto-derive type-1-
lacp
set interfaces aeesi-Ilag-id all-active



Table 15: Derived and Default Configuration Values (Continued))

Configuration Element

Llightweight loop detection configuration on server-
facing aggregated Ethernet interfaces

From set services evpn evpn-vxlan server server-name.

e esi-lag-id esi-Ilag-idor single-home-id single-
home-id

e vlan-id-list [ vian-id ...]

EVPN, VXLAN, and IRB Interface Elements

Default or Derived Value

set protocols loop-detect enhanced interface aeesi-
lag-id vlan-id vian-id

set protocols loop-detect enhanced interface aeesi-
lag-id loop-detect-action interface-down

set protocols loop-detect enhanced interface aeesi-
lag-id transmit-interval 1s

set protocols loop-detect enhanced interface aeesi-
lag-id revert-interval 60

For more on this loop detection feature, see "EVPN-
VXLAN Lightweight Leaf to Server Loop Detection" on
page 612.

Supported EVPN instance parameters in generated configuration: MAC-VREF instance type, VLAN-aware service

type, and VXLAN encapsulation

MAC-VRF EVPN instance name
From:

e set services evpn evpn-vxlan irb irb-instance

instance mac-vrf-instance instance-id.

e set services evpn evpn-vxlan server server-name

mac-vrf-instance Instance-id

Aggregated Ethernet interface logical unit per MAC-
VRF instance

From set services evpn evpn-vxlan server server-name.

e mac-vrf-instance instance-id

e esi-lag-id esi-Iag-idor single-home-id single-
home-id

If you don't configure one or more mac-vrf-instance

Instance-id statements:

o The default MAC-VRF instance /nstance-idis 1.

o The default MAC-VRF instance name is
__SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1.

Otherwise, for each configured /instance-id, the MAC-
VRF instance name is
__SERVICES_EVPN_EVPN_VXLAN_MAC_VRF _instanc
e-id.

Derive and configure associated logical interface as
follows:

set routing-instances
__SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_jnstanc
e-idinterface ae(esi-lag-id| single-home-id).instance-id



Table 15: Derived and Default Configuration Values (Continued))

Configuration Element

Route distinguisher (RD) for EVPN instance
From :
e set services evpn device-attribute:

e peer-id peer-id

e loopback peerl1-subnet peer’-subnet

e loopback peer2-subnet peer2-subnet

e set services evpn evpn-vxlan server server-name

mac-vrf-instance Instance-id

Target extended community for EVPN instance

From mac-vrf-instance instance-id

VLANSs (bridge domains) hosted in the EVPN instance
From:

e set services evpn evpn-vxlan server server-name
vlan-id-list [vian-id ...]

e set services evpn evpn-vxlan irb irb-instance

vlan-id vian-id

IRB interface logical units corresponding to configured
server VLANs

From:

e set services evpn evpn-vxlan irb irb-instance

vlan-id vian-id

e set services evpn evpn-vxlan server server-name
vlan-id-list [vian-id ...]

Default or Derived Value

Route distinguisher for each MAC-VRF routing
instance is derived from the peer PE device loopback
subnet address and the MAC-VRF instance-id as
follows:

peer<peer-id>-subnet.instance-id

vrf-target:1:/instance-id

VLAN names are
SERVICES_EVPN_EVPN_VXLAN_VLAN_v/an-id

IRB interface logical unit is vian-idin generated
configuration for:

e set interfaces irb unit vian-id family inet
address subnet-address ...

e set routing-instances
__SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_instance-id
vlans SERVICES_EVPN_EVPN_VXLAN_VLAN_v/an-id 13-
interface irb.vian-id



Table 15: Derived and Default Configuration Values (Continued))

Configuration Element

IRB interface address (to configure set interfaces irb

unit wnit family inet address subnet-address ...)

From set services evpn evpn-vxlan irb irb-instance

subnet-address (inet | inet6) subnet-address

If you want the generated configuration to have
different IRB interface subnet-address values that you
explicitly set per peer PE device (instead of the default
addresses derived from a common configured subnet-
addbress value), then configure the following option:

e Per-IRB instance:

set services evpn evpn-vxlan irb irb-instance no-

irb-instance-auto-derive
o Globally (for all IRB instances):

set services evpn global-parameters no-irb-

instance-auto-derive

Default or Derived Value

Derive different addresses per peer PE device from
IPv4 or IPvé subnet-address.

Parameter subnet-address is required, and for
configuration simplicity, you configure the same
subnet-address on both peer PE devices.

The commit script derives different IRB interface
addresses per peer PE device based on subnet-address
and peer-id, as follows:

o peer-id 1: IRB interface address is subnet-address.

e Otherwise, IRB interface address is subnet-address
+ 1 (add 1 to low-order address segment of the
subnet address).

For example, if IPv4 subnet-addressis 10.10.1.0/24:

e On peer-id1, address is 10.10.1.0/24
e On peer-id2, address is 10.10.1.1/24

NOTE: The commit process doesn't do a commit check
to enforce setting the same subnet address across both
devices. By default, the commit script will derive the
IRB interface subnet address based on the configured
subnet-address at this hierarchy level.

As a result, we strongly recommend you use the same
subnet address for this parameter on both peer PE
devices, and only set the peer-id to be different on
each device. This way the default address derivation
works as expected for the IRB interfaces on each peer
PE device.



Table 15: Derived and Default Configuration Values (Continued))

Configuration Element

IRB interface virtual gateway address

From set services evpn evpn-vxlan irb irb-instance
subnet-address (inet | inet6) subnet-address

Include the following options at [edit services evpn
evpn-vxlan irb irb-instance] to specify the virtual
gateway IPv4 or IPv6 addresses instead of using the
default derived virtual gateway addresses:

e virtual-gateway-v4-address ipv4-virtual-gateway-
address

e virtual-gateway-v6-address ipvé-virtual-gateway-
address

IRB interface virtual gateway MAC address

Include the following options at [edit services evpn
global-parameters] to override the default virtual
gateway IPv4 or IPvé6 addresses:

e virtual-gateway (v4-mac | v6-mac) virtual-gateway-
mac-address—To set different virtual gateway MAC
addresses for IPv4 traffic and IPvé traffic

e virtual-gateway-mac virtual-gateway-mac-address—
To set same virtual gateway MAC address for both
IPv4 traffic and IPvé traffic

VXLAN network identifier (VNI) mapping

From:

e set services evpn evpn-vxlan server server-name
vlan-id-list [vian-id ...]

e set services evpn evpn-vxlan irb irb-instance
vlan-id vian-id

Default or Derived Value

Derive the virtual gateway address for the IRB instance
as the highest configurable address in the IPv4 or IPv6
subnet-address subnet range.

For example, if the IPv4 (subnet-address inet) subnet-
addressis 10.1.1.1/24, the derived virtual gateway
IPv4 address is 10.1.1.254.

Similarly, for example, if the IPv6 (subnet-address inet6)
subnet-addressis 2001:db8::10:1:1:1/112, the derived
virtual gateway IPv6 address is 2001:db8::10:1:1:fffe.

IPv4 virtual gateway MAC address: 00:00:5e:00:01:01

IPvé virtual gateway MAC address: 00:00:5e:00:02:01

Add v/an-idto a base value of 10000



Table 15: Derived and Default Configuration Values (Continued))

Configuration Element

Underlay Peering for PE Devices—Default Protocol: EBGP

Default or Derived Value

BGP group name: __SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY

Autonomous system (AS) number

Local AS number and peer AS number for BGP group
configuration (local-as Jocal-as, neighbor peer-as
peer-as)

From set services evpn device-attribute peer-id peer-

id.

Local device address and peer neighbor address for
BGP group configuration (local-address, neighbor
neighbor neighbor-addressin generated configuration)

From set services evpn device-attribute peer-to-peer

peer-subnet (inet | inet6) subnet-address.

MTU size for underlay or overlay peering interfaces

65000 + peer-id

On peer-id 1, local AS is 65000 + 4 and peer AS is AS
is 65000 + 3.

The AS numbers are reversed on the other peer PE
device peer-id 2: local AS is 65000 + 3 and peer AS is
65000 + 4.

On peer PE device peer-id 1, local address is peer-
subnet subnet-address and neighbor address is subnet-
address + 1.

The local address and neighbor address are reversed
on the other peer PE device peer-id 2: local address is
peer-subnet subnet-address+ 1 and neighbor address is
subnet-address.

Use the overlay-mtu or underlay-mtu sizes you configure
at the [edit services evpn global-parameters mtu]
hierarchy level instead of using the default MTU size.
The default MTU size varies based on platform and
type of interface.

See Media MTU and Protocol MTU for more on MTU
settings.



Table 15: Derived and Default Configuration Values (Continued))

Configuration Element Default or Derived Value

Routing policy to advertise loopback interface to EBGP
peer PE device set policy-options policy-statement EXPORT-LO@ term

LOOPBACK from interface 100.0

set policy-options policy-statement EXPORT-LO@ term
LOOPBACK then accept

set policy-options policy-statement EXPORT-LO@ term
REJECT then reject

set protocols bgp group
__SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY export
EXPORT-LO

Overlay Peering for PE Devices—Default Protocol: EBGP

BGP group name: __SERVICES_EVPN_EVPN_VXLAN_EBGP_OVERLAY

Autonomous system (AS) number (for routing-options 65000 + peer-id
autonomous-system /um)

From set services evpn device-attribute peer-id peer-

id.

Local device address and peer neighbor address for Each peer device uses the provided loopback peerpeer-
generated BGP group configuration (local-address id-subnet addresses for the local address and its
local-address and neighbor neighbor-address) neighbor address.

From set services evpn device-attribute:
e peer-id peer-id
e loopback peer1-subnet peer’-subnet

e loopback peer2-subnet peer2-subnet

Other Underlay Peering Options for PE Devices—OSPF

If you configure set services evpn device-attribute peer-to-peer underlay-connectivity ospf:

Aggregated Ethernet interface logical unit with OSPF ae0.0
underlay peering



Table 15: Derived and Default Configuration Values (Continued))

Configuration Element Default or Derived Value

OSPF area 0.0.0.0

Other Overlay Peering Options for PE Devices—IBGP

If you configure set services evpn device-attribute peer-to-peer overlay-connectivity ibgp:

Autonomous system number for internal BGP peering 65000
(set routing-options autonomous-system numin
generated configuration

Local device address and peer neighbor address for Same as with an EBGP overlay—each peer device uses
generated IBGP group configuration (local -address the provided loopback peerpeer-id-subnet addresses for
local-address and neighbor neighbor-adaress) the local address and its neighbor address.

From set services evpn device-attribute:
e peer-id peer-id
e loopback peerl1-subnet peer’-subnet

e loopback peer2-subnet peer2-subnet

Option to Configure DHCP Relay for a VRF Routing Instance

If you configure set services evpn evpn-vxlan dhcp-relay name:



Table 15: Derived and Default Configuration Values (Continued))

Configuration Element

DHCP Relay group configuration
From set services evpn evpn-vxlan dhcp-relay name:

o dhcp-server-address dhcp-server-address
e relay-source relay-source-interface

e vrf-instance instance-id

Default or Derived Value

Derived DHCP relay group name is
SERVICES_EVPN_EVPN_VXLAN_VRFname and
default configuration is:

[edit routing-instances
__SERVICES_EVPN_EVPN_VXLAN_VRF_instance-id
forwarding-options]

set dhcp-relay forward-only

set dhcp-relay server-group
SERVICES_EVPN_EVPN_VXLAN_VRF name dhcp-server-address

[edit routing-instances
__SERVICES_EVPN_EVPN_VXLAN_VRF_instance-id
forwarding-options dhcp-relay group
SERVICES_EVPN_EVPN_VXLAN_VRF name]

set active-server-group
SERVICES_EVPN_EVPN_VXLAN_VRF name

set overrides relay-source relay-source-interface
set relay-option-82 server-id-override

Easy EVPN LAG Configuration with Multihomed Servers

IN THIS SECTION

Simplified Configuration with Two Multihomed Servers | 227

Generated Configuration with Two Multihomed Servers | 231

Derived Values in Generated Configuration | 235

Figure 19 on page 227 shows a topology with two multihomed servers connected to two peer PE
devices. The peer PE devices are connected back-to-back in a small EVPN fabric that hosts two server

VLANSs (VLAN IDs 10 and 20).



Figure 19: Easy EVPN LAG Configuration with Two Multihomed Servers
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Simplified Configuration with Two Multihomed Servers

This section shows an example of a minimal easy EVPN LAG configuration for the topology in Figure 19
on page 227. You use statements in the [edit services evpn] configuration stanza. This configuration
provides all of the required parameters for the commit script to generate a corresponding EVPN-VXLAN
configuration. You configure only a few elements that are specific to each peer PE device. Otherwise,
most of the configuration is the same on both devices.

NOTE: In this example, both peer PE devices host the same VLANs and use the same physical
interface names to link to the multihomed servers, so those required configuration parameters
can all be part of the common configuration across the peer PE devices. However, because
physical interface allocations per device are usually different in actual customer deployments, we
include the easy EVPN LAG configuration statements for those parameters separately below for
each peer PE device.

The commit script uses default values for some elements. It also automatically derives other values for
the generated configuration from the parameters in the simplified configuration, as mentioned earlier.



In this configuration, note that we configure the following common subnet address parameters across
both peer PE devices. We do this because the commit script uses or automatically derives values on
each peer PE device based on the peer-id on which the script is running:

e The device loopback subnet addresses for each device:

set services evpn device-attribute loopback peerl-subnet peeri-subnet peer2-subnet peer2-
subnet

The commit script uses the provided loopback subnet address as the local address for the peer-id on
which it runs. It uses the other peer-idloopback subnet address as its peer PE device neighbor
address.

e The peer PE device peer-to-peer link subnet addresses:

set services evpn device-attribute peer-to-peer peer-subnet inet subnet-address

The commit script uses the aggregated Ethernet interface subnet address for peer-id 1 as the
configured subnet-address, and derives the address for peer-id 2 as that subnet-address plus 1 in the
low-order byte of the address subnet range.

e The IRB interface subnet address for each IRB interface that serves each VLAN:

set services evpn evpn-vxlan irb irb-instance subnet-address inet subnet-address

The commit script derives an IRB interface address in the same way as for the peer-to-peer
aggregated Ethernet addresses above—it uses the configured subnet-address for peer-id 1, and adds
1 to the low-order byte of that subnet-address address range for peer-id 2.

NOTE: The commit process doesn't do a commit check to enforce setting the same subnet
address across both devices. By default, the commit script will automatically derive these
addresses based on the provided subnet-address peer-id 1 values. As a result, we strongly
recommend that you make sure to set these subnet addresses to the same base value on both
peer PE devices in an easy EVPN LAG configuration. That way the default address derivation
works as expected for the loopback device, loopback peer link, and IRB interface subnet
addresses on each peer PE device.

See "Derived Values in Generated Configuration" on page 235 for details on all of the values that the
commit script derives for the generated configuration.



Easy EVPN LAG Configuration for Two Multihomed Servers

Peer PE 1:

set services evpn device-attribute peer-id 1

set services evpn device-attribute peer-to-peer peer-subnet interface-name ge-0/0/0
set services evpn device-attribute peer-to-peer peer-subnet interface-name ge-0/0/1
set services evpn evpn-vxlan server SERVER_1 interface ge-0/0/3

set services evpn evpn-vxlan server SERVER_2 interface ge-0/0/4

Peer PE 2:

set services evpn device-attribute peer-id 2

set services evpn device-attribute peer-to-peer peer-subnet interface-name ge-1/0/0
set services evpn device-attribute peer-to-peer peer-subnet interface-name ge-1/0/1
set services evpn evpn-vxlan server SERVER_1 interface ge-0/0/3

set services evpn evpn-vxlan server SERVER_2 interface ge-0/0/4

Common Configuration on Both Peer PE Devices:

set services evpn device-attribute loopback peerl-subnet 192.168.1.1/32 peer2-subnet
192.168.2.1/32

set services evpn device-attribute system-id 10:11:12:13:14:10

set services evpn device-attribute peer-to-peer peer-subnet inet 10.1.1.0/31
set services evpn evpn-vxlan irb irb_10 vlan-id 10

set services evpn evpn-vxlan irb irb_10 subnet-address inet 10.10.1.1/24
set services evpn evpn-vxlan irb irb_20 vlan-id 20

set services evpn evpn-vxlan irb irb_20 subnet-address inet 10.20.1.1/24
set services evpn evpn-vxlan server SERVER_1 esi-lag-id 1

set services evpn evpn-vxlan server SERVER_1 vlan-id-list [ 10 20 ]

set services evpn evpn-vxlan server SERVER_2 esi-lag-id 2

set services evpn evpn-vxlan server SERVER_2 vlan-id-list [ 10 20 ]

Default Parameters Not Specified in the Simplified Configuration

The commit script uses the following default elements that you don't specify in this simplified
configuration:



Table 16: Default Elements Used in Generated Configuration

Configuration Element

Aggregated Ethernet device count

Peer to peer PE device links

Overlay peering autonomous system number base
value

Underlay and overly peering protocol

Underlay BGP group name

Underlay export policy name and policy statement

Overlay BGP group name

EVPN-VXLAN MAC-VRF instance

Virtual gateway MAC address (for IPv4)

VLAN name

Storm control profile name

Default Value

255

ae0

65000

EBGP

__SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY

EXPORT-LOO

__SERVICES_EVPN_EVPN_VXLAN_EBGP_OVERLAY

instance-id 1

Name:
__SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1

service-type vlan-aware
encapsulation vxlan

vtep-source-interface 100.0

00:00:5€e:00:01:01

SERVICES_EVPN_EVPN_VXLAN_VLAN_vian-id

__SERVICES_EVPN_EVPN_VXLAN_STORM_CONTRO
L



Generated Configuration with Two Multihomed Servers

With the easy EVPN LAG configuration commit script enabled, when you commit the configuration in
"Simplified Configuration with Two Multihomed Servers" on page 227, the commit script generates the
following EVPN-VXLAN configuration. By default, the commit script configures storm control and
lightweight loop detection on the server-facing interfaces.

See "Derived Values in Generated Configuration" on page 235 for all the values the commit script
derives in this generated configuration from the simplified configuration.

Peer PE 1:

set chassis aggregated-devices ethernet device-count 255

set chassis network-services enhanced-ip

set interfaces ge-0/0/0 ether-options 802.3ad ae@

set interfaces ge-0/0/1 ether-options 802.3ad ae0

set interfaces ge-0/0/3 ether-options ethernet-switch-profile storm-control
__SERVICES_EVPN_EVPN_VXLAN_STORM_CONTROL

set interfaces ge-0/0/3 ether-options 802.3ad ael

set interfaces ge-0/0/4 ether-options ethernet-switch-profile storm-control
__SERVICES_EVPN_EVPN_VXLAN_STORM_CONTROL

set interfaces ge-0/0/4 ether-options 802.3ad ae2

set interfaces ae@ aggregated-ether-options lacp active

set interfaces ae@ unit @ family inet address 10.1.1.0/31

set interfaces ael vlan-tagging

set interfaces ael encapsulation flexible-ethernet-services

set interfaces ael esi auto-derive type-1-lacp

set interfaces ael esi all-active

set interfaces ael aggregated-ether-options lacp active

set interfaces ael aggregated-ether-options lacp system-id 10:11:12:13:14:11
set interfaces ael unit 1 family ethernet-switching interface-mode trunk
set interfaces ael unit 1 family ethernet-switching vlan members 10

set interfaces ael unit 1 family ethernet-switching vlan members 20

set interfaces ae2 vlan-tagging

set interfaces ae2 encapsulation flexible-ethernet-services

set interfaces ae2 esi auto-derive type-1-lacp

set interfaces ae2 esi all-active

set interfaces ae2 aggregated-ether-options lacp active

set interfaces ae2 aggregated-ether-options lacp system-id 10:11:12:13:14:12
set interfaces ae2 unit 1 family ethernet-switching interface-mode trunk
set interfaces ae2 unit 1 family ethernet-switching vlan members 10

set interfaces ae2 unit 1 family ethernet-switching vlan members 20

set interfaces irb unit 10 virtual-gateway-accept-data



set interfaces irb unit 10 family inet address 10.10.1.1/24 virtual-gateway-address 10.10.1.254
set interfaces irb unit 10 virtual-gateway-v4-mac 00:00:5e:00:01:01

set interfaces irb unit 20 virtual-gateway-accept-data

set interfaces irb unit 20 family inet address 10.20.1.1/24 virtual-gateway-address 10.20.1.254
set interfaces irb unit 20 virtual-gateway-v4-mac 00:00:5e:00:01:01

set interfaces 1o@ unit @ family inet address 192.168.1.1/32 primary

set interfaces 100 unit @ family inet address 192.168.1.1/32 preferred

set forwarding-options storm-control-profiles __SERVICES_EVPN_EVPN_VXLAN_STORM_CONTROL all
bandwidth-percentage 1

set policy-options policy-statement EXPORT-LOO term LOOPBACK from interface 100.0

set policy-options policy-statement EXPORT-LO@ term LOOPBACK then accept

set policy-options policy-statement EXPORT-LO@ term REJECT then reject

set policy-options policy-statement pplb then load-balance per-packet

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 instance-type mac-vrf

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 protocols evpn encapsulation vxlan
set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 protocols evpn default-gateway no-
gateway-community

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vtep-source-interface 100.0

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 service-type vlan-aware

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 interface ael.1

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 interface ae2.1

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 route-distinguisher 192.168.1.1:1
set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vrf-target target:1:1

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_10 vlan-id 10

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_10 13-interface irb.10

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_10 vxlan vni 10010

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_20 vlan-id 20

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_20 13-interface irb.20

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_20 vxlan vni 10020

set routing-options router-id 192.168.1.1

set routing-options autonomous-system 65001

set routing-options forwarding-table export pplb

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY type external

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY local-address 10.1.1.0

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY export EXPORT-L0@

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY local-as 65004

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY multipath multiple-as



set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY neighbor 10.1.1.1 peer-as 65003
set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_OVERLAY type external

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_OVERLAY multihop ttl 2

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_OVERLAY multihop no-nexthop-change
set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_OVERLAY local-address 192.168.1.1
set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_OVERLAY family evpn signaling

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_OVERLAY neighbor 192.168.2.1 peer-as
65002

set protocols evpn no-core-isolation

set protocols 12-learning platform-parameters no-mac-flush-on-aa-ae-down

set protocols loop-detect enhanced interface ael vlan-id 10

set protocols loop-detect enhanced interface ael loop-detect-action interface-down

set protocols loop-detect enhanced interface ael transmit-interval 1s

set protocols loop-detect enhanced interface ael revert-interval 60

set protocols loop-detect enhanced interface ae2 vlan-id 10

set protocols loop-detect enhanced interface ae2 loop-detect-action interface-down

set protocols loop-detect enhanced interface ae2 transmit-interval 1s

set protocols loop-detect enhanced interface ae2 revert-interval 60

Peer PE 2:

set chassis aggregated-devices ethernet device-count 255

set chassis network-services enhanced-ip

set interfaces ge-0/0/0 ether-options 802.3ad ae®

set interfaces ge-0/0/1 ether-options 802.3ad ae@

set interfaces ge-0/0/3 ether-options ethernet-switch-profile storm-control
__SERVICES_EVPN_EVPN_VXLAN_STORM_CONTROL

set interfaces ge-0/0/3 ether-options 802.3ad ael

set interfaces ge-0/0/4 ether-options ethernet-switch-profile storm-control
__SERVICES_EVPN_EVPN_VXLAN_STORM_CONTROL

set interfaces ge-0/0/4 ether-options 802.3ad ae2

set interfaces ae@ aggregated-ether-options lacp active

set interfaces ae@ unit @ family inet address 10.1.1.0/31

set interfaces ael vlan-tagging

set interfaces ael encapsulation flexible-ethernet-services

set interfaces ael esi auto-derive type-1-lacp

set interfaces ael esi all-active

set interfaces ael aggregated-ether-options lacp active

set interfaces ael aggregated-ether-options lacp system-id 10:11:12:13:14:11
set interfaces ael unit 1 family ethernet-switching interface-mode trunk
set interfaces ael unit 1 family ethernet-switching vlan members 10

set interfaces ael unit 1 family ethernet-switching vlan members 20



set interfaces ae2 vlan-tagging

set interfaces ae2 encapsulation flexible-ethernet-services

set interfaces ae2 esi auto-derive type-1-lacp

set interfaces ae2 esi all-active

set interfaces ae2 aggregated-ether-options lacp active

set interfaces ae2 aggregated-ether-options lacp system-id 10:11:12:13:14:12

set interfaces ae2 unit 1 family ethernet-switching interface-mode trunk

set interfaces ae2 unit 1 family ethernet-switching vlan members 10

set interfaces ae2 unit 1 family ethernet-switching vlan members 20

set interfaces irb unit 10 virtual-gateway-accept-data

set interfaces irb unit 10 family inet address 10.10.1.2/24 virtual-gateway-address 10.10.1.254
set interfaces irb unit 10 virtual-gateway-v4-mac 00:00:5e:00:01:01

set interfaces irb unit 20 virtual-gateway-accept-data

set interfaces irb unit 20 family inet address 10.20.1.2/24 virtual-gateway-address 10.20.1.254
set interfaces irb unit 20 virtual-gateway-v4-mac 00:00:5e:00:01:01

set interfaces 1o@ unit @ family inet address 192.168.2.1/32 primary

set interfaces 100 unit @ family inet address 192.168.2.1/32 preferred

set forwarding-options storm-control-profiles __SERVICES_EVPN_EVPN_VXLAN_STORM_CONTROL all
bandwidth-percentage 1

set policy-options policy-statement EXPORT-LOO term LOOPBACK from interface 100.0

set policy-options policy-statement EXPORT-LO@ term LOOPBACK then accept

set policy-options policy-statement EXPORT-LO@ term REJECT then reject

set policy-options policy-statement pplb then load-balance per-packet

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 instance-type mac-vrf

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 protocols evpn encapsulation vxlan
set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 protocols evpn default-gateway no-
gateway-community

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vtep-source-interface 100.0

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 service-type vlan-aware

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 interface ael.1

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 interface ae2.1

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 route-distinguisher 192.168.2.1:1
set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vrf-target target:1:1

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_10 vlan-id 10

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_10 13-interface irb.10

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_10 vxlan vni 10010

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_20 vlan-id 20

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_20 13-interface irb.20



__SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_20 vxlan vni 10020
set routing-options router-id 192.168.2.1

set routing-instances

set routing-options autonomous-system 65002

set routing-options forwarding-table export pplb

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY type external

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY local-address 10.1.1.1
set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY export EXPORT-L0Q

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY local-as 65003

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY multipath multiple-as

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY neighbor 10.1.1.0 peer-as 65004
set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_OVERLAY type external

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_OVERLAY multihop ttl 2

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_OVERLAY multihop no-nexthop-change
set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_OVERLAY local-address 192.168.2.1
set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_OVERLAY family evpn signaling

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_EBGP_OVERLAY neighbor 192.168.1.1 peer-as
65001

set protocols evpn no-core-isolation

set protocols 12-learning platform-parameters no-mac-flush-on-aa-ae-down

set protocols loop-detect enhanced interface ael vlan-id 10

set protocols loop-detect enhanced interface ael loop-detect-action interface-down

set protocols loop-detect enhanced interface ael transmit-interval 1s

set protocols loop-detect enhanced interface ael revert-interval 60

set protocols loop-detect enhanced interface ae2 vlan-id 10

set protocols loop-detect enhanced interface ae2 loop-detect-action interface-down

set protocols loop-detect enhanced interface ae2 transmit-interval 1s

set protocols loop-detect enhanced interface ae2 revert-interval 60

Derived Values in Generated Configuration

In the generated configuration in "Generated Configuration with Two Multihomed Servers" on page 231,

the commit script derives the following values based on corresponding easy EVPN LAG configuration
elements:



Table 17: Derived Values in Generated Configuration Example with Two Multihomed Servers

Configuration Element

AS number

Peer to peer ae0 address

Underlay EBGP local
address and neighbor
address

Overlay EBGP local
address and neighbor
address

system-id for LACP
configuration per server
ESI LAG link

Server VLANSs for:

o aexVLAN members

e MAC-VRF instance
VLAN members

e |RB interface logical
units

Derived From [edit
services evpn]

Default AS number base:
65000

device-attribute peer-to-
peer peer-subnet inet
10.1.1.0/31

device-attribute peer-to-
peer peer-subnet inet
10.1.1.0/31

device-attribute loopback
peer1-subnet
192.168.1.1/32 peer2-
subnet 192.168.2.1/32

device-attribute system-
id 10:11:12:13:14:10

evpn-vxlan server
SERVER_1 vlan-id-list
[ 10 20 ]

evpn-vxlan server
SERVER_2 vlan-id-list
[ 10 20 ]

Derived Value on Peer peer-id

Peer 1

Underlay AS number:
65004

Overlay AS number:
65001

10.1.1.0/31

local-address:
10.1.1.0/31

neighbor: 10.1.1.1/31

local-address:
192.168.1.1/32

neighbor: 192.168.2.1/32

ael:10:11:12:13:14:11

ae2:10:11:12:13:14:12

vlan-id 10

vlan-id 20

Peer 2

Underlay AS number:
65003

Overlay AS number:
65002

10.1.1.1/31

local-address:
10.1.1.1/31

neighbor: 10.1.1.0/31

local-address:
192.168.2.1/32

neighbor: 192.168.1.1/32

ael:10:11:12:13:14:11

ae2:10:11:12:13:14:12

vlan-id 10

vlan-id 20



Table 17: Derived Values in Generated Configuration Example with Two Multihomed Servers

(Continued)

Configuration Element

IRB interface subnet
address and virtual-
gateway-address (VLAN
10)

IRB interface subnet
address and virtual-
gateway-address (VLAN
20)

MAC-VREF instance route
distinguisher

MAC-VREF instance route
target

MAC-VRF instance
aggregated Ethernet
interface logical units per
server ESI LAG link:

aelesi-lag-id).linstance-id]

Derived From [edit
services evpn]

evpn-vxlan irb irb_10
subnet-address inet
10.10.1.1/24

evpn-vxlan irb irb_20
subnet-address inet
10.20.1.1/24

Default MAC-VRF
instance-id- 1

device-attribute loopback

peer1-subnet
192.168.1.1/32 peer2-
subnet 192.168.2.1/32

Default MAC-VRF
instance-id: 1

vrf-target:1: instance-id

Default MAC-VRF
instance-id 1

evpn-vxlan server

SERVER_1 esi-lag-id esi-

lag-id 1

evpn-vxlan server

SERVER_2 esi-lag-id esi-

lag-id 2

Derived Value on Peer peer-id

Peer 1

10.10.1.1/24

10.10.1.254/24

10.20.1.1/24

10.20.1.254/24

192.168.1.1:1

vrf-target:1:1

Server 1: ael.l

Server 2: ae2.1

Peer 2

10.10.1.2/24

10.10.1.254/24

10.20.1.2/24

10.20.1.254/24

192.168.2.1:1

vrf-target:1:1

Server 1: ael.l

Server 2: ae2.1



Table 17: Derived Values in Generated Configuration Example with Two Multihomed Servers
(Continued)

Configuration Element Derived From [edit Derived Value on Peer peer-id
services evpn]

Peer 1 Peer 2
IRB interface names evpn-vxlan irb irb_10 irb.10 irb.10
(VLANs 10 and 20) vlan-id 10
irb.20 irb.20
evpn-vxlan irb irb_20
vlan-id 20
evpn-vxlan server
SERVER_1T vlan-id-list
[ 10 20 ]
VLAN to VNI mappings Default VNI base value: For VLAN 10: 10010 for VLAN 10: 10010
(VLANSs 10 and 20) 10000
For VLAN 20: 10020 for VLAN 20: 10020

Add Configuration for a New Multihomed Server

IN THIS SECTION

Simplified Configuration to Add a New Multihomed Server and ESI LAG | 239

Additional Generated Configuration for a New Multihomed Server and ESI LAG | 240

Figure 20 on page 239 shows the same topology as Figure 19 on page 227 with an additional
multihomed server.

The example configuration here shows how to add the new multihomed server, Server 3, that hosts the
two VLANs VLAN 10 and VLAN 20.



Figure 20: Add a New Multihomed Server to an Existing Easy EVPN LAG Configuration

100: 192.168.1.1/32 100: 192.168.2.1/32
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Peer ae0: 10.1.1.0/31 ae0: 10.1.1.1/31 Peer
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AA

ge-0/0/1

Server 1 Server 2 Server 3
AA AA AA

A VLAN 10/irb.10
A VLAN 20 /irb.20

Simplified Configuration to Add a New Multihomed Server and ESI LAG

In this example, both peer PE devices:
e Link to the new server using interface ge-0/0/5.

e Host the same VLANSs, VLAN 10 and VLAN 20.

e Automatically derive the ES identifier by default (using the set interfaces aex esi auto-derive type-1-lacp

command)

As a result, you can add the same additional easy EVPN LAG configuration statements on both devices,
and the commit script generates the same additional configuration statements on both devices. You can
also combine server server-name options at the [edit services evpn evpn-vxlan] hierarchy level into the same
command, as this configuration example shows. You only need to add one configuration line item for

this use case.

To add Server 3 with corresponding ESI LAG links, add the following single easy EVPN LAG

configuration command to the existing simplified configuration on both Peer PE 1 and Peer PE 2:

set services evpn evpn-vxlan server SERVER_3 esi-lag-id 3 vlan-id-list [ 10 20 ] interface

ge-0/0/5

4
4

jn-000711



Additional Generated Configuration for a New Multihomed Server and ESI LAG

The commit script generates the following additional configuration on both peer PE devices from the
simplified configuration statements in "Simplified Configuration to Add a New Multihomed Server and
ESI LAG" on page 239:

set interfaces ge-0/0/5 ether-options ethernet-switch-profile storm-control
__SERVICES_EVPN_EVPN_VXLAN_STORM_CONTROL

set interfaces ge-0/0/5 ether-options 802.3ad ae3

set interfaces ae3 vlan-tagging

set interfaces ae3 encapsulation flexible-ethernet-services

set interfaces ae3 esi auto-derive type-1-lacp

set interfaces ae3 esi all-active

set interfaces ae3 aggregated-ether-options lacp active

set interfaces ae3 aggregated-ether-options lacp system-id 10:11:12:13:14:13
set interfaces ae3 unit 1 family ethernet-switching interface-mode trunk
set interfaces ae3 unit 1 family ethernet-switching vlan members 10

set interfaces ae3 unit 1 family ethernet-switching vlan members 20
_SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 interface ae3.1
set protocols loop-detect enhanced interface ae3 vlan-id 10

set routing-instances

set protocols loop-detect enhanced interface ae3 loop-detect-action interface-down
set protocols loop-detect enhanced interface ae3 transmit-interval 1s

set protocols loop-detect enhanced interface ae3 revert-interval 60

Add a New VLAN and IRB Interfaces

IN THIS SECTION

Simplified Configuration to Add a New VLAN | 241
Additional Generated Configuration for a New VLAN | 242

Figure 21 on page 241 shows the same topology as Figure 21 on page 241 with a new VLAN, VLAN 30,
hosted only by Server 1 and Server 2.



Figure 21: Add a New VLAN and IRB Interfaces to an Existing Server Configuration
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Simplified Configuration to Add a New VLAN

To add VLAN 30 for Server 1 and Server 2 to the original configuration in "Easy EVPN LAG
Configuration with Multihomed Servers" on page 226), add the following easy EVPN LAG configuration
commands:

On both Peer PE devices:

set services evpn evpn-vxlan irb IRB_30 vlan-id 30 subnet-address inet 10.30.1.1/24
set services evpn evpn-vxlan server SERVER_1 vlan-id-list [ 30 ]

set services evpn evpn-vxlan server SERVER_2 vlan-id-list [ 30 ]

NOTE: The simplified EVPN LAG configuration here is the same on both peer PE devices in this
case because:

e The commit script derives unique IRB interface subnet addresses for you using the provided
subnet-address parameter.



e We are adding the same VLAN on both devices.

Additional Generated Configuration for a New VLAN

The commit script generates the following additional configuration for VLAN 30:

Peer PE 1:

set interfaces ael unit 1 family ethernet-switching vlan members 30
set interfaces ae2 unit 1 family ethernet-switching vlan members 30
set interfaces irb unit 30 virtual-gateway-accept-data

set interfaces irb unit 30 family inet address 10.30.1.1/24 virtual-gateway-address 10.30.1.254
set interfaces irb unit 30 virtual-gateway-v4-mac 00:00:5e:00:01:01
__SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_30 vlan-id 30

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_30 13-interface irb.30

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_30 vxlan vni 10030

set routing-instances

Peer PE 2:

set interfaces ael unit 1 family ethernet-switching vlan members 30
set interfaces ae2 unit 1 family ethernet-switching vlan members 30
set interfaces irb unit 30 virtual-gateway-accept-data

set interfaces irb unit 30 family inet address 10.30.1.2/24 virtual-gateway-address 10.30.1.254
set interfaces irb unit 30 virtual-gateway-v4-mac 00:00:5e:00:01:01
set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_30 vlan-id 30

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_30 13-interface irb.30

set routing-instances __SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 vlans
SERVICES_EVPN_EVPN_VXLAN_VLAN_30 vxlan vni 10030



243

Add a New Single-homed Server

IN THIS SECTION

® Simplified Configuration to Add a Single-homed Server | 244

©®  Additional Generated Configuration for a Single-homed Server | 244

Figure 22 on page 243 adds a single-homed server, Server 4, that connects only to Peer PE 1. Server 4
hosts VLANs VLAN 10 and VLAN 20.

In the simplified configuration, you provide a single-home-idto identify single-homed servers links and
the parameters related to that server. By default, the commit script uses aggregated Ethernet interface
names starting with a base index of 1024 for links to single-homed servers. The commit script adds the
single-home-id'to that index, producing interface names that start with ae1025 (for single-home-id = 1).

Figure 22: Add Configuration for a Single-homed Server to an Existing Easy EVPN LAG Configuration

100: 192.168.1.1/32 100: 192.168.2.1/32
AS: 65001 AS: 65002
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= ge-0/0/0 2e0 ge-1/0/0 =5
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irb.20: 10.20.1.1/24 A
irb.30: 10.30.1.1/24

26-0/0/1 ge-1/0/1 | MAC-VRF1  irb.10:10.10.1.2/24
A i1b20:10.20.1.2/24
irb.30: 10.30.1.2/24

ae1025.1

|

Server 4 Server 1 Server 2 Server 3
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A VLAN 10 /irb.10
A VLAN 20 /irb.20
A VLAN 30 /irb.30
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Simplified Configuration to Add a Single-homed Server

To add single-homed Server 4 to the original configuration in "Easy EVPN LAG Configuration with

Multihomed Servers" on page 226), add the following easy EVPN LAG configuration commands on Peer

PE 1:

set services evpn evpn-vxlan server SERVER_4 single-home-id 1 vlan-id-list [ 10 20 ] interface
ge-0/0/2

NOTE: You can combine server server-name options at the [edit services evpn evpn-vxlan] hierarchy

level, as this configuration example shows. As a result, you only need to add one configuration

line item for this use case.

Additional Generated Configuration for a Single-homed Server

The commit script generates the following additional configuration for Server 4 on Peer PE 1:

set interfaces ge-0/0/2 ether-options ethernet-switch-profile storm-control
__SERVICES_EVPN_EVPN_VXLAN_STORM_CONTROL
ge-0/0/2 ether-options 802.3ad ael1025

set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces

ae1025
ae1025
ae1025
ae1025
ae1025
ae1025
ae1025

routing-instances

vlan-tagging

encapsulation flexible-ethernet-services
aggregated-ether-options lacp active
aggregated-ether-options lacp system-id 10:11:12:13:18:19
unit 1 family ethernet-switching interface-mode trunk
unit 1 family ethernet-switching vlan members 10

unit 1 family ethernet-switching vlan members 20
__SERVICES_EVPN_EVPN_VXLAN_MAC_VRF_1 interface ae1025.1

protocols loop-detect enhanced interface ae1025 vlan-id 10

protocols loop-detect enhanced interface ae1025 loop-detect-action interface-down

protocols loop-detect enhanced interface ae1025 transmit-interval 1s

protocols loop-detect enhanced interface ae1025 revert-interval 60

Use OSPF for the Underlay Configuration

By default, the easy EVPN LAG configuration commit script generates a configuration that uses EBGP
for the underlay peering between the peer PE devices. See the
__SERVICES_EVPN_EVPN_VXLAN_EBGP_UNDERLAY EBGP group configuration statements in the
example in "Generated Configuration with Two Multihomed Servers" on page 231.



If you want to use OSPF for the underlay peering instead, include the following option in your easy
EVPN LAG configuration on both peer PE devices:

set services evpn device-attribute peer-to-peer underlay-connectivity ospf

With this option, in place of the default EBGP underlay configuration statements, the commit script
generates an OSPF underlay peering configuration using the following default parameters (also refer to
Table 15 on page 213):

o Aggregated Ethernet interface logical unit ae0.0
e OSPF area 0.0.0.0

The commit script generates the following default OSPF underlay peering configuration on both peer PE
devices:

set protocols ospf area 0.0.0.0 interface ae0.0

set protocols ospf area 0.0.0.0 interface 100.0 passive

NOTE: If you don't want to use the default EBGP or OSPF underlay peering configurations, you
can set the following easy EVPN LAG configuration option:

set services evpn defaults-override no-underlay-config

With this option set, the commit script will not generate any underlay peering configuration. In
that case, you must manually configure the desired underlay peering.

Use IBGP for the Overlay Configuration

By default, the easy EVPN LAG configuration commit script generates a configuration that uses EBGP
for the overlay peering between the peer PE devices. See the
__SERVICES_EVPN_EVPN_VXLAN_EBGP_OVERLAY EBGP group configuration statements in the
example in "Generated Configuration with Two Multihomed Servers" on page 231.

If you want to use IBGP for the overlay peering instead, include the following option in your easy EVPN
LAG configuration on both peer PE devices:

set services evpn device-attribute peer-to-peer overlay-connectivity ibgp



With this option, instead of the default EBGP overlay configuration, the commit script generates an
IBGP overlay peering configuration using the following default or derived parameters (also refer to Table
15 on page 213):

e |BGP group name __SERVICES_EVPN_EVPN_VXLAN_IBGP_OVERLAY

¢ AS number 65000

e |IBGP local address and peer neighbor address derived from set services evpn device-attribute:
e peer-id peer-id
e loopback peerl-subnet peer?-subnet
e loopback peer2-subnet peerZ-subnet

For the example topology in Figure 19 on page 227, the generated configuration is:

Peer PE 1:

set routing-options autonomous-system 65000

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_IBGP_OVERLAY type internal

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_IBGP_OVERLAY local-address 192.168.1.1
set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_IBGP_OVERLAY family inet-vpn unicast
set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_IBGP_OVERLAY family evpn signaling
set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_IBGP_OVERLAY neighbor 192.168.2.1

Peer PE 2:

set routing-options autonomous-system 65000

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_IBGP_OVERLAY type internal

set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_IBGP_OVERLAY local-address 192.168.2.1
set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_IBGP_OVERLAY family inet-vpn unicast
set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_IBGP_OVERLAY family evpn signaling
set protocols bgp group __SERVICES_EVPN_EVPN_VXLAN_IBGP_OVERLAY neighbor 192.168.1.1

EVPN Multihoming Overview | 145
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Configuring EVPN Active-Standby Multihoming to a Single PE Device

You can configure EVPN active-standby multihoming on a single PE device by configuring a standby
(protect) interface to provide redundancy to an active (protected) interface. Figure 23 on page 247
illustrates an EVPN topology with active-standby multihoming to a single PE device. A protect interface
provides the benefit of a backup for the protected primary interface in case of failure. The PE device
uses the primary interface for network traffic while the primary interface is functioning. If the primary
interface fails, the protect interface becomes active and traffic switches to the protect interface. When
the primary interface returns, the primary interface becomes the active interface once again.

NOTE: If connectivity fault management (CFM) is enabled, the protect interface will trigger CFM
to send Type, Length, and Value (TLV) or Remote Defect Indication (RDI) interface status to the
customer edge device

Junos OS does not support the protect interface in the following cases:

e EVPN-VXLAN
e PBB-EVPN

e On an interface that has been configured as an ESI in EVPN multihoming

Figure 23: EVPN Active-Standby Multihoming on a Single PE Device
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To configure the protect interface in a routing instance, configure both the protect interface and the
primary interface in the routing instance for EVPN and include the protect-interface statement in the
primary interface hierarchy.

routing-instances {
routing-instance-name{
instance-type type;

interface primary-interface-name {



protect-interface protect-interface-name

}
interface protect-interface-name
}
route-distinguisher (as-number:number | ip-address:number);

vrf-target community;

To configure the protect interface in a routing instance, configure both the protect interface and the
primary interface in the routing instance for EVPN-VPWS and include the protect-interface statement in
the evpn protocol hierarchy.

routing-instances {
routing-instance-name {
instance-type evpn-vpws;
interface primary-interface-name ;
interface protect-interface-name;
route-distinguisher (as-number:number | ip-address:number);
vrf-target community;
protocols {
evpn {
interface primary-interface-name {
vpws-service-id {
local service-id,
remote service-id,;
}

protect-interface protect-interface-name

To configure the protect interface in a bridge domain, configure both the protect interface and the
primary interface in the bridge domain and include the protect-interface statement in the primary
interface hierarchy.

bridge-domains {
briadge-domain-name{
domain-type bridge;
vlan-id number;



interface primary-interface-name {
protect-interface protect-interface-name
}

interface protect-interface-name

To display the protect interface, use the show evpn instance extensive operational command.

user@E1> show evpn instance extensive

Instance: blue

Route Distinguisher: 10.255.255.1:100

Per-instance MAC route label: 299776

MAC database status Local Remote

MAC advertisements: @ @

MAC+IP advertisements: 0 0

Default gateway MAC advertisements: 0 0

Number of local interfaces: 5 (5 up)

Interface name ESI Mode Status AC-Role

2e0.0 00:11:22:33:44:55:66:77:88:99 all-active Up Root
ge-0/0/3.0 00:00:00:00:00:00:00:00:00:00 single-homed Up Root
ge-0/0/4.0 00:11:11:11:44:55:66:77:88:99 all-active Up Root
ge-0/0/4.1 00:22:22:22:44:55:66:77:88:99 all-active Up Root
ge-0/0/4.50 00:00:00:00:00:00:00:00:00:00 single-homed Up Root
Number of IRB interfaces: 1 (@ up)

Interface name VLAN VNI Status L3 context

irb.1 25 Down vrf

Number of protect interfaces: 1

Interface name Protect Interface name Status

ge-0/0/3.1 ge-0/0/4.50 Protect-inactive

The show interfaces detail command shows that the protect interface has a CCC-DOWN status.

user@E1> show interfaces ae@.0 detail
Logical interface ae80.0 (Index 399) (SNMP ifIndex 612) (Generation 223)
Flags: Up SNMP-Traps CCC-Down 0x20004000 VLAN-Tag [ 0x8100.10 ] Encapsulation: VLAN-Bridge

Statistics Packets pps Bytes bps
Bundle:
Input : 0 0 0 0
Output: 0 0 0 0

Adaptive Statistics:



Adaptive Adjusts: 0

Adaptive Scans : 0
Adaptive Updates: 0
Link:
ge-0/1/8.0
Input : 0 0 0 0
Output: 0 0 0 0

Aggregate member links: 1

Marker Statistics: Marker Rx Resp Tx  Unknown Rx Illegal Rx
ge-0/1/8.0 0 0 0 0
Protocol bridge, MTU: 1522, Generation: 263, Route table: 11, Mesh Group: __all ces__
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protect-interface

Configuring EVPN-MPLS Active-Standby Multihoming

You can configure multihoming in active-standby redundancy mode in an Ethernet VPN (EVPN) fabric
with MPLS. This mode enables the device to autodiscover Ethernet segments, construct Ethernet
segment routes, and assign Ethernet segment identifier (ESI) labels.

NOTE: We support active-standby multihoming in EVPN fabrics only with MPLS.

QFX Series switches support EVPN-VXLAN with active-active multihoming; they don't support
EVPN with MPLS or multihoming in active-standby mode.

When configuring active-standby EVPN multihoming on supported devices, be aware of the following
limitations:

e Aninterface or ESI can be attached to more than one EVPN instance (EVI), with a maximum limit of
200 EVIs per ESI.



e For an EVPN routing instance, only one logical interface per physical interface or ESI can be attached
toan EVI.

e For a virtual switch routing instance, only one logical interface per physical interface or ESI can be
configured under a bridge domain.

All the PE routers in the network topology that support this feature should be running Junos OS Release
14.1 or later releases, which are based on EVPN draft-ietf-12vpn-evpn-03. Junos OS releases prior to
14.1 support the older version of the EVPN draft, causing interoperability issues when Junos OS Release
14.1 and a previous release are running.

Before you begin:

1. Configure the router interfaces.

2. Configure the router ID and autonomous system number for the device.

3. Configure OSPF or any other IGP protocol.

4. Configure a BGP internal group.

5. Include the EVPN signaling network layer reachability information (NLRI) to the internal BGP group.
6. Configure LDP.

7. Configure MPLS.

8. Configure RSVP MPLS LSP or GRE tunnels.

To configure the PE device:

1. Enable EVPN active-standby multihoming on the multihomed interfaces.

[edit interfaces]

user@PE14# set interface-name vlan-tagging

user@PE1# set interface-name encapsulation flexible-ethernet-services
user@PE1# set interface-name esi esi-value

user@PE1# set interface-name esi single-active

user@PE14# set interface-name unit @ encapsulation vlan-bridge
user@PE1# set interface-name unit 0 vlan-id VLAN-ID

For example:

[edit interfaces]
user@PE1# set ge-0/0/4 vlan-tagging
user@PE1# set ge-0/0/4 encapsulation flexible-ethernet-services



user@PE1# set ge-0/0/4 esi 00:22:44:66:88:00:22:44:66:88
user@PE1# set ge-0/0/4 esi single-active
user@PE1# set ge-0/0/4 unit 0 encapsulation vlan-bridge
user@PE1# set ge-0/0/4 unit 0 vlan-id 300

2. Configure the routing instance for the active-standby mode of redundancy.

The active-standby multihoming can be configured under any EVPN routing-instance. We support
evpn, virtual-switch, and mac-vrf instance types in active-standby EVPN multihoming. The vrf routing-
instance is configured to illustrate the EVPN IRB functionality, in addition to multihoming, and is not
mandatory for the active-standby EVPN multihoming feature to work. For example:

Virtual-switch Routing Instance

[edit routing-instances]

user@PE1# set virtual-switch-instance instance-type virtual-switch

user@PE1# set virtual-switch-instance protocols evpn extended-vlan-list WLAN-ID

user@PE1# set virtual-switch-instance bridge-domains bridge-domain-name domain-type bridge
user@PE1# set virtual-switch-instance bridge-domains bridge-domain-name vlan-id VLAN-ID
user@PE14# set virtual-switch-instance bridge-domains bridge-domain-name interface interface-
name

user@PE14# set virtual-switch-instance bridge-domains bridge-domain-name routing-interface
Interface-name

user@PE1# set virtual-switch-instance route-distinguisher route-distinguisher-value
user@PE1# set virtual-switch-instance vrf-target vrf-target

OR

EVPN Routing Instance

[edit routing-instances]

user@PE1# set evpn-instance instance-type evpn

user@PE14# set ewvpn-instance vlan-id VLAN-ID

user@PE1# set ewpn-instance interface interface-name

user@PE14# set ewvpn-instance routing-interface interface-name

user@PE1# set evpn-instance route-distinguisher route-distinguisher-value
user@PE1# set ewvpn-instance vrf-target vrf-target

OR

VRF Routing Instance
[edit routing-instances]

user@PE1# set vrf-instance instance-type vrf



user@PE1# set vrf-instance interface interface-name
user@PE14# set vrf-instance route-distinguisher route-distinguisher-value
user@PE1# set vrf-instance vrf-target vrf-target

3. Verify and commit the configuration.

For example:

[edit routing-instances]

user@PE1# set ALPHA instance-type virtual-switch
user@PE1# set ALPHA route-distinguisher 10.255.0.1:100
user@PE1# set ALPHA vrf-target target:100:100

user@PE14# set ALPHA protocols evpn extended-vlan-list 100
user@E1# set ALPHA bridge-domains ONE domain-type bridge
user@PE14# set ALPHA bridge-domains ONE vlan-id 100
user@PE1# set ALPHA bridge-domains ONE interface ae0.0
user@PE14# set ALPHA bridge-domains ONE interface ge-0/0/2.0
user@PE1# set ALPHA bridge-domains ONE routing-interface irb.0
user@PE1# set BETA instance-type evpn

user@PE1# set BETA vlan-id 300

user@PE1# set BETA interface ge-0/0/4.0

user@PE1# set BETA interface ael.0

user@PE14# set BETA routing-interface irb.1

user@E1# set BETA route-distinguisher 10.255.0.1:300
user@PE1# set BETA vrf-target target:300:300

user@PE1# set DELTA instance-type vrf

user@PE14# set DELTA interface irb.o

user@PE1# set DELTA interface irb.1

user@PE14# set DELTA route-distinguisher 10.255.0.1:200
user@PE1# set DELTA vrf-target target:200:200

user@PE1# set DELTA vrf-table-label

[edit]
user@PE1# commit

commit complete
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Example: Configuring Basic EVPN-MPLS Active-Standby Multihoming

IN THIS SECTION

Requirements | 254
Overview and Topology | 254
Configuration | 256

Verification | 267

This example shows how to configure active-standby multihoming in an Ethernet VPN (EVPN) fabric
with MPLS.

Requirements
This example uses the following hardware and software components:

e Four MX Series 5G Universal Routing Platforms running Junos OS Release 14.1 (or later), with MPC
interfaces, acting as provider edge (PE) and provider (P) routers.

e Two customer edge (CE) devices.

NOTE: We support active-standby multihoming in EVPN fabrics only with MPLS.

QFX Series switches support EVPN-VXLAN with active-active multihoming; they don't support
EVPN with MPLS or multihoming in active-standby mode.

Overview and Topology

Figure 24 on page 255 illustrates a simple EVPN topology. Routers PE1 and PE2 are provider edge (PE)
routers connected to multihomed customer edge (CE) router CE1. An additional PE, router PE3, is a
remote PE in the EVPN fabric connected to CE2, a single-homed CE router.



Figure 24: Simple EVPN Multihomed Topology
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The network has the following characteristics:

e All PE and P routers are running OSPF.

o There is an IBGP mesh between all PE routers.

e MPLS (RSVP) LSPs are configured between all PE routers.

e On routers PE1 and PE2, each device’s CE-facing interface uses the same Ethernet Segment
Identifier (ESI).

For simplicity and consistency of configuration, this example configures the following elements on the
three PE devices as part of setting up the EVPN:

e An EVPN instance (EVI) named EVPN-RI using instance-type virtual-switch. The example enables
protocols evpn in the instance.

NOTE: You can use another instance type instead of virtual-switch that the device supports
for EVPN instances, such as instance-type evpn.

e A route distinguisher for the EVI that is unique on each PE device.

e A route target extended community for the EVPN instance using the vrf-target statement.

NOTE: With this statement, the device automatically sets import and export routing policies
based on the specified community. Because this configuration uses the same route target



value on all of the PE devices, they can share routes using those implicit routing policies. The
example doesn't need to explicitly configure import and export policies for route sharing.

This example configures the following elements on the two multihoming peer PE devices PE1 and PE2
to which CE1 is multihomed:

e The interfaces that connect to the multihomed CE.

e An Ethernet Segment (ES) identifier (ESI) associated with those interfaces. The ESI values must match
on the multihoming peer PE devices.

e Single-active mode for ES operation.

See "EVPN Multihoming Overview" on page 145 and "Configuring EVPN-MPLS Active-Standby
Multihoming" on page 250 for more detail on the required configuration elements and steps.

Note that we support configuring the following elements on EVPN PEs, but we don't include them in
this configuration because the example focuses only on the basic required elements:

¢ |n addition to an EVPN instance, you usually configure Layer 3 (L3) VRF (virtual routing and
forwarding) routing instances on the EVPN PE devices using the vrf instance type. L3 VRF instances
enable separation or route sharing among multiple tenants at different sites supported by the PEs in
the EVPN fabric.

e If needed, you can configure multiple EVPN instances to set up more than one EVPN with the same
set of PEs. In contrast with L3 VRF instances, multiple EVPN instances work at Layer 2 (L2) to further
separate how the traffic can be forwarded within or routed between particular VLANSs or bridge
domains that the EVPN fabric supports.

Configuration

IN THIS SECTION
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CLI Quick Configuration

The configurations for each device are as follows:



CE1

interfaces {
xe-0/0/0 {
description to-PET;
unit @ {
family bridge {
interface-mode trunk;
vlan-id-list 10;

}
}
}
xe-0/0/2 {
description to-PE2;
unit 0 {
family bridge {
interface-mode trunk;
vlan-id-list 10;
}
}
}
xe-0/0/7 {
description to-Host;
unit @ {
family bridge {
interface-mode access;
vlan-id 10;
}
}
}
}
bridge-domains {
BD {

vlan-id-list 10;
bridge-options {
no-mac-learning; ## Used with single-active PE configurations, ensures traffic is
always flooded to both PEs in case of a DF change.
}



CE2

interfaces {
xe-0/0/0 {
description to-PE3;
unit @ {
family bridge {
interface-mode trunk;
vlan-id-list 10;

}
}
}
xe-0/0/7 {
description to-Host;
unit 0 {
family bridge {
interface-mode access;
vlan-id 10;
}
}
}
}
bridge-domains {
BD {
vlan-id-list 10;
}
}
PE1

interfaces {
xe-0/0/0 {

description to-CET;

flexible-vlan-tagging;

encapsulation flexible-ethernet-services;

esi {
00:11:22:33:44:55:66:77:88:99;
single-active;

}

unit 10 {
family bridge {



interface-mode trunk;
vlan-id-list 10;

}
}
}
xe-0/0/3 {
description to-P;
unit 0 {
family inet {
address 10.3.3.1/30;
}
family mpls;
}
}
100 {
unit 0 {
family inet {
address 192.168.1.1/32;
}
}
}

}
routing-options {
router-id 192.168.1.1;
autonomous-system 65432;
forwarding-table {
export evpn-pplb;

}
}
protocols {
rsvp {
interface xe-0/0/3.0;
}
mpls {

no-cspf’;

label-switched-path PE1-to-PE2 {
to 192.168.2.2;

}

label-switched-path PE1-to-PE3 {
to 192.168.3.3;

}

interface xe-0/0/3.0;



bgp {
group EVPN-PE {
type internal;
local-address 192.168.1.1;
family evpn {
signaling;
}
neighbor 192.168.2.2;
neighbor 192.168.3.3;

}
}
ospf {
area 0.0.0.0 {
interface xe-0/0/3.0;
interface 100.0;
}
}

}
policy-options {
policy-statement evpn-pplb {
from protocol evpn;
then {
load-balance per-packet;

}
}
}
routing-instances {
EVPN-RI {

instance-type virtual-switch;
interface xe-0/0/0.10;
route-distinguisher 192.168.1.1:10;
vrf-target target:65432:10;
protocols {
evpn {
extended-vlan-list 10;

}
}
bridge-domains {
bd10 {
domain-type bridge;
vlan-id 10;
}



PE2

interfaces {
xe-0/0/0 {

description to-P;

unit @ {
family inet {

address 10.5.5.1/30;

}
family mpls;

}
xe-0/0/2 {
description to-CET;
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
esi {
00:11:22:33:44:55:66:77:88:99;
single-active;
}
unit 10 {
family bridge {
interface-mode trunk;
vlan-id-list 10;

100 {
unit 0 {
family inet {
address 192.168.2.2/32;

}

routing-options {
router-id 192.168.2.2;
autonomous-system 65432;

forwarding-table {



export evpn-pplb;

}
}
protocols {
rsvp {
interface xe-0/0/0.0;
}
mpls {
no-cspf’;
label-switched-path PE2-to-PE1 {
to 192.168.1.1;
}
label-switched-path PE2-to-PE3 {
to 192.168.3.3;
}
interface xe-0/0/0.0;
}
bgp {
group EVPN-PE {
type internal;
local-address 192.168.2.2;
family evpn {
signaling;
}
neighbor 192.168.1.1;
neighbor 192.168.3.3;
}
}
ospf {
area 0.0.0.0 {
interface xe-0/0/0.0;
interface 100.0;
}
}

}
policy-options {
policy-statement evpn-pplb {
from protocol evpn;
then {
load-balance per-packet;



routing-instances {
EVPN-RI {
instance-type virtual-switch;
interface xe-0/0/2.10;
route-distinguisher 192.168.2.2:10;
vrf-target target:65432:10;
protocols {
evpn {
extended-vlan-list 10;

}
}
bridge-domains {
bd10 {
domain-type bridge;
vlan-id 10;
}
}
}
}
PE3
interfaces {
xe-0/0/1 {
description to-P;
unit 0 {

family inet {

address 10.4.4.1/30;
}
family mpls;

}
xe-0/0/2 {
description to-CE3;
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit 10 {
family bridge {
interface-mode trunk;
vlan-id-list 10;



}

lo0 {
unit 0 {
family inet {
address 192.168.3.3/32;
}
}
}

}
routing-options {
router-id 192.168.3.3;
autonomous-system 65432;
forwarding-table {
export evpn-pplb;

}
}
protocols {
rsvp {
interface xe-0/0/1.0;
}
mpls {
no-cspf’;
label-switched-path PE3-to-PET {
to 192.168.1.1;
}
label-switched-path PE3-to-PE2 {
to 192.168.2.2;
}
interface xe-0/0/1.0;
}
bgp {
group EVPN-PE {
type internal;
local-address 192.168.3.3;
family evpn {
signaling;
}
neighbor 192.168.1.1;
neighbor 192.168.2.2;
}
}
ospf {

area 0.0.0.0 {



interface xe-0/0/1.0;

interface 100.0;

}
policy-options {
policy-statement evpn-pplb {
from protocol evpn;
then {
load-balance per-packet;

}
}
}
routing-instances {
EVPN-RI {
instance-type virtual-switch;
interface xe-0/0/2.10;
route-distinguisher 192.168.3.3:10;
vrf-target target:65432:10;
protocols {
evpn {
extended-vlan-list 10;
}
}
bridge-domains {
bd10 {
domain-type bridge;
vlan-id 10;
}
}
}
}
P1
interfaces {
xe-0/0/0 {
unit 0 {

family inet {
address 10.3.3.2/30;

}
family mpls;



}
xe-0/0/1 {
unit 0 {
family inet {
address 10.4.4.2/30;
}
family mpls;
}
}
xe-0/0/2 {
unit 0 {
family inet {
address 10.5.5.2/30;
}
family mpls;
}
}
100 {
unit 0 {
family inet {
address 192.168.4.4/32;
}
}
}

}
routing-options {
router-id 192.168.4.4;
autonomous-system 65432;
}
protocols {
rsvp {
interface all;
interface fxp0.0 {
disable;

}
mpls {
interface all;
interface fxp0.0 {
disable;



ospf {
area 0.0.0.0 {
interface xe-0/0/0.0;
interface xe-0/0/1.0;
interface xe-0/0/2.0;
interface 100.0;

Verification
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Confirm that the configuration is working properly.

Verifying OSPF

Purpose

Verify that OSPF is working properly.

Action

Verify that Router P1 has adjacencies established with all PE devices.

user@1> show ospf neighbor

Address Interface State 1D Pri Dead
10.3.3.1 xe-0/0/0.0 Full 192.168.1.1 128 33



10.4.4.1 xe-0/0/1.0 Full 192.168.3.3 128 38
10.5.5.1 xe-0/0/2.0 Full 192.168.2.2 128 37

Meaning

Adjacencies have been established with the PE devices.

Verifying BGP

Purpose

Verify that BGP is working properly.

Action

Verify that MP-IBGP peerings are established using EVPN signaling between all PE devices.

user@E1> show bgp summary

Groups: 1 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending
bgp.evpn.o
4 4 0 0 0 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State|#Active/
Received/Accepted/Damped. . .
192.168.2.2 65432 89 55 0 1 22:18 Establ

EVPN-RI.evpn.@: 2/2/2/0
bgp.evpn.0: 3/3/3/0
__default_evpn__.evpn.0: 1/1/1/0
192.168.3.3 65432 59 48 0 1 22:18 Establ
EVPN-RI.evpn.@: 1/1/1/0
bgp.evpn.0: 1/1/1/0
__default_evpn__.evpn.0: 0/0/0/0

user@PE2> show bgp summary

Groups: 1 Peers: 2 Down peers: 0
Table Tot Paths Act Paths Suppressed History Damp State Pending
bgp.evpn.0
5 5 0 0 0 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State|#Active/



Received/Accepted/Damped. . .

192.168.1.1 65432 80 50 0 1 22:49 Establ
bgp.evpn.0: 4/4/4/0
EVPN-RI.evpn.0: 3/3/3/0

__.evpn.0: 1/1/1/0

192.168.3.3 65432 73 87 0 0 27:26 Establ
bgp.evpn.0: 1/1/1/0
EVPN-RI.evpn.0: 1/1/1/0
__default_evpn__.evpn.0: 0/0/0/0

__default_evpn

user@PE3> show bgp summary

Groups: 1 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending
bgp.evpn.o
5 5 0 0 0 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State|#Active/
Received/Accepted/Damped. . .
192.168.1.1 65432 66 51 0 1 23:05 Establ

bgp.evpn.0: 3/3/3/0
EVPN-RI.evpn.0: 3/3/3/0
__default_evpn__.evpn.0: 0/0/0/0
192.168.2.2 65432 104 64 0 0 27:42 Establ
bgp.evpn.0: 2/2/2/0
EVPN-RI.evpn.0: 2/2/2/0
__default_evpn__.evpn.0: 0/0/0/0

Meaning

EVPN-signaled MP-IBGP peerings have been established between all PE devices.

Verifying MPLS

Purpose

Verify that MPLS is working properly.



Action

Verify that MPLS LSPs are established between all PE devices.

user@PE1> show mpls 1sp
Ingress LSP: 2 sessions

To From State Rt P ActivePath LSPname
192.168.2.2 192.168.1.1 Up 0 * PE1-to-PE2
192.168.3.3 192.168.1.1 Up 0 * PE1-to-PE3

Total 2 displayed, Up 2, Down 0

Egress LSP: 2 sessions

To From State Rt Style Labelin Labelout LSPname
192.168.1.1 192.168.2.2 Up 0 1FF 3 - PE2-to-PE1
192.168.1.1 192.168.3.3 Up 0 1FF 3 - PE3-to-PE1

Total 2 displayed, Up 2, Down 0
Transit LSP: 0 sessions

Total 0 displayed, Up @, Down 0

user@PE2> show mpls 1sp

Ingress LSP: 2 sessions

To From State Rt P ActivePath LSPname
192.168.1.1 192.168.2.2 Up 0 * PE2-to-PE1
192.168.3.3 192.168.2.2 Up 0 * PE2-to-PE3

Total 2 displayed, Up 2, Down 0

Egress LSP: 2 sessions

To From State Rt Style Labelin Labelout LSPname
192.168.2.2 192.168.3.3 Up 0 1FF 3 - PE3-to-PE2
192.168.2.2 192.168.1.1 Up 0 1FF 3 - PE1-to-PE2

Total 2 displayed, Up 2, Down 0

Transit LSP: 0 sessions
Total @ displayed, Up @, Down 0

user@PE3> show mpls 1sp

Ingress LSP: 2 sessions

To From State Rt P ActivePath LSPname
192.168.1.1 192.168.3.3 Up 0 * PE3-to-PE1



192.168.2.2 192.168.3.3 Up 0 PE3-to-PE2
Total 2 displayed, Up 2, Down 0

Egress LSP: 2 sessions

To From State Rt Style Labelin Labelout LSPname
192.168.3.3 192.168.1.1 Up 0 1FF 3 - PET1-to-PE3
192.168.3.3 192.168.2.2 Up 0 1FF 3 - PE2-to-PE3

Total 2 displayed, Up 2, Down 0

Transit LSP: 0 sessions
Total @ displayed, Up @, Down 0

Meaning

LSPs have been established between PE devices.

Verifying EVPN Configuration and Multihoming Status

Purpose

Verify that EVPN is configured properly.

Action

Verify that the EVPN routing instances and ESls are configured and functioning correctly, and confirm
that single-active multihoming is enabled.

user@E1> show evpn instance EVPN-RI extensive
Instance: EVPN-RI
Route Distinguisher: 192.168.1.1:10
Per-instance MAC route label: 300128

MAC database status Local Remote
MAC advertisements: 0 0
MAC+IP advertisements: 0 0
Default gateway MAC advertisements: 0 0
Number of local interfaces: 1 (1 up)
Interface name ESI Mode Status AC-Role
xe-0/0/0.10 00:11:22:33:44:55:66:77:88:99 single-active Up Root

Number of IRB interfaces: @ (@ up)
Number of bridge domains: 1
VLAN Domain ID Intfs / up IRB intf  Mode MAC sync IM route label



10 1 1 Extended Enabled 300240
Number of neighbors: 2

Address MAC MAC+IP AD IM ES Leaf-label
192.168.2.2 0 0 1 1 0
192.168.3.3 0 0 0 1 0

Number of ethernet segments: 1
ESI: 00:11:22:33:44:55:66:77:88:99

Status: Resolved by IFL xe-0/0/0.10

Local interface: xe-0/0/0.10, Status: Up/Forwarding

Number of remote PEs connected: 1
Remote PE MAC label Aliasing label Mode
192.168.2.2 0 0 single-active

Designated forwarder: 192.168.1.1

Backup forwarder: 192.168.2.2

Last designated forwarder update: Jun 26 23:30:35

Advertised MAC label: 300224

Advertised aliasing label: 300224

Advertised split horizon label: 300256

user@E2> show evpn instance EVPN-RI extensive
Instance: EVPN-RI
Route Distinguisher: 192.168.2.2:10
Per-instance MAC route label: 300384

MAC database status Local Remote
MAC advertisements: 0 0
MAC+IP advertisements: 0 0
Default gateway MAC advertisements: 0 0
Number of local interfaces: 1 (1 up)
Interface name ESI Mode Status AC-Role
xe-0/0/2.10 00:11:22:33:44:55:66:77:88:99 single-active Up Root

Number of IRB interfaces: @ (@ up)
Number of bridge domains: 1

VLAN Domain ID Intfs / up IRB intf  Mode MAC sync IM route label
10 1 1 Extended Enabled 300608

Number of neighbors: 2
Address MAC MAC+IP AD M ES Leaf-label
192.168.1.1 0 0 2 1 0
192.168.3.3 0 0 0 1 0

Number of ethernet segments: 1
ESI: 00:11:22:33:44:55:66:77:88:99
Status: Resolved by NH 1048575
Local interface: xe-0/0/2.10, Status: Up/Blocking



Number of remote PEs connected: 1
Remote PE MAC label Aliasing label Mode
192.168.1.1 0 300224 single-active
Designated forwarder: 192.168.1.1
Backup forwarder: 192.168.2.2
Last designated forwarder update: Jun 26 23:30:43
Advertised MAC label: 300544
Advertised aliasing label: 300544
Advertised split horizon label: 300320

user@E3> show evpn instance EVPN-RI extensive
Instance: EVPN-RI
Route Distinguisher: 192.168.3.3:10
Per-instance MAC route label: 300272

MAC database status Local Remote
MAC advertisements: 0 0
MAC+IP advertisements: 0 0
Default gateway MAC advertisements: 0 0
Number of local interfaces: 1 (1 up)
Interface name ESI Mode Status  AC-Role
xe-0/0/2.10 00:00:00:00:00:00:00:00:00:00 single-homed Up Root

Number of IRB interfaces: @ (@ up)

Number of bridge domains: 1

VLAN Domain ID Intfs / up IRB intf  Mode MAC sync IM route label
10 1 1 Extended Enabled 300368

Number of neighbors: 2
Address MAC MAC+IP AD M ES Leaf-label
192.168.1.1 0 0 2 1 0
192.168.2.2 0 0 1 1 0

Number of ethernet segments: 1
ESI: 00:11:22:33:44:55:66:77:88:99
Status: Resolved by NH 1048574
Number of remote PEs connected: 2

Remote PE MAC label Aliasing label Mode
192.168.1.1 0 300224 single-active
192.168.2.2 0 0 single-active

Meaning

From the outputs above, the following can be determined:



o All three PE devices confirm that PE1 and PE2 are using single-active mode.
e PE1 and PE2 are using the same ESI.

e PE1is elected as the designated forwarder (DF), and its CE-facing interface is put into a state of Up/
Forwarding.

e PE2is elected as the backup designated forwarder (BDF), and its CE-facing interface is put into a
state of Up/Blocking.

Verifying Route Exchange and ESI Autodiscovery

Purpose

Verify that EVPN signaling is working properly.

Action

Verify that autodiscovery and other signaling information is being shared between PE devices.

user@E1> show route table EVPN-RI.evpn.0

EVPN-RI.evpn.@: 5 destinations, 5 routes (5 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

1:192.168.1.1:10::112233445566778899::0/304 AD/EVI
*[EVPN/170] 00:19:27
Indirect
1:192.168.2.2:0::112233445566778899: : FFFF:FFFF/304 AD/ESI
*[BGP/170] 00:18:20, localpref 100, from 192.168.2.2
AS path: I, validation-state: unverified
> to 10.3.3.2 via xe-0/0/3.0, label-switched-path PE1-to-PE2
3:192.168.1.1:10::10::192.168.1.1/304 IM
*[EVPN/170] 00:19:31
Indirect
3:192.168.2.2:10::10::192.168.2.2/304 IM
*[BGP/170] 00:18:19, localpref 100, from 192.168.2.2
AS path: I, validation-state: unverified
> to 10.3.3.2 via xe-0/0/3.0, label-switched-path PE1-to-PE2
3:192.168.3.3:10::10::192.168.3.3/304 IM
*[BGP/170] 00:18:13, localpref 100, from 192.168.3.3
AS path: I, validation-state: unverified
> to 10.3.3.2 via xe-0/0/3.0, label-switched-path PE1-to-PE3



user@PE2> show route table EVPN-RI.evpn.0

EVPN-RI.evpn.0@: 5 destinations, 5 routes (5 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

1:192.168.1.1:10::112233445566778899::0/304 AD/EVI
*[BGP/170] 00:18:51, localpref 100, from 192.168.1.1
AS path: I, validation-state: unverified
> to 10.5.5.2 via xe-0/0/0.0, label-switched-path PE2-to-PE1
1:192.168.1.1:0::112233445566778899: : FFFF:FFFF/304 AD/ESI
*[BGP/170] 00:18:51, localpref 100, from 192.168.1.1
AS path: I, validation-state: unverified
> to 10.5.5.2 via xe-0/0/0.0, label-switched-path PE2-to-PE1
3:192.168.1.1:10::10::192.168.1.1/304 IM
*[BGP/170] 00:18:51, localpref 100, from 192.168.1.1
AS path: I, validation-state: unverified
> to 10.5.5.2 via xe-0/0/0.0, label-switched-path PE2-to-PE1
3:192.168.2.2:10::10::192.168.2.2/304 IM
*[EVPN/170] 00:18:45
Indirect
3:192.168.3.3:10::10::192.168.3.3/304 IM
*[BGP/170] 00:18:40, localpref 100, from 192.168.3.3
AS path: I, validation-state: unverified
> to 10.5.5.2 via xe-0/0/0.0, label-switched-path PE2-to-PE3

user@PE3> show route table EVPN-RI.evpn.0

EVPN-RI.evpn.0@: 6 destinations, 6 routes (6 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

1:192.168.1.1:10::112233445566778899::0/304 AD/EVI
*[BGP/170] 00:18:54, localpref 100, from 192.168.1.1
AS path: I, validation-state: unverified
> to 10.4.4.2 via xe-0/0/1.0, label-switched-path PE3-to-PE1
1:192.168.1.1:0::112233445566778899: : FFFF:FFFF/304 AD/ESI
*[BGP/170] 00:18:54, localpref 100, from 192.168.1.1
AS path: I, validation-state: unverified
> to 10.4.4.2 via xe-0/0/1.0, label-switched-path PE3-to-PE1
1:192.168.2.2:0::112233445566778899: : FFFF:FFFF/304 AD/ESI
*[BGP/170] 00:18:54, localpref 100, from 192.168.2.2



AS path: I, validation-state: unverified
> to 10.4.4.2 via xe-0/0/1.0, label-switched-path PE3-to-PE2
3:192.168.1.1:10::10::192.168.1.1/304 IM
*[BGP/170] 00:18:54, localpref 100, from 192.168.1.1
AS path: I, validation-state: unverified
> to 10.4.4.2 via xe-0/0/1.0, label-switched-path PE3-to-PE1
3:192.168.2.2:10::10::192.168.2.2/304 IM
*[BGP/170] 00:18:54, localpref 100, from 192.168.2.2
AS path: I, validation-state: unverified
> to 10.4.4.2 via xe-0/0/1.0, label-switched-path PE3-to-PE2
3:192.168.3.3:10::10::192.168.3.3/304 IM
*[EVPN/170] 00:18:53
Indirect

Meaning

The outputs above show two EVPN route types:

Route Type 1: Ethernet Auto-Discovery (AD) Route - These routes are advertised on a per-EVI and
per-ESI basis. Ethernet AD routes are required when a CE device is multihomed. When a CE device is
single-homed, the ESI will be zero.

Route Type 3: Inclusive Multicast Ethernet Tag Route - This route sets up a path for broadcast,
unknown unicast, and multicast (BUM) traffic from a PE device to the remote PE device on a per
VLAN, per ESI basis.

The outputs above show the following information:

1:192.168.x.x:10::112233445566778899: :0/304 AD/EVI - This is the per-EVI AD Type 1 EVPN route. As the DF
(and active device), Router PE1 has advertised this route to Routers PE2 and PE3.

1:192.168.x.x:0::112233445566778899: : FFFF:FFFF/304 AD/ESI - This is the per Ethernet segment AD Type 1
EVPN route. As the multihomed devices, Routers PE1 and PE2 have advertised this route to each
other and to Router PE3.

3:192.168.x.x:10::10::192.168.x.x/304 IM - This is the route used to set up a path for BUM traffic. Each
PE device has advertised this route to the other PE device.

Verifying Ethernet Segment (ES) Route Exchange

Purpose

Verify that ES route information is being shared correctly.



Action

Verify that the local and advertised autodiscovery routes per Ethernet segment and the Ethernet
segment routes are received.

user@E1> show route table __default_evpn__.evpn.0

__default_evpn__.evpn.@: 3 destinations, 3 routes (3 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

1:192.168.1.1:0::112233445566778899: : FFFF:FFFF/304 AD/ESI
*[EVPN/170] 00:14:22
Indirect
4:192.168.1.1:0::112233445566778899:192.168.1.1/304 ES
*[EVPN/170] 00:14:23
Indirect
4:192.168.2.2:0::112233445566778899:192.168.2.2/304 ES
*[BGP/170] 00:14:14, localpref 100, from 192.168.2.2
AS path: I, validation-state: unverified
> to 10.3.3.2 via xe-0/0/3.0, label-switched-path PE1-to-PE2

user@E2> show route table __default_evpn__.evpn.0

__default_evpn__.evpn.0: 3 destinations, 3 routes (3 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

1:192.168.2.2:0::112233445566778899: : FFFF:FFFF/304 AD/ESI
*[EVPN/170] 00:14:25
Indirect
4:192.168.1.1:0::112233445566778899:192.168.1.1/304 ES
*[BGP/170] 00:14:24, localpref 100, from 192.168.1.1
AS path: I, validation-state: unverified
> to 10.5.5.2 via xe-0/0/0.0, label-switched-path PE2-to-PE1
4:192.168.2.2:0::112233445566778899:192.168.2.2/304 ES
*[EVPN/170] 00:14:26
Indirect

Meaning

The outputs above show two EVPN route types:



e Route Type 1: Ethernet Auto-Discovery (AD) Route - These routes are advertised on a per-EVI and
per-ESI basis. Ethernet AD routes are required when a CE device is multihomed. When a CE device is
single-homed, the ESI will be zero.

e Route Type 4: Ethernet Segment Route - PE devices that are connected to the same Ethernet
Segment will discover each other through the ES route.

The outputs above show the following information:

® 1:192.168.x.x:0::112233445566778899: : FFFF:FFFF/304 AD/ESI - This is the per Ethernet segment AD Type 1
EVPN route. In the outputs above, each PE device shows its own route.

e 4:192.168.x.x:0::112233445566778899:192.168.x.x/304 ES - This is the ES route for the local ESI. In the
outputs above, each PE device shows both its own route and the one advertised by the other PE
device.
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Example: Configuring EVPN-MPLS Active-Standby Multihoming
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This example shows how to configure Ethernet VPN (EVPN) with MPLS for multihomed customer edge
(CE) devices in active-standby redundancy mode. The steps in this example set up:

e An EVPN routing instance using the virtual-switch routing instance type



e Another EVPN routing instance using the evpn routing instance type

e A virtual routing and forwarding (VRF) routing instance using the vrf routing instance type as part of
configuring integrated routing and bridging (IRB) interfaces.

NOTE: We support active-standby multihoming in EVPN fabrics only with MPLS.

QFX Series switches support EVPN-VXLAN with active-active multihoming; they don't support
EVPN with MPLS or multihoming in active-standby mode.

Requirements
This example uses the following hardware and software components:
e Four MX Series 5G Universal Routing Platforms with MPC interfaces only, where:

e Two devices are configured as provider edge (PE) routers connected to a common multihomed
customer site.

e One device is configured as a remote PE router connected to a single-homed customer site.
e Eight customer edge (CE) devices, where:

e Two CE devices are multihomed.

o Two CE devices are single-homed for each of the PE routers.

e Junos OS Release 14.1 or later running on all the PE routers.

NOTE: Junos OS Release 14.1 and later releases are based on the EVPN draft-ietf-12vpn-
evpn-03. Releases prior to 14.1, support the older version of the EVPN draft, causing
interoperability issues when Junos OS Release 14.1 and a previous release are running.

Before you begin:

1. Configure the router interfaces.

2. Configure OSPF or any other IGP protocol.
3. Configure BGP.

4. Configure LDP.

5. Configure MPLS.

6. Configure RSVP MPLS LSP or GRE tunnels.



Overview and Topology

Starting with Junos OS Release 14.1, the EVPN solution on MX Series routers with MPC interfaces is
extended to provide multihoming functionality with active-standby mode of operation. The multihoming
functions include autodiscovery of Ethernet segments, Ethernet segment route construction, and
Ethernet segment identifier (ESI) label assignment.

NOTE: Prior to Junos OS Release 15.1, the EVPN functionaliy support on MX Series Routers was
limited to routers using MPC and MIC interfaces only. However, starting with Junos OS Release
15.1, MX Series Routers using DPCs can be leveraged to provide EVPN support on the CE
device-facing interface.

The DPC support for EVPN is provided with the following considerations:

e DPCs provide support for EVPN in the active-standby mode of operation including support
for the following:

1. EVPN instance (EVI)
2. Virtual switch (VS)
3. Integrated routing and bridging (IRB) interfaces

e DPCs intended for providing the EVPN active-standby support should be the CE device-
facing line card. The PE device interfaces in the EVPN domain should use only MPC and MIC
interfaces.

NOTE: When configuring active-standby EVPN multihoming, be aware of the following
limitations:

e An interface or ESI can be attached to more than one EVI, with a maximum limit of 200 EVIs
per ESI.

e For an EVPN routing instance, only one logical interface per physical interface or ESI can be
attached to an EVL.

e For a virtual switch routing instance, only one logical interface per physical interface or ESI
can be configured under a bridge domain.

e All the PE routers in the network topology should be running Junos OS Release 14.1 or later
releases, which are based on the EVPN draft-ietf-12vpn-evpn-03. Junos OS releases prior to 14.1
support the older version of the EVPN draft, causing interoperability issues when Junos OS
Release 14.1 and a previous release are running.



Figure 25: EVPN Active-Standby Multihoming
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e Routers PE1 and PE2 are provider edge (PE) routers connected to multihomed customer edge (CE)

devices “Device CE1” and “Device CE1”

e Router PE3 is a remote PE router connected to a single-homed customer site.

e Router P is the provider router connected to Routers PE1, PE2, and PE3.

e There are three routing instances running in the topology—ALPHA, BETA, and DELTA—with the
virtual switch, EVPN, and VRF type of routing instance, respectively.

e All the PE routers are connected to one single-homed CE device each for the ALPHA and BETA

routing instances.

e Device CE1 belongs to the ALPHA routing instance, and Device CE2 belongs to the BETA routing

instance.

For Router PE1, Device CE-A1 and Device CE-B1 are the single-homed CE devices for the routing
instances ALPHA and BETA, respectively. In the same way, Device CE-A2 and Device CE-A3 belong to
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the ALPHA routing instance, and Device CE-B2 and Device CE-B3 belong to the BETA routing instances
connected to Routers PE2 and PES3, respectively.

NOTE: You can configure active-standby multihoming under any EVPN routing-instance. We
support both evpn and virtual-switch instance types in active-standby EVPN multihoming. We
include configuration for the tenant VRF routing instance of type vrf to illustrate the EVPN IRB
functionality in addition to multihoming. The DELTA routing instance configuration is not
required for the active-standby EVPN multihoming feature to work.

For simplicity and consistency of configuration, in this example we configure a route target
extended community for the EVPN instances and VRF instance using the vrf-target statement at
the [edit routing-instances name] hierarchy level. With this statement, the device automatically sets
import and export routing policies based on the specified community. On each of the PE devices,
we configure corresponding routing instances with route target values that match, so the PE
devices can share routes using those implicit routing policies. We don't need to explicitly
configure import and export policies for route sharing.

Configuration

IN THIS SECTION
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Procedure | 290
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

CE1

set chassis aggregated-devices ethernet device-count 1
set interfaces ge-0/0/0 gigether-options 802.3ad ae@
set interfaces ge-0/0/1 gigether-options 802.3ad ae0
set interfaces ae@ vlan-tagging

set interfaces ae0 mac 00:00:00:00:00:04



set interfaces ae@ unit @ vlan-id 100
set interfaces ae@ unit 0 family inet address 10.0.0.4/24
set routing-options static route 0.0.0.0/0 next-hop 10.0.0.250

CE-Al

set chassis aggregated-devices ethernet device-count 1

set interfaces ge-0/0/0 gigether-options 802.3ad ae@

set interfaces ae@ vlan-tagging

set interfaces ae@ mac 00:00:00:00:00:01

set interfaces ae@ unit @ vlan-id 100

set interfaces ae@ unit @ family inet address 10.0.0.1/24

set routing-options static route 0.0.0.0/0 next-hop 10.0.0.251

CE-A2

set chassis aggregated-devices ethernet device-count 1

set interfaces ge-0/0/0 gigether-options 802.3ad ae@

set interfaces ae0 vlan-tagging

set interfaces ae@ mac 00:00:00:00:00:02

set interfaces ae@ unit 0 vlan-id 100

set interfaces ae@ unit @ family inet address 10.0.0.2/24

set routing-options static route 0.0.0.0/0 next-hop 10.0.0.252

CE-A3

set chassis aggregated-devices ethernet device-count 1

set interfaces ge-0/0/0 gigether-options 802.3ad ae@

set interfaces ae@ vlan-tagging

set interfaces ae@ mac 00:00:00:00:00:03

set interfaces ae@ unit 0 vlan-id 100

set interfaces ae@ unit @ family inet address 10.0.0.3/24

set routing-options static route 0.0.0.0/0 next-hop 10.0.0.253

CE2

set chassis aggregated-devices ethernet device-count 1
set interfaces ge-0/0/0 gigether-options 802.3ad ae@
set interfaces ge-0/0/1 gigether-options 802.3ad ae@
set interfaces ae@ vlan-tagging



set interfaces ae@ mac 00:00:00:00:00:04

set interfaces ae@ unit 0 vlan-id 300

set interfaces ae@ unit @ family inet address 192.0.2.4/24

set routing-options static route 0.0.0.0/0 next-hop 192.0.2.10

CE-B1

set chassis aggregated-devices ethernet device-count 1

set interfaces ge-0/0/0 gigether-options 802.3ad ae@

set interfaces ae@ vlan-tagging

set interfaces ae@ mac 00:00:00:00:00:01

set interfaces ae@ unit @ vlan-id 300

set interfaces ae@ unit 0 family inet address 192.0.2.1/24

set routing-options static route 0.0.0.0/0 next-hop 192.0.2.15

CE-B2

set chassis aggregated-devices ethernet device-count 1

set interfaces ge-0/0/0 gigether-options 802.3ad ae0

set interfaces ae@ vlan-tagging

set interfaces ae® mac 00:00:00:00:00:02

set interfaces ae@ unit @ vlan-id 300

set interfaces ae@ unit 0 family inet address 192.0.2.4/24

set routing-options static route 0.0.0.0/0 next-hop 192.0.2.12

CE-B3

set chassis aggregated-devices ethernet device-count 1

set interfaces ge-0/0/0 gigether-options 802.3ad ae@

set interfaces ae@ vlan-tagging

set interfaces ae@ mac 00:00:00:00:00:03

set interfaces ae@ unit @ vlan-id 300

set interfaces ae@ unit @ family inet address 192.0.2.3/24

set routing-options static route 0.0.0.0/0 next-hop 192.0.2.13

PE1

set interfaces ge-0/0/0 unit 0 family inet address 198.51.100.1/24
set interfaces ge-0/0/0 unit 0 family mpls
set interfaces ge-0/0/1 gigether-options 802.3ad ae0



set interfaces ge-0/0/2 vlan-tagging

set interfaces ge-0/0/2 encapsulation flexible-ethernet-services
set interfaces ge-0/0/2 unit 0 encapsulation vlan-bridge
set interfaces ge-0/0/2 unit 0 vlan-id 100

set interfaces ge-0/0/3 gigether-options 802.3ad ael

set interfaces ge-0/0/4 vlan-tagging

set interfaces ge-0/0/4 encapsulation flexible-ethernet-services
set interfaces ge-0/0/4 esi 00:22:44:66:88:00:22:44:66:88
set interfaces ge-0/0/4 esi single-active

set interfaces ge-0/0/4 unit 0 encapsulation vlan-bridge
set interfaces ge-0/0/4 unit 0 vlan-id 300

set interfaces ae@ vlan-tagging

set interfaces ae@ encapsulation flexible-ethernet-services
set interfaces ae@ esi 00:11:22:33:44:55:66:77:88:99

set interfaces ae@ esi single-active

set interfaces ae@ unit @ encapsulation vlan-bridge

set interfaces ae@ unit @ vlan-id 100

set interfaces ael vlan-tagging

set interfaces ael encapsulation flexible-ethernet-services
set interfaces ael unit @ encapsulation vlan-bridge

vlan-id 300

family inet address 10.0.0.250/24
set interfaces irb unit @ family inet address 10.0.0.251/24

set interfaces ael unit @
0
0
set interfaces irb unit 0 mac 00:11:22:33:44:55
1
1
1
0

set interfaces irb unit

set interfaces irb unit 1 family inet address 192.0.2.10/24
family inet address 192.0.2.15/24
mac 00:22:44:66:88:00

family inet address 10.255.0.1/32 primary

set interfaces irb unit
set interfaces irb unit
set interfaces 1lo0 unit
set interfaces 100 unit @ family inet address 10.255.0.1/32 preferred

set routing-options router-id 10.255.0.1

set routing-options autonomous-system 100

set routing-options forwarding-table chained-composite-next-hop ingress evpn
set protocols mpls interface 100.0

set protocols mpls interface ge-0/0/0.0

set protocols bgp group EVPN-PE type internal

set protocols bgp group EVPN-PE local-address 10.255.0.1

set protocols bgp group EVPN-PE family evpn signaling

set protocols bgp group EVPN-PE neighbor 10.255.0.2

set protocols bgp group EVPN-PE neighbor 10.255.0.3

set protocols ospf area 0.0.0.0 interface 100.0 passive

set protocols ospf area 0.0.0.0 interface ge-0/0/0.0

set protocols ldp interface ge-0/0/0.0

set protocols ldp interface 100.0



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

PE2

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

ALPHA instance-type virtual-switch

ALPHA route-distinguisher 10.255.0.1:100
ALPHA vrf-target target:100:100

ALPHA protocols evpn extended-vlan-list 100
ALPHA bridge-domains ONE domain-type bridge
ALPHA bridge-domains ONE vlan-id 100

ALPHA bridge-domains ONE interface ae0.0
ALPHA bridge-domains ONE interface ge-0/0/2.0
ALPHA bridge-domains ONE routing-interface irb.0
BETA instance-type evpn

BETA vlan-id 300

BETA interface ge-0/0/4.0

BETA interface ael.0

BETA routing-interface irb.1

BETA route-distinguisher 10.255.0.1:300
BETA vrf-target target:300:300

DELTA instance-type vrf

DELTA interface irb.0

DELTA interface irb.1

DELTA route-distinguisher 10.255.0.1:200
DELTA vrf-target target:200:200

DELTA vrf-table-label

interfaces ge-0/0/0 unit @ family inet address 198.51.100.3/24
interfaces ge-0/0/0 unit 0 family mpls

interfaces ge-0/0/1 gigether-options 802.3ad ae@

interfaces ge-0/0/2 vlan-tagging

interfaces ge-0/0/2 encapsulation flexible-ethernet-services

interfaces ge-0/0/2 unit @ encapsulation vlan-bridge
interfaces ge-0/0/2 unit @ vlan-id 100
interfaces ge-0/0/3 gigether-options 802.3ad ael

interfaces ge-0/0/4 vlan-tagging

interfaces ge-0/0/4 encapsulation flexible-ethernet-services
interfaces ge-0/0/4 esi 00:22:44:66:88:00:22:44:66:88
interfaces ge-0/0/4 esi single-active

interfaces ge-0/0/4 unit @ encapsulation vlan-bridge
interfaces ge-0/0/4 unit 0 vlan-id 300

interfaces ae@ vlan-tagging

interfaces ae@ encapsulation flexible-ethernet-services
interfaces ae0 esi 00:11:22:33:44:55:66:77:88:99



set interfaces ae@ esi single-active

set interfaces ae@ unit @ encapsulation vlan-bridge

set interfaces ae@ unit @ vlan-id 100

set interfaces ael vlan-tagging

set interfaces ael encapsulation flexible-ethernet-services
set interfaces ael unit @ encapsulation vlan-bridge

vlan-id 300

family inet address 10.0.0.250/24
set interfaces irb unit @ family inet address 10.0.0.252/24

set interfaces ael unit @
0
0
set interfaces irb unit 0 mac 00:11:22:33:44:55
1
1
1
0

set interfaces irb unit

set interfaces irb unit 1 family inet address 192.0.2.10/24
family inet address 192.0.2.12/24
mac 00:22:44:66:88:00

family inet address 10.255.0.2/32 primary

set interfaces irb unit
set interfaces irb unit
set interfaces 1lo0 unit
set interfaces 100 unit @ family inet address 10.255.0.2/32 preferred

set routing-options router-id 10.255.0.2

set routing-options autonomous-system 100

set routing-options forwarding-table chained-composite-next-hop ingress evpn
set protocols mpls interface 100.0

set protocols mpls interface ge-0/0/0.0

set protocols bgp group EVPN-PE type internal

set protocols bgp group EVPN-PE local-address 10.255.0.2

set protocols bgp group EVPN-PE family evpn signaling

set protocols bgp group EVPN-PE neighbor 10.255.0.1

set protocols bgp group EVPN-PE neighbor 10.255.0.3

set protocols ospf area 0.0.0.0 interface 100.0 passive

set protocols ospf area 0.0.0.0 interface ge-0/0/0.0

set protocols ldp interface ge-0/0/0.0

set protocols ldp interface 100.0

set routing-instances ALPHA instance-type virtual-switch

set routing-instances ALPHA route-distinguisher 10.255.0.2:100

set routing-instances ALPHA vrf-target target:100:100

set routing-instances ALPHA protocols evpn extended-vlan-list 100

set routing-instances ALPHA bridge-domains ONE domain-type bridge

set routing-instances ALPHA bridge-domains ONE vlan-id 100

set routing-instances ALPHA bridge-domains ONE interface ae0.0

set routing-instances ALPHA bridge-domains ONE interface ge-0/0/2.0

set routing-instances ALPHA bridge-domains ONE routing-interface irb.0

set routing-instances BETA instance-type evpn

set routing-instances BETA vlan-id 300

set routing-instances BETA interface ge-0/0/4.0

set routing-instances BETA interface ael.0

set routing-instances BETA routing-interface irb.1



set routing-instances BETA route-distinguisher 10.255.0.2:300
set routing-instances BETA vrf-target target:300:300

set routing-instances DELTA instance-type vrf

set routing-instances DELTA interface irb.0

set routing-instances DELTA interface irb.1

set routing-instances DELTA route-distinguisher 10.255.0.2:200
set routing-instances DELTA vrf-target target:200:200

set routing-instances DELTA vrf-table-label

PE3

set interfaces ge-0/0/0 unit @ family inet address 198.51.100.5/24
set interfaces ge-0/0/0 unit 0 family mpls

set interfaces ge-0/0/1 gigether-options 802.3ad ae@

set interfaces ge-0/0/2 gigether-options 802.3ad ael

set interfaces ae@ vlan-tagging

set interfaces ae@ encapsulation flexible-ethernet-services

set interfaces ae@ unit @ encapsulation vlan-bridge

set interfaces ae@ unit @ vlan-id 100

set interfaces ael vlan-tagging

set interfaces ael encapsulation flexible-ethernet-services

set interfaces ael unit @ encapsulation vlan-bridge

set interfaces ael unit @ vlan-id 300

set interfaces irb unit 0 family inet address 10.0.0.253/24

set interfaces irb unit 1 family inet address 192.0.2.13/24

set interfaces 100 unit @ family inet address 10.255.0.3/32 primary
set interfaces 100 unit @ family inet address 10.255.0.3/32 preferred
set routing-options router-id 10.255.0.3

set routing-options autonomous-system 100

set routing-options forwarding-table chained-composite-next-hop ingress evpn
set protocols mpls interface 100.0

set protocols mpls interface ge-0/0/0.0

set protocols bgp group EVPN-PE type internal

set protocols bgp group EVPN-PE local-address 10.255.0.3

set protocols bgp group EVPN-PE family evpn signaling

set protocols bgp group EVPN-PE neighbor 10.255.0.1

set protocols bgp group EVPN-PE neighbor 10.255.0.2

set protocols ospf area 0.0.0.0 interface 100.0 passive

set protocols ospf area 0.0.0.0 interface ge-0/0/0.0

set protocols ldp interface ge-0/0/0.0

set protocols 1ldp interface 100.0

set routing-instances ALPHA instance-type virtual-switch
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stances ALPHA route-distinguisher 10.255.0.3:100
stances ALPHA vrf-target target:100:100

stances ALPHA protocols evpn extended-vlan-list 100
stances ALPHA bridge-domains ONE domain-type bridge
stances ALPHA bridge-domains ONE vlan-id 100
stances ALPHA bridge-domains ONE interface ae0.0
stances ALPHA bridge-domains ONE routing-interface irb.0
stances BETA instance-type evpn

stances BETA vlan-id 300

stances BETA interface ael.0

stances BETA routing-interface irb.1

stances BETA route-distinguisher 10.255.0.3:300
stances BETA vrf-target target:300:300

stances DELTA instance-type vrf

stances DELTA interface irb.0

stances DELTA interface irb.1

stances DELTA route-distinguisher 10.255.0.3:200
stances DELTA vrf-target target:200:200

stances DELTA vrf-table-label

ge-0/0/0 unit 0 family inet address 198.51.100.2/24
ge-0/0/0 unit 0 family mpls

ge-0/0/1 unit 0 family inet address 198.51.100.4/24
ge-0/0/1 unit 0 family mpls

ge-0/0/2 unit 0 family inet address 198.51.100.6/24
ge-0/0/2 unit 0 family mpls

100 unit @ family inet address 10.255.0.4/32 primary
100 unit @ family inet address 10.255.0.4/32 preferred
tions router-id 10.255.0.4
mpls interface 100.0
mpls interface ge-0/0/0.0
mpls interface ge-0/0/1.0
mpls interface ge-0/0/2.0
ospf area 0.0.0.0 interface 100.0 passive
ospf area 0.0.0.0 interface ge-0/0/1.0
ospf area 0.0.0.0 interface ge-0/0/2.0
ospf area 0.0.0.0 interface ge-0/0/0.0

1dp interface ge-0/0/0.0

1dp interface ge-0/0/1.0



set protocols 1dp interface ge-0/0/2.0

set protocols ldp interface 100.0

Procedure

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode.

To configure Router PE1:

NOTE: Repeat this procedure for Router PE2 after modifying the appropriate interface names,
addresses, and other parameters.

1. Configure Router PE1 interfaces.

[edit interfaces]

user@PE1# set ge-0/0/0 unit 0 family inet address 198.51.100.1/24
user@PE1# set ge-0/0/0 unit @ family mpls

user@PE1# set ge-0/0/1 gigether-options 802.3ad ae@

user@PET# set ge-0/0/2 vlan-tagging

user@PE1# set ge-0/0/2 encapsulation flexible-ethernet-services
user@PE1# set ge-0/0/2 unit 0 encapsulation vlan-bridge
user@PE1# set ge-0/0/2 unit @ vlan-id 100

user@PE1# set ge-0/0/3 gigether-options 802.3ad ael

user@PE1# set ge-0/0/4 vlan-tagging

user@PE1# set ge-0/0/4 encapsulation flexible-ethernet-services
user@PE1# set ge-0/0/4 esi 00:22:44:66:88:00:22:44:66:88
user@PE1# set ge-0/0/4 esi single-active

user@PE1# set ge-0/0/4 unit @ encapsulation vlan-bridge
user@PE1# set ge-0/0/4 unit 0 vlan-id 300

user@PE1# set ae@ vlan-tagging

user@E1# set ae@ encapsulation flexible-ethernet-services
user@PE1# set ae@ esi 00:11:22:33:44:55:66:77:88:99

user@PE1# set ae@ esi single-active

user@PE1# set ae@ unit @ encapsulation vlan-bridge

user@PE1# set ae@ unit @ vlan-id 100

user@PE14# set ael vlan-tagging

user@PE1# set ael encapsulation flexible-ethernet-services



user@PE1# set ael unit @ encapsulation vlan-bridge

vlan-id 300

family inet address 10.0.0.250/24

family inet address 10.0.0.251/24

mac 00:11:22:33:44:55

family inet address 192.0.2.10/24

family inet address 192.0.2.15/24

mac 00:22:44:66:88:00

family inet address 10.255.0.1/32 primary

family inet address 10.255.0.1/32 preferred

user@PE1# set ael unit
user@PE1# set irb unit
user@PE1# set irb unit
user@PE1# set irb unit
user@PE1# set irb unit
user@PE1# set irb unit
user@PE1# set irb unit
user@PET# set 1lo@ unit
user@PE1# set 100 unit

[ R~ B -~ B~ Y~ T~ B <~ ]

2. Configure the loopback address of Router PE1 as the router ID.

[edit routing-options]
user@PE1# set router-id 10.255.0.1

3. Set the autonomous system number for Router PE1.

[edit routing-options]
user@PE1# set autonomous-system 100

4. Enable chained composite next hop for the EVPN.

[edit routing-options]
user@PE1# set forwarding-table chained-composite-next-hop ingress evpn

5. Enable MPLS on the loopback interface of Router PE1 and the interface connecting PE1 to Router
P.

[edit protocols]
user@PE1# set mpls interface 100.0
user@PE1# set mpls interface ge-0/0/0.0

6. Configure the BGP group for Router PE1.

[edit protocols]
user@PE1# set bgp group EVPN-PE type internal



7. Assign local and neighbor addresses to the EVPN-PE BGP group for Router PE1 to peer with
Routers PE2 and PES3.

[edit protocols]

user@PE1# set bgp group EVPN-PE local-address 10.255.0.1
user@PE1# set bgp group EVPN-PE neighbor 10.255.0.2
user@PE1# set bgp group EVPN-PE neighbor 10.255.0.3

8. Include the EVPN signaling Network Layer Reachability Information (NLRI) to the EVPN-PE group.

[edit protocols]
user@PE1# set bgp group EVPN-PE family evpn signaling

9. Configure OSPF on the loopback interface of Router PE1 and the interface connecting PE1 to
Router P.

[edit protocols]
user@PE14# set ospf area 0.0.0.0 interface 100.0 passive
user@PE1# set ospf area 0.0.0.0 interface ge-0/0/0.0

10. Enable LDP on the loopback interface of Router PE1 and the interface connecting PE1 to Router P.

[edit protocols]
user@PE1# set ldp interface 100.0
user@PE1# set 1dp interface ge-0/0/0.0

11. Configure the virtual switch routing instance - ALPHA.

[edit routing-instances]
user@PE1# set ALPHA instance-type virtual-switch

12. Configure the extended VLAN list for the ALPHA routing instance.

[edit routing-instances]
user@PE1# set ALPHA protocols evpn extended-vlan-list 100



13. Set the type for the bridging domain in the ALPHA routing instance.

[edit routing-instances]
user@PE1# set ALPHA bridge-domains ONE domain-type bridge

14. Set the VLAN for the bridging domain in the ALPHA routing instance.

[edit routing-instances]
user@PE1# set ALPHA bridge-domains ONE vlan-id 100

15. Configure the interface names for the ALPHA routing instance.

[edit routing-instances]

user@PE1# set ALPHA bridge-domains ONE interface ae.0
user@PE1# set ALPHA bridge-domains ONE interface ge-0/0/2.0
user@PE1# set ALPHA bridge-domains ONE routing-interface irb.0

16. Configure the route distinguisher for the ALPHA routing instance.

[edit routing-instances]
user@PE1# set ALPHA route-distinguisher 10.255.0.1:100

17. Configure the VPN routing and forwarding (VRF) target community for the ALPHA routing instance.

[edit routing-instances]
user@PE1# set ALPHA vrf-target target:100:100

18. Configure the EVPN routing instance - BETA.

[edit routing-instances]
user@PE1# set BETA instance-type evpn



19. Set the VLAN identifier for the bridging domain in the BETA routing instance.

[edit routing-instances]
user@PE1# set BETA vlan-id 300

20. Configure the interface names for the BETA routing instance.

[edit routing-instances]

user@PE1# set BETA interface ge-0/0/4.0
user@PE1# set BETA interface ael.0
user@PE1# set BETA routing-interface irb.1

21. Configure the route distinguisher for the BETA routing instance.

[edit routing-instances]
user@PE14# set BETA route-distinguisher 10.255.0.1:300

22. Configure the VPN routing and forwarding (VRF) target community for the BETA routing instance.

[edit routing-instances]
user@PE1# set BETA vrf-target target:300:300

23. Configure the VRF routing instance - DELTA.

[edit routing-instances]
user@PE1# set DELTA instance-type vrf

24. Configure the interface names for the DELTA routing instance.

[edit routing-instances]
user@PE14# set DELTA interface irb.0
user@PE1# set DELTA interface irb.1



25. Configure the route distinguisher for the DELTA routing instance.

[edit routing-instances]
user@PE1# set DELTA route-distinguisher 10.255.0.1:200

26. Configure the VPN routing and forwarding (VRF) target community for the DELTA routing instance.

[edit routing-instances]
user@PE1# set DELTA vrf-target target:200:200
user@PE1# set DELTA vrf-table-label

Results

From configuration mode, confirm your configuration by entering the show interfaces, show routing-options,
show protocols, and show routing-instances commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@PE1# show interfaces
ge-0/0/0 {
unit 0 {
family inet {
address 198.51.100.1/24;

}
family mpls;
}
}
ge-0/0/1 {
gigether-options {
802.3ad ae0;
}
}
ge-0/0/2 {
vlan-tagging;
encapsulation flexible-ethernet-services;
unit @ {
encapsulation vlan-bridge;
vlan-id 100;
}
}

ge-0/0/3 {



3

gigether-options {
802.3ad ael;

ge-0/0/4 {

aed

ael

irb

vlan-tagging;
encapsulation flexible-ethernet-services;
esi {
00:22:44:66:88:00:22:44:66:88;
single-active;
}
unit 0 {
encapsulation vlan-bridge;
vlan-id 300;

{
vlan-tagging;
encapsulation flexible-ethernet-services;
esi {
00:11:22:33:44:55:66:77:88:99;
single-active;
}
unit 0 {
encapsulation vlan-bridge;
vlan-id 100;

{
vlan-tagging;
encapsulation flexible-ethernet-services;
unit 0 {
encapsulation vlan-bridge;
vlan-id 300;

{
unit 0 {
family inet {
address 10.0.0.250/24;
address 10.0.0.251/24;
}
mac 00:11:22:33:44:55;



}
unit 1 {
family inet {
address 192.0.2.10/24;
address 192.0.2.15/24;

}
mac 00:22:44:66:88:00;
}
}
lo0 {
unit 0 {
family inet {
address 10.255.0.1/32 {
primary;
preferred;
}
}
}
}

user@PE14# show routing-options
router-id 10.255.0.1;
autonomous-system 100;
forwarding-table {
chained-composite-next-hop {
ingress {

evpn;

user@PE1# show protocols
mpls {
interface 100.0;
interface ge-0/0/0.0;
}
bgp {
group EVPN-PE {
type internal;
local-address 10.255.0.1;



family evpn {
signaling;

}

neighbor 10.255.0.2;

neighbor 10.255.0.3;

}
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface ge-0/0/0.0;
}
}
ldp {
interface ge-0/0/0.0;
interface 100.0;
}

user@PE1# show routing-instances
ALPHA {
instance-type virtual-switch;
route-distinguisher 10.255.0.1:100;
vrf-target target:100:100;
protocols {
evpn {
extended-vlan-list 100;

}
}
bridge-domains {
ONE {
domain-type bridge;
vlan-id 100;
interface ae0.0;
interface ge-0/0/2.0;
routing-interface irb.0;
}
}

BETA {



instance-type evpn;

vlan-id 300;

interface ge-0/0/4.0;

interface ael.0;

routing-interface irb.1;
route-distinguisher 10.255.0.1:300;
vrf-target target:300:300;

}

DELTA {
instance-type vrf;
interface irb.0;
interface irb.1;
route-distinguisher 10.255.0.1:200;
vrf-target target:200:200;
vrf-table-label;

}

Verification

IN THIS SECTION

Verifying the EVPN Instance Status | 300

Verifying the Autodiscovery Routes per Ethernet Segment | 306
Verifying the Ethernet Segment Route | 313

Verifying the DF Status | 315

Verifying the BDF Status | 315

Verifying Remote IRB MAC | 316

Verifying Remote IRB and Host IP | 317

Verifying ARP Table | 321

Verifying Bridge ARP Table | 322

Verifying Bridge MAC Table | 323

Confirm that the configuration is working properly in the following different areas on all the PE routers,
where Router PE1 is the designated forwarder (DF), Router PE2 is the non-DF, and Router PE3 is the
remote PE:

1. EVPN routing instance configuration



2. EVPN multihoming routes
3. DF election process
4. IRB and virtual switch routing instance configuration

5. Host route entries

Verifying the EVPN Instance Status

Purpose

Verify the EVPN routing instances and their status.

Action

Router PE1

From operational mode, run the show evpn instance extensive command.

user@E1> show evpn instance extensive
Instance: ALPHA
Route Distinguisher: 10.255.0.1:100
Per-instance MAC route label: 300144
Per-instance multicast route label: 300160

MAC database status Local Remote
Total MAC addresses: 3 4
Default gateway MAC addresses: 1 2
Number of local interfaces: 2 (2 up)
Interface name ESI Mode SH label
ae0.0 00:11:22:33:44:55:66:77:88:99 single-active
ge-0/0/2.0 00:00:00:00:00:00:00:00:00:00 single-homed

Number of IRB interfaces: 1 (1 up)
Interface name L3 context

irb.o DELTA
Number of neighbors: 2
10.255.0.2

Received routes
MAC address advertisement:
MAC+IP address advertisement:

Inclusive multicast:

_ = w N

Ethernet auto-discovery:
10.255.0.3



Received routes
MAC address advertisement:

NN

MAC+IP address advertisement:

—_

Inclusive multicast:
Ethernet auto-discovery: 0
Number of ethernet segments: 1
ESI: 00:11:22:33:44:55:66:77:88:99
Designated forwarder: 10.255.0.1
Backup forwarder: 10.255.0.2

Instance: BETA
Route Distinguisher: 10.255.0.1:300
VLAN ID: 300
Per-instance MAC route label: 300176
Per-instance multicast route label: 300192
MAC database status Local Remote
Total MAC addresses: 3 4
Default gateway MAC addresses: 1 2
Number of local interfaces: 2 (2 up)
Interface name ESI Mode
ael.0 00:00:00:00:00:00:00:00:00:00 single-homed
ge-0/0/4.0 00:22:44:66:88:00:22:44:66:88 single-active
Number of IRB interfaces: 1 (1 up)
Interface name L3 context
irb.1 DELTA
Number of neighbors: 2
10.255.0.2
Received routes
MAC address advertisement: 2
MAC+IP address advertisement: 3
Inclusive multicast: 1
Ethernet auto-discovery: 1
10.255.0.3
Received routes
MAC address advertisement: 2
MAC+IP address advertisement: 2
Inclusive multicast: 1
Ethernet auto-discovery: 0
Number of ethernet segments: 1
ESI: 00:22:44:66:88:00:22:44:66:88
Designated forwarder: 10.255.0.1
Backup forwarder: 10.255.0.2

SH label



Instance: __default_evpn__
Route Distinguisher: 10.255.0.1:0
VLAN ID: @

Per-instance MAC route label: 300208

Per-instance multicast route label: 300224

MAC database status Local Remote
Total MAC addresses: 0 0
Default gateway MAC addresses: 0 0

Number of local interfaces: @ (@ up)
Number of IRB interfaces: @ (@ up)
Number of neighbors: 1
10.255.0.2
Received routes
Ethernet auto-discovery: 0
Ethernet Segment: 2

Number of ethernet segments: @

Router PE2

From operational mode, run the show evpn instance extensive command.

user@E2> show evpn instance extensive
Instance: ALPHA
Route Distinguisher: 10.255.0.2:100
Per-instance MAC route label: 300208
Per-instance multicast route label: 300224

MAC database status Local Remote
Total MAC addresses: 2 5
Default gateway MAC addresses: 1 2
Number of local interfaces: 2 (2 up)
Interface name ESI Mode SH label
ae0.0 00:11:22:33:44:55:66:77:88:99 single-active
ge-0/0/2.0 00:00:00:00:00:00:00:00:00:00 single-homed

Number of IRB interfaces: 1 (1 up)
Interface name L3 context

irb.o DELTA
Number of neighbors: 2
10.255.0.1
Received routes
MAC address advertisement: 3
MAC+IP address advertisement: 4

Inclusive multicast: 1



Ethernet auto-discovery: 1
10.255.0.3
Received routes
MAC address advertisement:

NN

MAC+IP address advertisement:
Inclusive multicast: 1
Ethernet auto-discovery: 0
Number of ethernet segments: 1
ESI: 00:11:22:33:44:55:66:77:88:99
Designated forwarder: 10.255.0.1
Backup forwarder: 10.255.0.2

Instance: BETA
Route Distinguisher: 10.255.0.2:300
VLAN ID: 300
Per-instance MAC route label: 300240
Per-instance multicast route label: 300256
MAC database status Local Remote
Total MAC addresses: 2 5
Default gateway MAC addresses: 1 2
Number of local interfaces: 2 (2 up)
Interface name ESI Mode
ael.0 00:00:00:00:00:00:00:00:00:00 single-homed
ge-0/0/4.0 00:22:44:66:88:00:22:44:66:88 single-active
Number of IRB interfaces: 1 (1 up)
Interface name L3 context
irb.1 DELTA
Number of neighbors: 2
10.255.0.1
Received routes
MAC address advertisement:
MAC+IP address advertisement: 4
Inclusive multicast: 1
Ethernet auto-discovery: 1
10.255.0.3
Received routes
MAC address advertisement: 2
MAC+IP address advertisement: 2
Inclusive multicast: 1
Ethernet auto-discovery: 0
Number of ethernet segments: 1
ESI: 00:22:44:66:88:00:22:44:66:88
Designated forwarder: 10.255.0.1

SH label



Backup forwarder: 10.255.0.2

Instance: __default_evpn__
Route Distinguisher: 10.255.0.2:0
VLAN ID: @
Per-instance MAC route label: 300272

Per-instance multicast route label: 300288

MAC database status Local Remote
Total MAC addresses: 0 0
Default gateway MAC addresses: 0 0

Number of local interfaces: @ (@ up)
Number of IRB interfaces: @ (@ up)
Number of neighbors: 1
10.255.0.1
Received routes
Ethernet auto-discovery: 0
Ethernet Segment: 2

Number of ethernet segments: @

Router PE3

From operational mode, run the show evpn instance extensive command.

user@PE3> show evpn instance extensive
Instance: ALPHA
Route Distinguisher: 10.255.0.3:100
Per-instance MAC route label: 299776
Per-instance multicast route label: 299792

MAC database status Local Remote
Total MAC addresses: 2 4
Default gateway MAC addresses: 1 1
Number of local interfaces: 1 (1 up)
Interface name ESI Mode SH label
ae0.0 00:00:00:00:00:00:00:00:00:00 single-homed

Number of IRB interfaces: 1 (1 up)
Interface name L3 context

irb.o DELTA
Number of neighbors: 2
10.255.0.1

Received routes
MAC address advertisement:
MAC+IP address advertisement: 4



Inclusive multicast: 1

Ethernet auto-discovery: 1
10.255.0.2
Received routes
MAC address advertisement: 2
MAC+IP address advertisement: 3
Inclusive multicast: 1
Ethernet auto-discovery: 1

Number of ethernet segments: 0

Instance: BETA
Route Distinguisher: 10.255.0.3:300
VLAN ID: 300
Per-instance MAC route label: 299808
Per-instance multicast route label: 299824

MAC database status Local Remote
Total MAC addresses: 2 4
Default gateway MAC addresses: 1 1
Number of local interfaces: 1 (1 up)
Interface name ESI Mode SH label
ael.0 00:00:00:00:00:00:00:00:00:00 single-homed

Number of IRB interfaces: 1 (1 up)
Interface name L3 context
irb.1 DELTA
Number of neighbors: 2
10.255.0.1
Received routes
MAC address advertisement:

AW

MAC+IP address advertisement:

—_

Inclusive multicast:

—_

Ethernet auto-discovery:
10.255.0.2
Received routes
MAC address advertisement:
MAC+IP address advertisement:

Inclusive multicast:

_ =W N

Ethernet auto-discovery:

Number of ethernet segments: @

Instance: __default_evpn__
Route Distinguisher: 10.255.0.3:0
VLAN ID: @
Per-instance MAC route label: 299840



Per-instance multicast route label: 299856

MAC database status Local Remote
Total MAC addresses: 0 0
Default gateway MAC addresses: 0 0

Number of local interfaces: @ (@ up)
Number of IRB interfaces: @ (@ up)
Number of neighbors: 0

Number of ethernet segments: @

Meaning

The output provides the following information:

e List of EVPN and virtual switch routing instances.

e Mode of operation of each interface

e Neighbors of each routing instance.

e Number of different routes received from each neighbor.
e ESI attached to each routing instance.

o Number of Ethernet segments on each routing instance.
e DF election roles for each ESI in an EVI.

e VLAN ID and MAC labels for each routing instance.

¢ IRB interface details

e Number of default gateway MAC addresses received for the virtual switch routing instance (ALPHA).

Verifying the Autodiscovery Routes per Ethernet Segment

Purpose

Verify that the autodiscovery routes per Ethernet segment are received.

Action

Router PE1



From operational mode, run the show route table ALPHA.evpn.0 command.

user@E1> show route table ALPHA.evpn.Q
ALPHA.evpn.0: 20 destinations, 20 routes (20 active, 0 holddown, © hidden)
+ = Active Route, - = Last Active, * = Both

1:10.255.0.2:0::112233445566778899: :0/304
*[BGP/170] 2d 23:51:27, localpref 100, from 10.255.0.2
AS path: I, validation-state: unverified
> to 198.51.100.2 via ge-0/0/0.0, Push 299808
2:10.255.0.1:100::100::00:00:00:00:00:01/304
*[EVPN/170] 2d 23:52:22
Indirect
2:10.255.0.1:100::100::00:00:00:00:00:04/304
*[EVPN/170] 2d 23:52:24
Indirect
2:10.255.0.1:100::100::00:11:22:33:44:55/304
*[EVPN/170] 2d 23:53:32
Indirect
2:10.255.0.2:100::100::00:00:00:00:00:02/304
*[BGP/170] 2d 23:51:27, localpref 100, from 10.255.0.2
AS path: I, validation-state: unverified
> to 198.51.100.2 via ge-0/0/0.0, Push 299808
2:10.255.0.2:100::100::00:11:22:33:44:55/304
*[BGP/170] 2d 23:51:27, localpref 100, from 10.255.0.2
AS path: I, validation-state: unverified
> to 198.51.100.2 via ge-0/0/0.0, Push 299808
2:10.255.0.3:100::100::00:00:00:00:00:03/304
*[BGP/170] 2d 23:39:04, localpref 100, from 10.255.0.3
AS path: I, validation-state: unverified
> to 198.51.100.2 via ge-0/0/0.0, Push 299824
2:10.255.0.3:100::100::00:05:86:71:b3:f0/304
*[BGP/170] 2d 23:39:24, localpref 100, from 10.255.0.3
AS path: I, validation-state: unverified
> to 198.51.100.2 via ge-0/0/0.0, Push 299824
2:10.255.0.1:100::100::00:00:00:00:00:01::10.0.0.1/304
*[EVPN/170] 2d 23:52:22
Indirect
2:10.255.0.1:100::100::00:00:00:00:00:04::10.0.0.4/304
*[EVPN/170] 2d 23:52:24
Indirect
2:10.255.0.1:100::100::00:11:22:33:44:55::10.0.0.250/304



Router PE2

.255.0.

.255.0.

.255.0.

.255.0.

.255.0.

.255.0.

.255.0.

.255.0.

.255.0.

:100:

:100:

:100:

:100:

:100:

:100:

:100:

:100:

:100:

*[EVPN/170] 2d 23:53:32
Indirect

:100::00:11:22:33:44:55::10.0.0.251/304

*[EVPN/170] 2d 23:53:32
Indirect

:100::00:00:00:00:00:02::10.0.0.2/304

*[BGP/170] 2d 23:51:27, localpref 100, from 10
AS path: I, validation-state: unverified
> to 198.51.100.2 via ge-0/0/0.0, Push 299808

:100::00:11:22:33:44:55::10.0.0.250/304

*[BGP/170] 2d 23:51:27, localpref 100, from 10
AS path: I, validation-state: unverified
> to 198.51.100.2 via ge-0/0/0.0, Push 299808

:100::00:11:22:33:44:55::10.0.0.252/304

*[BGP/170] 2d 23:51:27, localpref 100, from 10
AS path: I, validation-state: unverified
> to 198.51.100.2 via ge-0/0/0.0, Push 299808

:100::00:00:00:00:00:03::10.0.0.3/304

*[BGP/170] 2d 23:39:04, localpref 100, from 10
AS path: I, validation-state: unverified
> to 198.51.100.2 via ge-0/0/0.0, Push 299824

:100::00:05:86:71:b3:0::10.0.0.253/304

*[BGP/170] 2d 23:39:24, localpref 100, from 10
AS path: I, validation-state: unverified
> to 198.51.100.2 via ge-0/0/0.0, Push 299824

:100::10.255.0.1/304

*[EVPN/170] 2d 23:52:33
Indirect

:100::10.255.0.2/304

*[BGP/170] 2d 23:51:27, localpref 100, from 10
AS path: I, validation-state: unverified
> to 198.51.100.2 via ge-0/0/0.0, Push 299808

:100::10.255.0.3/304

*[BGP/170] 2d 23:39:24, localpref 100, from 10
AS path: I, validation-state: unverified
> to 198.51.100.2 via ge-0/0/0.0, Push 299824

.255.0.2

.255.0.2

.255.0.2

.255.0.3

.255.0.3

.255.0.2

.255.0.3



From operational mode, run the show route table ALPHA.evpn.0 command.

user@E2> show show route table ALPHA.evpn.0
ALPHA.evpn.0: 20 destinations, 20 routes (20 active, @ holddown, 0
+ = Active Route, - = Last Active, * = Both

1:10.255.0.

.255.

.255.

.255.

.255.

.255.

.255.

.255.

.255.

.255.

1:0::112233445566778899: :0/304

.1:100:

.1:100:

.1:100:

.2:100:

.2:100:

.3:100:

.3:100:

.1:100:

.1:100:

*[BGP/170] 10:46:04, localpref 100, from 10.255.

AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299776

:100::00:00:00:00:00:01/304
*[BGP/170] 10:43:51, localpref 100, from 10.255.0.

AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299776

:100::00:00:00:00:00:04/304
*[BGP/170] 10:45:06, localpref 100, from 10.255.0.

AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299776

:100::00:11:22:33:44:55/304
*[BGP/170] 10:46:04, localpref 100, from 10.255.

AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299776

:100::00:00:00:00:00:02/304

*[EVPN/170] 10:43:48
Indirect

:100::00:11:22:33:44:55/304

*[EVPN/170] 10:46:04
Indirect

:100::00:00:00:00:00:03/304
*[BGP/170] 10:46:04, localpref 100, from 10.255.0.

AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299792

:100::00:05:86:71:79:f0/304
*[BGP/170] 10:46:04, localpref 100, from 10.255.0.

AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299792

:100::00:00:00:00:00:01::10.0.0.1/304
*[BGP/170] 10:41:52, localpref 100, from 10.255.

AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299776

:100::00:00:00:00:00:04::10.0.0.4/304
*[BGP/170] 10:45:06, localpref 100, from 10.255.0.

hidden)



Router PE3

.255.0.

.255.0.

.255.0.

.255.0.

.255.0.

.255.0.

.255.0.

.255.0.

.255.0.

.255.0.

:100:

:100:

:100:

:100:

:100:

:100:

:100:

:100:

:100:

:100:

AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299776

:100::00:11:22:33:44:55::10.0.0.250/304

*[BGP/170] 10:46:04, localpref 100, from 10.255.0.1
AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299776

:100::00:11:22:33:44:55::10.0.0.251/304

*[BGP/170] 10:46:04, localpref 100, from 10.255.0.1
AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299776

:100::00:00:00:00:00:02::10.0.0.2/304

*[EVPN/170] 10:40:25
Indirect

:100::00:11:22:33:44:55::10.0.0.250/304

*[EVPN/170] 10:46:04
Indirect

:100::00:11:22:33:44:55::10.0.0.252/304

*[EVPN/170] 10:46:04
Indirect

:100::00:00:00:00:00:03::10.0.0.3/304

*[BGP/170] 10:46:04, localpref 100, from 10.255.0.3
AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299792

:100::00:05:86:71:79:f0::10.0.0.253/304

*[BGP/170] 10:46:04, localpref 100, from 10.255.0.3
AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299792

:100::10.255.0.1/304

*[BGP/170] 10:46:04, localpref 100, from 10.255.0.1
AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299776

:100::10.255.0.2/304

*[EVPN/170] 10:46:04
Indirect

:100::10.255.0.3/304

*[BGP/170] 10:46:04, localpref 100, from 10.255.0.3
AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299792



From operational mode, run the show route table ALPHA.evpn.0 command.

user@PE3> show route table ALPHA.evpn.Q
ALPHA.evpn.0: 21 destinations, 21 routes (21 active, @ holddown, 0
+ = Active Route, - = Last Active, * = Both

1:10.255.0.

.255.

.255.

.255.

.255.

.255.

.255.

.255.

.255.

.255.

1:0::112233445566778899: :0/304

.1:100:

.1:100:

.1:100:

.2:100:

.2:100:

.3:100:

.3:100:

.1:100:

*[BGP/170] 10:47:43, localpref 100, from 10.255.

AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299776

.2:0::112233445566778899: :0/304
*[BGP/170] 10:47:34, localpref 100, from 10.255.0.

AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299808

:100::00:00:00:00:00:01/304
*[BGP/170] 10:45:21, localpref 100, from 10.255.0.

AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299776

:100::00:00:00:00:00:04/304
*[BGP/170] 10:46:36, localpref 100, from 10.255.

AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299776

:100::00:11:22:33:44:55/304
*[BGP/170] 10:47:43, localpref 100, from 10.255.0.

AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299776

:100::00:00:00:00:00:02/304
*[BGP/170] 10:45:18, localpref 100, from 10.255.0.

AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299808

:100::00:11:22:33:44:55/304
*[BGP/170] 10:47:34, localpref 100, from 10.255.

AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299808

:100::00:00:00:00:00:03/304

*[EVPN/170] 10:59:05
Indirect

:100::00:05:86:71:79:f0/304

*[EVPN/170] 11:00:23
Indirect

:100::00:00:00:00:00:01::10.0.0.1/304
*[BGP/170] 10:43:22, localpref 100, from 10.255.

hidden)

0.1



:10.

:10.

:10.

:10.

:10.

:10.

:10.

:10.

:10.

:10.

:10.

255.0.

255.0.

255.0.

255.0.

255.0.

255.0.

255.0.

255.0.

255.0.

255.0.

255.0.

:100:

:100:

:100:

:100:

:100:

:100:

:100:

:100:

:100:

:100:

:100:

AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299776

:100::00:00:00:00:00:04::10.0.0.4/304

*[BGP/170] 10:46:36, localpref 100, from 10.255.0.1
AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299776

:100::00:11:22:33:44:55::10.0.0.250/304

*[BGP/170] 10:47:43, localpref 100, from 10.255.0.1
AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299776

:100::00:11:22:33:44:55::10.0.0.251/304

*[BGP/170] 10:47:43, localpref 100, from 10.255.0.1
AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299776

:100::00:00:00:00:00:02::10.0.0.2/304

*[BGP/170] 10:41:55, localpref 100, from 10.255.0.2
AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299808

:100::00:11:22:33:44:55::10.0.0.250/304

*[BGP/170] 10:47:34, localpref 100, from 10.255.0.2
AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299808

:100::00:11:22:33:44:55::10.0.0.252/304

*[BGP/170] 10:47:34, localpref 100, from 10.255.0.2
AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299808

:100::00:00:00:00:00:03::10.0.0.3/304

*[EVPN/170] 10:59:05
Indirect

:100::00:05:86:71:79:f0::10.0.0.253/304

*[EVPN/170] 11:00:23
Indirect

:100::10.255.0.1/304

*[BGP/170] 10:47:43, localpref 100, from 10.255.0.1
AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299776

:100::10.255.0.2/304

*[BGP/170] 10:47:34, localpref 100, from 10.255.0.2
AS path: I, validation-state: unverified
> to 198.51.100.6 via ge-0/0/0.0, Push 299808

:100::10.255.0.3/304



*[EVPN/170] 10:59:40
Indirect

Meaning

The remote type 1 autodiscovery route is received for the ESI attached to Router PE2, which is the
other PE router connected to the multihomed CE device.

Verifying the Ethernet Segment Route

Purpose

Verify that the local and advertised autodiscovery routes per Ethernet segment and the Ethernet
segment routes are received.

Action

Router PE1

From operational mode, run the show route table __default_evpn__.evpn.0 command.

user@E1> show route table __default_evpn__.evpn.0

__default_evpn__.evpn.0: 6 destinations, 6 routes (6 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

1:10.255.0.1:0::112233445566778899: :0/304
*[EVPN/170] 3d 00:00:31
Indirect
1:10.255.0.1:0::224466880022446688: :0/304
*[EVPN/170] 3d 00:00:31
Indirect
4:10.255.0.1:0::112233445566778899:10.255.0.1/304
*[EVPN/170] 3d 00:00:31
Indirect
4:10.255.0.1:0::224466880022446688:10.255.0.1/304
*[EVPN/170] 3d 00:00:31
Indirect
4:10.255.0.2:0::112233445566778899:10.255.0.2/304
*[BGP/170] 3d 00:00:20, localpref 100, from 10.255.0.2
AS path: I, validation-state: unverified
> to 198.51.100.2 via ge-0/0/0.0, Push 299808



4:10.255.0.2:0::224466880022446688:10.255.0.2/304
*[BGP/170] 3d 00:00:20, localpref 100, from 10.255.0.2
AS path: I, validation-state: unverified
> to 198.51.100.2 via ge-0/0/0.0, Push 299808

Router PE2

From operational mode, run the show route table __default_evpn__.evpn.0 command.

user@E2> show route table __default_evpn__.evpn.0

__default_evpn__.evpn.0: 6 destinations, 6 routes (6 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

1:10.255.0.2:0::112233445566778899: :0/304
*[EVPN/170] 10:49:26
Indirect
1:10.255.0.2:0::224466880022446688: :0/304
*[EVPN/170] 10:49:26
Indirect
4:10.255.0.1:0::112233445566778899:10.255.0.1/304
*[BGP/170] 10:49:26, localpref 100, from 10.255.0.1
AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299776
4:10.255.0.1:0::224466880022446688:10.255.0.1/304
*[BGP/170] 10:49:26, localpref 100, from 10.255.0.1
AS path: I, validation-state: unverified
> to 198.51.100.4 via ge-0/0/0.0, Push 299776
4:10.255.0.2:0::112233445566778899:10.255.0.2/304
*[EVPN/170] 10:49:26
Indirect
4:10.255.0.2:0::224466880022446688:10.255.0.2/304
*[EVPN/170] 10:49:26
Indirect

Meaning

The output displays the local and remote type 1 (autodiscovery) and type 4 (Ethernet segment) routes:

e 1:10.255.0.1:0::112233445566778899: :0/304—Autodiscovery route per Ethernet segment for each local ESI
attached to Router PE1 and Router PE2.



e 4:10.255.0.1:0::112233445566778899:10.255.0.1/304—Ethernet segment route for each local ESI attached to
Router PE1 and Router PE2.

® 4:10.255.0.2:0::112233445566778899:10.255.0.2/304—Remote Ethernet segment route from Router PE2.
Verifying the DF Status

Purpose

Confirm which PE router is the designated forwarder (DF).

Action
From operational mode, run the show evpn instance ALPHA esi es/designated-forwarder command.
user@E1> show evpn instance ALPHA esi 00:11:22:33:44:55:66:77:88:99
designated-forwarder
Instance: ALPHA
Number of ethernet segments: 1
ESI: 00:11:22:33:44:55:66:77:88:99
Designated forwarder: 10.255.0.1

Meaning

Router PE1 is the DF for the ALPHA routing instance.
Verifying the BDF Status

Purpose

Confirm which PE router is the backup designated forwarder (BDF).

Action

From operational mode, run the show evpn instance ALPHA esi esibackup-forwarder command.

user@E1> show evpn instance ALPHA esi 00:11:22:33:44:55:66:77:88:99
backup-forwarder
Instance: ALPHA

Number of ethernet segments: 1



ESI: 00:11:22:33:44:55:66:77:88:99
Backup forwarder: 10.255.0.2

Meaning

Router PE2 is the BDF for the ALPHA routing instance.
Verifying Remote IRB MAC

Purpose

Verify that the remote gateway MAC addresses are synchronized among all the PE routers.

Action

Router PE1

From operational mode, run the show bridge evpn peer-gateway-mac command.

user@E1> show bridge evpn peer-gateway-mac

Routing instance : ALPHA

Bridging domain : ONE, VLAN : 100
Installed GW MAC addresses:
00:05:86:71:79:f0

Router PE2

From operational mode, run the show bridge evpn peer-gateway-mac command.

user@E2> show bridge evpn peer-gateway-mac

Routing instance : ALPHA

Bridging domain : ONE, VLAN : 100
Installed GW MAC addresses:
00:05:86:71:79:f0

Router PE3



From operational mode, run the show bridge evpn peer-gateway-mac command.

user@PE2> show bridge evpn peer-gateway-mac

Routing instance : ALPHA

Bridging domain : ONE, VLAN : 100
Installed GW MAC addresses:
00:11:22:33:44:55

Meaning

The remote gateway MAC addresses are synchronized:

e Router PE3 gateway MAC is installed in Routers PE1 and PE2 peer-gateway-mac table.

e Routers PE1 and PE2 gateway MAC addresses are installed in Router PE3 peer-gateway-mac table.

Verifying Remote IRB and Host IP

Purpose

Verify that the remote IRB IP and the host IP are received.

Action

Router PE1

From operational mode, run the show route table DELTA command.

user@E1> show route table DELTA
DELTA.inet.@: 16 destinations, 18 routes (16 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both
10.0.0.0/24 *[Direct/0] 11:25:54
> via irb.0
[Direct/0] 11:25:54
> via irb.0
10.0.0.1/32 *[EVPN/7] 11:21:33
> via irb.0
10.0.0.2/32 *[EVPN/7] 11:20:06, metric2 1

> to 198.51.100.2 via ge-0/0/0.0, Push 300208, Push 299808(top)
10.0.0.3/32 *[EVPN/7] 11:25:54, metric2 1



10.0.0.4/32

10.0.0.250/32

10.0.0.251/32

10.0.0.253/32

192.0.2.0/24

192.0.

192.0.

192.0.

192.0.

192.0.

192.0.

192.0.

.1/24

.2/24

.3/24

.4/24

.10/24

.15/24

.13/24

Router PE2

> to 198.51.100.2 via ge-0/0/0.0, Push 299776, Push 299792(top)
*[EVPN/7] 11:24:47
> via irb.0
*x[Local/0] 11:38:29
Local via irb.0
*x[Local/0] 11:38:29
Local via irb.0
*[EVPN/7] 11:25:54, metric2 1
> to 198.51.100.2 via ge-0/0/0.0, Push 299776, Push 299792(top)
*[Direct/0] 11:25:55
> via irb.1
[Direct/@] 11:25:55
> via irb.1
*[EVPN/7] 11:21:20
> via irb.1
*[EVPN/7] 11:19:54, metric2 1
> to 198.51.100.2 via ge-0/0/0.0, Push 300240, Push 299808(top)
*[EVPN/7] 11:25:54, metric2 1
> to 198.51.100.2 via ge-0/0/0.0, Push 299808, Push 299792(top)
*[EVPN/7] 11:24:40
> via irb.1
*x[Local/0] 11:38:29
Local via irb.1
*x[Local/0] 11:38:29
Local via irb.1
*[EVPN/7] 11:25:54, metric2 1
> to 198.51.100.2 via ge-0/0/0.0, Push 299808, Push 299792(top)

From operational mode, run the show route table DELTA command.

user@E2> show route table DELTA
DELTA.inet.@: 16 destinations, 18 routes (16 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.0/24

10.0.0.1/32

*[Direct/0] 11:30:02

> via irb.0

[Direct/0] 11:30:02

> via irb.0
*[EVPN/7] 11:25:50, metric2 1

> to 198.51.100.4 via ge-0/0/0.0, Push 300144, Push 299776(top)



10.0.0.2/32 *[EVPN/7] 11:24:23
> via irb.0
10.0.0.3/32 *[EVPN/7] 11:30:02, metric2 1
> to 198.51.100.4 via ge-0/0/0.0, Push 299776, Push 299792(top)
10.0.0.4/32 *[EVPN/7] 11:29:04, metric2 1
> to 198.51.100.4 via ge-0/0/0.0, Push 300144, Push 299776(top)
10.0.0.250/32 *[Local/@] 11:42:33
Local via irb.0
10.0.0.252/32 *[Local/@] 11:42:33
Local via irb.0
10.0.0.253/32 *[EVPN/7] 11:30:02, metric2 1
> to 198.51.100.4 via ge-0/0/0.0, Push 299776, Push 299792(top)
192.0.2.0/24 *[Direct/0] 11:30:02
> via irb.1
[Direct/0] 11:30:02
> via irb.1
192.0.2.1/24 *[EVPN/7] 11:25:37, metric2 1
> to 198.51.100.4 via ge-0/0/0.0, Push 300176, Push 299776(top)
192.0.2.2/24 *[EVPN/7] 11:24:11
> via irb.1
192.0.2.3/24 *[EVPN/7] 11:30:02, metric2 1
> to 198.51.100.4 via ge-0/0/0.0, Push 299808, Push 299792(top)
192.0.2.4/24 *[EVPN/7] 11:28:57, metric2 1
> to 198.51.100.4 via ge-0/0/0.0, Push 300176, Push 299776(top)
192.0.2.10/24 *[Local/@] 11:42:33
Local via irb.1
192.0.2.12/24 *[Local/@] 11:42:33
Local via irb.1
192.0.2.13/24 *[EVPN/7] 11:30:02, metric2 1
> to 198.51.100.4 via ge-0/0/0.0, Push 299808, Push 299792(top)
Router PE3

From operational mode, run the show route table DELTA command.

user@E3> show route table DELTA
DELTA.inet.0: 16 destinations, 16 routes (16 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

10.0.0.0/24 *[Direct/0] 11:42:15
> via irb.0
10.0.0.1/32 *[EVPN/7] 11:25:56, metric2 1



> to 198.51.100.6 via ge-0/0/0.0, Push 300144, Push 299776(top)
10.0.0.2/32 *[EVPN/7] 11:24:29, metric2 1

> to 198.51.100.6 via ge-0/0/0.0, Push 300208, Push 299808(top)
10.0.0.3/32 *[EVPN/7] 11:41:39

> via irb.0
10.0.0.4/32 *[EVPN/7] 11:29:10, metric2 1

> to 198.51.100.6 via ge-0/0/0.0, Push 300144, Push 299776(top)
10.0.0.250/32 *[EVPN/7] 11:30:08, metric2 1

> to 198.51.100.6 via ge-0/0/0.0, Push 300208, Push 299808(top)
10.0.0.252/32 *[EVPN/7] 11:30:08, metric2 1

> to 198.51.100.6 via ge-0/0/0.0, Push 300208, Push 299808(top)
10.0.0.253/32 *[Local/@] 11:42:57

Local via irb.0

192.0.2.0/24 *[Direct/0] 11:42:15

> via irb.1
192.0.2.1/24 *[EVPN/7] 11:25:43, metric2 1

> to 198.51.100.6 via ge-0/0/0.0, Push 300176, Push 299776(top)
192.0.2.2/24 *[EVPN/7] 11:24:17, metric2 1

> to 198.51.100.6 via ge-0/0/0.0, Push 300240, Push 299808(top)
192.0.2.3/24 *[EVPN/7] 11:42:04

> via irb.1
192.0.2.4/24 *[EVPN/7] 11:29:03, metric2 1

> to 198.51.100.6 via ge-0/0/0.0, Push 300176, Push 299776(top)
192.0.2.10/24 *[EVPN/7] 11:30:08, metric2 1

> to 198.51.100.6 via ge-0/0/0.0, Push 300240, Push 299808(top)
192.0.2.12/24 *[EVPN/7] 11:30:08, metric2 1

> to 198.51.100.6 via ge-0/0/0.0, Push 300240, Push 299808(top)
192.0.2.13/24 *[Local/@] 11:42:57

Local via irb.1
Meaning

The output displays the local and remote IRB interfaces. It also displays the local and remote hosts that
are installed in the VRF table:

On Router PE1:

e 10.0.0.1/32—Local host in the virtual switch routing instance.

e 10.0.0.2/32 and 10.0.0.3/32—Remote host in the virtual switch routing instance.
e 10.0.0.250/32—Local IRB in the virtual switch routing instance.

e 10.0.0.253/32—Remote IRB in the virtual switch routing instance.



Verifying ARP Table

Purpose

Verify the ARP table entries.

Action

Router PE1

From operational mode, run the show evpn arp-table command.

user@E1> show evpn arp-table

INET MAC Logical Routing Bridging

address address interface instance domain

192.0.2.1 00:00:00:00:00:01 irb.1 BETA __BETA__

192.0.2.4 00:00:00:00:00:04 irb.1 BETA __BETA__
Router PE2

From operational mode, run the show evpn arp-table command.

user@E2> show evpn arp-table

INET MAC Logical Routing Bridging

address address interface instance domain

192.0.2.2 00:00:00:00:00:02 irb.1 BETA __BETA__
Router PE3

From operational mode, run the show evpn arp-table command.

user@PE3> show evpn arp-table

INET MAC Logical Routing Bridging

address address interface instance domain

192.0.2.3 00:00:00:00:00:03 1irb.1 BETA __BETA__
Meaning

The EVPN instance and ARP are synchronized with the host MAC and IP address for local hosts.



Verifying Bridge ARP Table

Purpose

Verify the bridge ARP table entries.

Action

Router PE1

From operational mode, run the show bridge evpn arp-table command.

user@E3> show bridge evpn arp-table

INET MAC Logical Routing Bridging

address address interface instance domain

10.0.0.1 00:00:00:00:00:01 1irb.0 ALPHA ONE

10.0.0.4 00:00:00:00:00:04 irb.0 ALPHA ONE
Router PE2

From operational mode, run the show bridge evpn arp-table command.

user@E3> show bridge evpn arp-table

INET MAC Logical Routing Bridging

address address interface instance domain

10.0.0.2 00:00:00:00:00:02 1irb.0 ALPHA ONE
Router PE3

From operational mode, run the show bridge evpn arp-table command.

user@PE3> show bridge evpn arp-table

INET MAC Logical Routing Bridging

address address interface instance domain

10.0.0.3 00:00:00:00:00:03 1irb.0 ALPHA ONE
Meaning

The virtual switch instance and ARP are synchronized with the local host MAC and IP address.



Verifying Bridge MAC Table

Purpose

Verify the bridge MAC table entries.

Action

Router PE1

From operational mode, run the show bridge mac-table command.

user@E1> show bridge mac-table
MAC flags (S -static MAC, D -dynamic MAC, L -locally learned, C -Control MAC
SE -Statistics enabled, NM -Non configured MAC, R -Remote PE MAC)

Routing instance : ALPHA

Bridging domain : ONE, VLAN :

MAC

address
00:00:00:00:00:01
00:00:00:00:00:02
00:00:00:00:00:03
00:00:00:00:00:04

Router PE2

MAC
flags
D

DC

DC

D

100
Logical
interface
ge-0/0/2.0

ae0.0

NH RTR
Index ID

1048583 1048583
1048574 1048574

From operational mode, run the show bridge mac-table command.

user@E2> show bridge mac-table

MAC flags (S -static MAC, D -dynamic MAC, L -locally learned, C -Control MAC
SE -Statistics enabled, NM -Non configured MAC, R -Remote PE MAC)

Routing instance : ALPHA

Bridging domain : ONE, VLAN :

MAC

address
00:00:00:00:00:01
00:00:00:00:00:02
00:00:00:00:00:03
00:00:00:00:00:04

MAC
flags
DC

D

DC

DC

100
Logical
interface

ge-0/0/2.0

NH RTR
Index ID
1048577 1048577

1048578 1048578
1048577 1048577



Router PE3

From operational mode, run the show bridge mac-table command.

user@PE3> show bridge mac-table
MAC flags (S -static MAC, D -dynamic MAC, L -locally learned, C -Control MAC
SE -Statistics enabled, NM -Non configured MAC, R -Remote PE MAC)

Routing instance : ALPHA
Bridging domain : ONE, VLAN : 100

MAC MAC Logical NH RTR

address flags interface Index ID

00:00:00:00:00:01 DC 1048575 1048575

00:00:00:00:00:02 DC 1048582 1048582

00:00:00:00:00:03 D ael.o

00:00:00:00:00:04 DC 1048575 1048575
Meaning

The virtual switch instance installed local and remote host MAC addresses in the bridge MAC table.
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Example: Configuring Basic EVPN Active-Active Multihoming
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This example shows how to configure an active-active multihomed customer edge (CE) devices and
provider edge (PE) devices in an Ethernet VPN (EVPN).

Requirements
This example uses the following hardware and software components:
e Four MX Series 5G Universal Routing Platforms with MPC interfaces only, where:

e Two devices are configured as provider edge (PE) routers connected to a common multihomed
customer site.

e One device is configured as a remote PE router connected to a single-homed customer site.
e One device is configured as a provider router.
e o Two customer edge (CE) devices, where:
e Two CE devices that are multihomed.
e One CE devices that is single-homed .
Before you begin:
1. Configure the router interfaces.
2. Configure OSPF or any other IGP protocol.
3. Configure a BGP internal group.

4. Configure MPLS.

Overview

Figure 26 on page 326 illustrates a simple EVPN topology. Routers PE1 and PE2 are provider edge (PE)
routers connected to multihomed customer edge (CE) router CE1. Router P is the provider router
connected to Routers PE1, PE2, and PE3. Router PE3 is connected to customer edge router CE2.



Figure 26: Simple EVPN Multihomed Topology
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CLI Quick Configuration

The configurations parameters for the routers are as follows:

CE1l
chassis {
aggregated-devices {
ethernet {
device-count 1;
}
}
}
interfaces {
ge-0/0/1 {
description To-PET;
gigether-options {
802.3ad ae0;
}
}

ge-0/0/2 {

IV
S
}

CE2

$_

g200001

326



description To-PE2;
gigether-options {

802.3ad aeo0;
}
}
ge-0/0/7 {
unit @ {
family bridge {
interface-mode access;
vlan-id 10;
}
}
}
ge-0/0/8 {
unit @ {
family bridge {
interface-mode access;
vlan-id 20;
}
}
}
aed {
description To-PE1_and_PE2;
unit 0 {
family bridge {
interface-mode trunk;
vlan-id-list [ 10 20 1;
}
}
}
}
bridge-domains {
BD {
vlan-id-list [ 10 20 1;
}
}
PE1

interfaces {
ge-0/0/1 {
description To-CET;



flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
esi {
00:11:11:11:11:11:11:11:11:17;
all-active;
}
unit 10 {
family bridge {
interface-mode trunk;
vlan-id-list [ 10 20 I;

}
ge-0/0/3 {
unit @ {
family inet {
address 10.3.3.1/30;
}
family mpls;

}
loo {
unit 0 {
family inet {
address 192.168.1.1/32;

}
routing-options {
router-id 192.168.1.1;
autonomous-system 65432;
forwarding-table {
export evpn-pplb;

}
}
protocols {
rsvp {
interface ge-0/0/3.0;
}
mpls {

no-cspf’;
label-switched-path PE1-to-PE2 {



to 192.168.2.2;

}

label-switched-path PE1-to-PE3 {
to 192.168.3.3;

}
interface ge-0/0/3.0;
}
bgp {
group EVPN-PE {
type internal;
local-address 192.168.1.1;
family inet-vpn {
unicast;
}
family evpn {
signaling;
}
neighbor 192.168.3.3;
neighbor 192.168.2.2;
}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all {
interface-type p2p;
}
interface fxp0.0 {
disable;
}
}
}

}
routing-instances {
evpn-ta {
instance-type virtual-switch;
interface ge-0/0/1.10;
route-distinguisher 65432:10;
vrf-target target:65432:10;
protocols {
evpn {
extended-vlan-list [ 10 20 1;



}

bridge-domains {

bd10 {
domain-type bridge;
vlan-id 10;

}

bd20 {
domain-type bridge;
vlan-id 20;

}

}
policy-statement evpn-pplb {
from protocol evpn;
then {
load-balance per-packet;

PE2

interfaces {
ge-0/0/2 {

description To-CET;

flexible-vlan-tagging;

encapsulation flexible-ethernet-services;

esi {
00:17:71:11:11:11:11:11:11:11;
all-active;

}
unit 10 {
family bridge {
interface-mode trunk;
vlan-id-list [ 10 20 T;
}
}
}
ge-0/0/4 {
unit 0 {

family inet {
address 10.4.4.1/30;



}
family mpls;

}
}
100 {
unit 0 {
family inet {
address 192.168.2.2/32;
}
}
}

}
routing-options {
router-id 192.168.2.2;
autonomous-system 65432;
forwarding-table {
export evpn-pplb;

}
}
protocols {
rsvp {
interface ge-0/0/4.0;
}
mpls {
no-cspf’;
label-switched-path PE2-to-PE1 {
to 192.168.1.1;
}
label-switched-path PE2-to-PE3 {
to 192.168.3.3;
}
interface ge-0/0/4.0;
}
bgp {

group EVPN-PE {
type internal;
local-address 192.168.2.2;
family inet-vpn {
unicast;
}
family evpn {

signaling;



neighbor 192.168.1.1;
neighbor 192.168.3.3;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all {
interface-type p2p;
}
interface fxp0.0 {
disable;
}
}
}

}
routing-instances {
evpn-ta {
instance-type virtual-switch;
interface ge-0/0/2.10;
route-distinguisher 65432:10;
vrf-target target:65432:10;
protocols {
evpn {
extended-vlan-list [ 10 20 1;

}
}
bridge-domains {
bd10 {
domain-type bridge;
vlan-id 10;
}
bd20 {
domain-type bridge;
vlan-id 20;
}
}

}
policy-statement evpn-pplb {
from protocol evpn;
then {
load-balance per-packet;



Router PE3

interfaces {
ge-0/0/5 {
unit 0 {
family inet {
address 10.5.5.1/30;
}
family mpls;

}
ge-0/0/6 {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit 10 {
family bridge {
interface-mode trunk;
vlan-id-list 10;

}
unit 20 {
family bridge {
interface-mode trunk;
vlan-id-list 20;

}
100 {
unit 0 {
family inet {
address 192.168.3.3/32;

}
routing-options {
router-id 192.168.3.3;
autonomous-system 65432;
forwarding-table {
export evpn-pplb;



}
protocols {
rsvp {
interface ge-0/0/5.0;
}
mpls {
no-cspf’;
label-switched-path PE3-to-PET {
to 192.168.1.1;
}
label-switched-path PE3-to-PE2 {
to 192.168.2.2;
}
interface ge-0/0/5.0;
}
bgp {
group EVPN-PE {
type internal;
local-address 192.168.3.3;
family inet-vpn {
unicast;
}
family evpn {
signaling;
}
neighbor 192.168.1.1;
neighbor 192.168.2.2;

}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all {
interface-type p2p;
}
interface fxp0.0 {
disable;

3

routing-instances {



evpn-ta {

instance-type virtual-switch;
interface ge-0/0/6.10;
interface ge-0/0/6.20;
route-distinguisher 65432:10;
vrf-target target:65432:10;
protocols {

evpn {

extended-vlan-list [ 10 20 1;

}
}
bridge-domains {
bd10 {
domain-type bridge;
vlan-id 10;
bridge-options {
interface ge-0/0/6.10;
}
}
bd20 {
domain-type bridge;
vlan-id 20;
bridge-options {
interface ge-0/0/6.20;
}
}
}

}
policy-statement evpn-pplb {
from protocol evpn;
then {
load-balance per-packet;

Router P

interfaces {
ge-0/0/3 {
unit 0 {



family inet {
address 10.3.3.2/30;
}

family mpls;

}
}
ge-0/0/4 {
unit 0 {
family inet {
address 10.4.4.2/30;
}
family mpls;
}
}
ge-0/0/5 {
unit 0 {
family inet {
address 10.5.5.2/30;
}
family mpls;
}
}
100 {
unit 0 {
family inet {
address 192.168.4.4/32;
}
}
}

}
routing-options {
router-id 192.168.4.4;
autonomous-system 65432;
}
protocols {
rsvp {
interface all;
interface fxp0.0 {
disable;

}
mpls {
interface all;



interface fxp0.0 {

disable;
}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all {
interface-type p2p;
}
interface fxp0.0 {
disable;
}
}
}

Example: Configuring EVPN Active-Active Multihoming
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This example shows how to configure Ethernet VPN (EVPN) for multihomed customer edge devices in
the active-active redundancy mode, so the Layer 2 unicast traffic can be load-balanced across all the
multihomed links on and toward the CE device.

Requirements
This example uses the following hardware and software components:

e Five MX Series 5G Universal Routing Platforms with MPC interfaces only, where:



e Three devices are configured as provider edge (PE) routers connected to a common multihomed
customer site.

e One device is configured as a remote PE router connected to a single-homed customer site.

e Six customer edge (CE) devices, with one multihomed CE device and the rest of the CE devices being
single-homed to each of the PE routers.

e Junos OS Release 16.1 or later running on all the PE routers.

NOTE: The EVPN multihoming active-active mode of operation is supported in Junos OS
Releases 16.1 and later releases.

Starting with Junos OS Release 16.1R4, EVPN multihoming active-active mode is supported
on all EX9200 switches. For information about configuration specific to EX9200 switches, see
"Configuration on EX9200 Switches" on page 370.

Before you begin:

1. Configure the router interfaces.

2. Configure IS-IS or any other IGP protocol.
3. Configure BGP.

4. Configure LDP.

5. Configure MPLS.

6. Configure RSVP MPLS LSP or GRE tunnels.

Overview and Topology

Starting with Junos OS Release 15.1, the EVPN solution on MX Series routers with MPC interfaces is
extended to provide multihoming functionality in the active-active redundancy mode of operation. This
feature enables load balancing of Layer 2 unicast traffic across all the multihomed links on and toward a
customer edge device.

The EVPN active-active multihoming feature provides link-level and node-level redundancy along with
effective utilization of resources.

To enable EVPN active-active multihoming, include the all-active statement at the [edit interfaces esi]
hierarchy level.

In Figure 27 on page 339, the core consists of four provider edge (PE) routers and a provider router (P)
that is configured as a route reflector (RR). Router CE10 is multihomed to Routers PE1, PE2, and PE3.
Each PE router is also connected to a single-homed customer site.



339

There are three routing instances running in the topology - VS-1, VS-2, and mhevpn, along with the
default routing instance. The routing instances share nine VLANSs with three ESls each. The VS-1 and
VS-2 routing instances are configured as a virtual switch type of routing instance, and the mhevpn
routing instance is an EVPN routing instance.

Three aggregated bundles - ae0, ael, and ae2 - are used to connect the multihomed CE device, CE10,
to Routers PE1, PE2, and PE3. These aggregated bundles are configured for three ESls each. The
aggregated bundles, ae12 and ae13, are used to interconnect Routers PE1 and PE2, and PE1 and PE3,
respectively.

Figure 27: EVPN Active-Active Multihoming Topology
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For Active-Active redundancy, additional configurations are required in the “interconnect” stanza to
enable DCI interconnection. For a default switch (switch-options) configuration, be sure to set the DCI
under global protocols evpn: [edit global protocols evpnl].

Protocols EVPN Example:

evpn-vxlan-dcl

vtep-source-interface 100.0;



instance-type mac-vrf;
route-distinguisher 101:1;
vrf-target target:1:1;
protocols {
evpn {
encapsulation vxlan;
extended-vni-list all;
interconnect {
vrf-target target:2:2;
vrf-import
route-distinguisher 101:2;
interconnected-vni-list all;

esi {
00:00:01:02:03:04:05:06:07:08;
all-active;
}
}
}
}
vlans {
bd1 {
vlan-id 51;
13-interface irb.0;
vxlan {
vni 51;
translation-vni
}
}
}
}
global

protocols {
evpn {
interconnect-multihoming-peer-gateways



NOTE: Configure this statement interconnect-multihoming-peer-gateways to contain a list of all DCI
peers on the same DC.

The list can contain up to 64 peer gateway entries. Be sure to configure under the global protocol evpn
stanza [edit global protocols evpn] and not under any mac-vrf setting [edit protocols evpn-vxlan-dc1
instance-type mac-vrf].

Configuration

IN THIS SECTION
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Results | 371

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

CE10

set chassis aggregated-devices ethernet device-count 20
set chassis network-services enhanced-ip

set interfaces ge-0/0/1 gigether-options 802.3ad ae@
set interfaces ge-1/0/2 gigether-options 802.3ad ae0
set interfaces ge-1/0/4 gigether-options 802.3ad ae@
set interfaces ge-1/1/7 gigether-options 802.3ad ae0
set interfaces ge-1/1/8 gigether-options 802.3ad ae2
set interfaces ge-1/1/9 gigether-options 802.3ad ael
set interfaces ge-1/2/1 gigether-options 802.3ad ae2
set interfaces ge-1/2/2 gigether-options 802.3ad ael
set interfaces ge-1/2/3 gigether-options 802.3ad ae@
set interfaces ge-1/2/4 gigether-options 802.3ad ae0



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces

interfaces

ge-1/3/0 flexible-vlan-tagging

ge-1/3/0

ge-1/3/0 unit @ encapsulation vlan-bridge
ge-1/3/0 unit 0 vlan-id 10

ge-1/3/0 unit 1 encapsulation vlan-bridge
ge-1/3/0 unit 1 vlan-id 20

ge-1/3/0 unit 2 encapsulation vlan-bridge
ge-1/3/0 unit 2 vlan-id 30

ge-1/3/0 unit 110 encapsulation vlan-bridge
ge-1/3/0 unit 110 vlan-id 110

ge-1/3/0 unit 120 encapsulation vlan-bridge
ge-1/3/0 unit 120 vlan-id 120

ge-1/3/0 unit 130 encapsulation vlan-bridge
ge-1/3/0 unit 130 vlan-id 130

ge-1/3/0 unit 210 encapsulation vlan-bridge
ge-1/3/0 unit 210 vlan-id 210

ge-1/3/0 unit 220 encapsulation vlan-bridge
ge-1/3/0 unit 220 vlan-id 220

ge-1/3/0 unit 230 encapsulation vlan-bridge
ge-1/3/0 unit 230 vlan-id 230

aed
aed
aed
aed
aed
aed
aed
aed
aed
ael
ael
ael
ael
ael
ael
ael
ael
ael
ae2
ae2
ae2
ae2
ae2

flexible-vlan-tagging

encapsulation flexible-ethernet-services
aggregated-ether-options minimum-links 1
unit 0 encapsulation vlan-bridge

unit @ vlan-id 10

unit 110 encapsulation vlan-bridge

unit 110 vlan-id 110

unit 210 encapsulation vlan-bridge

unit 210 vlan-id 210
flexible-vlan-tagging

encapsulation flexible-ethernet-services
aggregated-ether-options minimum-links 1
unit 1 encapsulation vlan-bridge

unit 1 vlan-id 20

unit 120 encapsulation vlan-bridge

unit 120 vlan-id 120

unit 220 encapsulation vlan-bridge

unit 220 vlan-id 220
flexible-vlan-tagging

encapsulation flexible-ethernet-services
aggregated-ether-options minimum-links 1
unit 2 encapsulation vlan-bridge

unit 2 vlan-id 30

encapsulation flexible-ethernet-services



set
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set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces ae2
interfaces ae2
interfaces ae2
interfaces ae2

unit 130 encapsulation vlan-bridge
unit 130 vlan-id 130
unit 230 encapsulation vlan-bridge
unit 230 vlan-id 230

routing-options forwarding-table export load-balancing-policy

protocols 12-learning global-mac-table-aging-time 18000

policy-options
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains

policy-statement load-balancing-policy then load-balance per-packet
bd10 domain-type bridge

bd10 vlan-id 10

bd10 interface ae0.0

bd10 interface ge-1/3/0.0
bd110 domain-type bridge
bd110 vlan-id 110

bd110 interface ae0.110
bd110 interface ge-1/3/0.110
bd120 domain-type bridge
bd120 vlan-id 120

bd120 interface ge-1/3/0.120
bd120 interface ael.120
bd130 domain-type bridge
bd130 vlan-id 130

bd130 interface ge-1/3/0.130
bd130 interface ae2.130

bd20 domain-type bridge

bd20 vlan-id 20

bd20 interface ge-1/3/0.1
bd20 interface ael.1

bd210 domain-type bridge
bd210 vlan-id 210

bd210 interface ae0.210
bd210 interface ge-1/3/0.210
bd220 domain-type bridge
bd220 vlan-id 220

bd220 interface ge-1/3/0.220
bd220 interface ael.220
bd230 domain-type bridge
bd230 vlan-id 230

bd230 interface ge-1/3/0.230
bd230 interface ae2.230

bd30 domain-type bridge

bd30 vlan-id 30
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set
set
set
set
set
set
set
set

bridge-domains bd30 interface ge-1/3/0.2

bridge-domains bd30 interface ae2.2

chassis aggregated-devices ethernet device-count 20

chassis network-services enhanced-ip

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces

interfaces

ge-1/1/5
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
ge-1/1/9
aed
aed
aed unit
aed unit
aed unit
aed unit
aed unit
aed unit
aed unit
aed unit
aed unit
aed unit
aed unit

aed unit

gigether-options 802.3ad ae0

flexible-vlan-tagging

encapsulation flexible-ethernet-services

unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit

0 encapsulation vlan-bridge
vlan-id 10

vlan-id 20

0
1 encapsulation vlan-bridge
1
2

encapsulation vlan-bridge
2 vlan-id 30

110
110
120
120
130
130
210
210
220
220
230
230

encapsulation
vlan-id 110
encapsulation
vlan-id 120
encapsulation
vlan-id 130
encapsulation
vlan-id 210
encapsulation
vlan-id 220
encapsulation
vlan-id 230

flexible-vlan-tagging

vlan-bridge

vlan-bridge

vlan-bridge

vlan-bridge

vlan-bridge

vlan-bridge

encapsulation flexible-ethernet-services

0 encapsulation vlan-bridge
vlan-id 10

vlan-id 20

0
1 encapsulation vlan-bridge
1
2

encapsulation vlan-bridge
2 vlan-id 30

110
110
120
120
130
130

encapsulation vlan-bridge

vlan-

id 110

encapsulation vlan-bridge

vlan-

id 120

encapsulation vlan-bridge

vlan-

id 130
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set
set
set
set
set
set
set
set

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces

interfaces

aed
aed
aed
aed
aed
aed
1o0
100

unit 210 encapsulation vlan-bridge

unit 210 vlan-id 210

unit 220 encapsulation vlan-bridge

unit 220 vlan-id 220

unit 230 encapsulation vlan-bridge

unit 230 vlan-id 230

unit 6 family inet address 203.0.113.0/24

unit 6 family iso address 47.0005.80ff.f800.0000.0108.0000.6006.0070.0600

routing-options forwarding-table export load-balancing-policy

protocols 12-learning global-mac-table-aging-time 18000

policy-options

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

bridge-domains

policy-statement load-balancing-policy then load-balance per-packet
bd10 domain-type bridge

bd10 vlan-id 10

bd10 interface ae0.0

bd10 interface ge-1/1/9.0
bd110 domain-type bridge
bd110 vlan-id 110

bd110 interface ae0.110
bd110 interface ge-1/1/9.110
bd120 domain-type bridge
bd120 vlan-id 120

bd120 interface ge-1/1/9.120
bd120 interface ae0.120
bd130 domain-type bridge
bd130 vlan-id 130

bd130 interface ge-1/1/9.130
bd130 interface ae0.130

bd20 domain-type bridge

bd20 vlan-id 20

bd20 interface ae0.1

bd20 interface ge-1/1/9.1
bd210 domain-type bridge
bd210 vlan-id 210

bd210 interface ae0.210
bd210 interface ge-1/1/9.210
bd220 domain-type bridge
bd220 vlan-id 220

bd220 interface ge-1/1/9.220
bd220 interface ae0.220
bd230 domain-type bridge
bd230 vlan-id 230

bd230 interface ge-1/1/9.230
bd230 interface ae0.230



set
set
set
set
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set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

bridge-domains bd30 domain-type bridge
bridge-domains bd30 vlan-id 30
bridge-domains bd30 interface ge-1/1/9.2

bridge-domains bd30 interface ae@.2

chassis aggregated-devices ethernet device-count 20

chassis network-services enhanced-ip

interfaces ge-1/0/3 gigether-options 802.3ad ael3

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces

interfaces

ge-1/0/4
ge-1/0/5
ge-1/1/4
ge-1/1/4
ge-1/1/4
ge-1/1/6
ge-1/2/1
ge-1/2/1
ge-1/2/1
ge-1/2/1
ge-1/2/1
ge-1/2/1
ge-1/2/1
ge-1/2/1
ge-1/2/1
ge-1/2/1
ge-1/2/2
ge-1/2/2
ge-1/2/2
ge-1/2/2
ge-1/2/2
ge-1/2/2
ge-1/2/2
ge-1/2/2
ge-1/2/2
ge-1/2/2
ge-1/2/3
ge-1/2/4
ge-1/3/0
ge-1/3/0
ge-1/3/0
ge-1/3/0

gigether-options 802.3ad ael3
gigether-options 802.3ad ael2

unit 0 family inet address 192.0.2.1/24
unit 0 family iso

unit 0 family mpls

gigether-options 802.3ad ael2
flexible-vlan-tagging

encapsulation flexible-ethernet-services
esi 00:33:33:33:33:33:33:33:33:33

esi all-active

unit @ encapsulation vlan-bridge

unit @ vlan-id 30

unit 130 family bridge interface-mode trunk
unit 130 family bridge vlan-id-list 130
unit 230 family bridge interface-mode trunk
unit 230 family bridge vlan-id-list 230
flexible-vlan-tagging

encapsulation flexible-ethernet-services
esi 00:22:22:22:22:22:22:22:22:22

esi all-active

unit @ encapsulation vlan-bridge

unit @ vlan-id 20

unit 120 family bridge interface-mode trunk
unit 120 family bridge vlan-id-list 120
unit 220 family bridge interface-mode trunk
unit 220 family bridge vlan-id-list 220
gigether-options 802.3ad ae0
gigether-options 802.3ad ae0
flexible-vlan-tagging

encapsulation flexible-ethernet-services
unit @ encapsulation vlan-bridge

unit @ vlan-id 10



set interfaces ge-1/3/0 unit 100 family bridge interface-mode trunk
set interfaces ge-1/3/0 unit 100 family bridge vlan-id-list 110
set interfaces ge-1/3/0 unit 100 family bridge vlan-id-list 120
set interfaces ge-1/3/0 unit 100 family bridge vlan-id-list 130
set interfaces ge-1/3/0 unit 200 family bridge interface-mode trunk
set interfaces ge-1/3/0 unit 200 family bridge vlan-id-list 210
set interfaces ge-1/3/0 unit 200 family bridge vlan-id-list 220
set interfaces ge-1/3/0 unit 200 family bridge vlan-id-list 230
set interfaces ae@ flexible-vlan-tagging

set interfaces ae@ encapsulation flexible-ethernet-services

set interfaces ae@ esi 00:11:11:11:11:11:11:11:11:11

set interfaces ae@ esi all-active

set interfaces ae@ unit @ encapsulation vlan-bridge

set interfaces ae@ unit 0 vlan-id 10

set interfaces ae@ unit 110 family bridge interface-mode trunk
set interfaces ae@ unit 110 family bridge vlan-id-list 110

set interfaces ae@ unit 210 family bridge interface-mode trunk
set interfaces ae@ unit 210 family bridge vlan-id-list 210

set interfaces ael2 flexible-vlan-tagging

set interfaces ael2 encapsulation flexible-ethernet-services
set interfaces ael2 aggregated-ether-options minimum-links 1
set interfaces ael2 unit 0 vlan-id 1200

set interfaces ael12 unit @ family inet address 198.51.100.12/24
set interfaces ael12 unit @ family iso

set interfaces ael2 unit 0 family mpls

set interfaces ael3 flexible-vlan-tagging

set interfaces ael3 encapsulation flexible-ethernet-services
set interfaces ael3 aggregated-ether-options minimum-links 1
set interfaces ael13 unit @ vlan-tags outer 1300

set interfaces ael13 unit 0 vlan-tags inner 13

set interfaces ael13 unit @ family inet address 198.51.100.13/24
set interfaces ael13 unit @ family iso

set interfaces ael3 unit 0 family mpls

set interfaces irb unit @ family inet address 192.0.2.9/24

set interfaces irb unit @ mac 00:99:99:99:01:99

set interfaces irb unit 1 family inet address 192.0.2.10/24

set interfaces irb unit 1 mac 00:99:99:99:02:99

set interfaces irb unit 2 family inet address 192.0.2.11/24

set interfaces irb unit 2 mac 00:99:99:99:03:99

set interfaces irb unit 10 family inet address 192.0.2.12/24
set interfaces irb unit 10 mac 00:99:99:99:01:90

set interfaces 100 unit @ family inet address 198.51.100.1/24 primary
set interfaces 100 unit @ family iso



set routing-options router-id 198.51.100.1

set routing-options autonomous-system 65221

set routing-options forwarding-table export load-balancing-policy
set protocols rsvp interface all

set protocols rsvp interface fxp0.0 disable

set protocols mpls label-switched-path peltope2 from 198.51.100.1
set protocols mpls label-switched-path peltope2 to 198.51.100.2
set protocols mpls label-switched-path peltope2 primary direct_to_pe2
set protocols mpls label-switched-path peltope3 from 198.51.100.1
set protocols mpls label-switched-path peltope3 to 198.51.100.3
set protocols mpls label-switched-path peltope3 primary direct_to_pe3
set protocols mpls label-switched-path peltope4 from 198.51.100.1
set protocols mpls label-switched-path peltope4 to 198.51.100.4
set protocols mpls label-switched-path peltope4 primary direct_to_pe4
set protocols mpls path pe4_to_pe3 198.51.100.4 strict

set protocols mpls path pe4_to_pe3 198.51.100.3 strict

set protocols mpls path direct_to_pe2 198.51.100.5 strict

set protocols mpls path direct_to_pe3 198.51.100.6 strict

set protocols mpls path direct_to_pe4 198.51.100.9 strict

set protocols mpls path pe2_to_pe3 198.51.100.2 strict

set protocols mpls path pe2_to_pe3 198.51.100.3 strict

set protocols mpls interface all

set protocols mpls interface fxp0.0 disable

set protocols bgp group RR type internal

set protocols bgp group RR local-address 198.51.100.1

set protocols bgp group RR family evpn signaling

set protocols bgp group RR neighbor 203.0.113.0

set protocols isis level 1 disable

set protocols isis interface all level 2 metric 10

set protocols isis interface fxp0.0 disable

set protocols isis interface 100.0 level 2 metric 0

set protocols 1ldp deaggregate

set protocols 1ldp interface all

set protocols 1dp interface fxp0.0 disable

set protocols evpn

set protocols 12-learning global-mac-table-aging-time 18000

set policy-options policy-statement load-balancing-policy then load-balance per-packet
set routing-instances VS-1 instance-type virtual-switch

set routing-instances VS-1 interface ge-1/2/1.130

set routing-instances VS-1 interface ge-1/2/2.120

set routing-instances VS-1 interface ge-1/3/0.100

set routing-instances VS-1 interface ae0.110

set routing-instances VS-1 route-distinguisher 198.51.100.1:101



set routing-instances VS-1 vrf-target target:100:101

set routing-instances VS-1 protocols evpn extended-vlan-list 110

set routing-instances VS-1 protocols evpn extended-vlan-list 120

set routing-instances VS-1 protocols evpn extended-vlan-list 130

set routing-instances VS-1 protocols evpn default-gateway do-not-advertise
set routing-instances VS-1 bridge-domains bd-110 vlan-id 110

set routing-instances VS-1 bridge-domains bd-110 routing-interface irb.0
set routing-instances VS-1 bridge-domains bd-120 vlan-id 120

set routing-instances VS-1 bridge-domains bd-120 routing-interface irb.1
set routing-instances VS-1 bridge-domains bd-130 vlan-id 130

set routing-instances VS-1 bridge-domains bd-130 routing-interface irb.2
set routing-instances VS-2 instance-type virtual-switch

set routing-instances VS-2 interface ge-1/2/1.230

set routing-instances VS-2 interface ge-1/2/2.220

set routing-instances VS-2 interface ge-1/3/0.200

set routing-instances VS-2 interface ae0.210

set routing-instances VS-2 route-distinguisher 198.51.100.1:201

set routing-instances VS-2 vrf-target target:100:201

set routing-instances VS-2 protocols evpn extended-vlan-list 210

set routing-instances VS-2 protocols evpn extended-vlan-list 220

set routing-instances VS-2 protocols evpn extended-vlan-list 230

set routing-instances VS-2 bridge-domains bd-a vlan-id-list 210

set routing-instances VS-2 bridge-domains bd-a vlan-id-list 220

set routing-instances VS-2 bridge-domains bd-a vlan-id-list 230

set routing-instances mhevpn instance-type evpn

set routing-instances mhevpn vlan-id 10

set routing-instances mhevpn interface ge-1/2/1.0

set routing-instances mhevpn interface ge-1/2/2.0

set routing-instances mhevpn interface ge-1/3/0.0

set routing-instances mhevpn interface ae0.0

set routing-instances mhevpn routing-interface irb.10

set routing-instances mhevpn route-distinguisher 198.51.100.1:1

set routing-instances mhevpn vrf-target target:100:1

set routing-instances mhevpn protocols evpn default-gateway do-not-advertise
set routing-instances vrf instance-type vrf

set routing-instances vrf interface irb.0

set routing-instances vrf interface irb.1

set routing-instances vrf interface irb.2

set routing-instances vrf interface irb.10

set routing-instances vrf route-distinguisher 198.51.100.1:11

set routing-instances vrf vrf-target target:100:11

set routing-instances vrf vrf-table-label
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chassis aggregated-devices ethernet device-count 20

chassis network-services enhanced-ip

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces

interfaces

ge-0/0/5
ge-0/1/0
ge-0/1/1
ge-0/1/1
ge-0/1/1
ge-0/1/1
ge-0/1/1
ge-0/1/1
ge-0/1/1
ge-0/1/1
ge-0/1/1
ge-0/1/1
ge-0/1/2
ge-0/1/2
ge-0/1/2
ge-0/1/2
ge-0/1/2
ge-0/1/2
ge-0/1/2
ge-0/1/2
ge-0/1/2
ge-0/1/2
ge-0/1/3
ge-0/1/3
ge-0/1/3
ge-0/1/4
ge-0/1/6
ge-0/1/6
ge-0/1/6
ge-0/1/6
ge-0/1/6
ge-0/1/6
ge-0/1/6
ge-0/1/6
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gigether-options 802.3ad ael2
gigether-options 802.3ad ael2
flexible-vlan-tagging

encapsulation flexible-ethernet-services
esi 00:33:33:33:33:33:33:33:33:33

esi all-active

unit 0 encapsulation vlan-bridge

unit @ vlan-id 30

unit 130 family bridge interface-mode trunk
unit 130 family bridge vlan-id-list 130
unit 230 family bridge interface-mode trunk
unit 230 family bridge vlan-id-list 230
flexible-vlan-tagging

encapsulation flexible-ethernet-services
esi 00:22:22:22:22:22:22:22:22:22

esi all-active

unit 0 encapsulation vlan-bridge

unit @ vlan-id 20

unit 120 family bridge interface-mode trunk
unit 120 family bridge vlan-id-list 120
unit 220 family bridge interface-mode trunk
unit 220 family bridge vlan-id-list 220
unit @ family inet address 192.0.2.3/24
unit 0 family iso

unit 0 family mpls

gigether-options 802.3ad ae@
flexible-vlan-tagging

encapsulation flexible-ethernet-services
unit 0 encapsulation vlan-bridge

unit @ vlan-id 10

unit 100 family bridge interface-mode trunk
unit 100 family bridge vlan-id-list 110
unit 100 family bridge vlan-id-list 120
unit 100 family bridge vlan-id-list 130
unit 200 family bridge interface-mode trunk
unit 200 family bridge vlan-id-list 210
unit 200 family bridge vlan-id-list 220
unit 200 family bridge vlan-id-list 230



set interfaces ge-0/1/9 gigether-options 802.3ad ae@

set interfaces ae@ flexible-vlan-tagging

set interfaces ae@ encapsulation flexible-ethernet-services

set interfaces ae0 esi 00:11:11:11:11:11:11:11:11:11

set interfaces ae@ esi all-active

set interfaces ae@ unit @ encapsulation vlan-bridge

set interfaces ae@ unit @ vlan-id 10

set interfaces ae@ unit 110 family bridge interface-mode trunk
set interfaces ae@ unit 110 family bridge vlan-id-list 110

set interfaces ae@ unit 210 family bridge interface-mode trunk
set interfaces ae@ unit 210 family bridge vlan-id-list 210

set interfaces ael12 flexible-vlan-tagging

set interfaces ael2 encapsulation flexible-ethernet-services

set interfaces ael2 aggregated-ether-options minimum-links 1

set interfaces ael2 unit 0 vlan-id 1200

set interfaces ael12 unit @ family inet address 198.51.100.5/24
set interfaces ael12 unit @ family iso

set interfaces ael12 unit 0 family mpls

set interfaces irb unit @ family inet address 192.0.2.9/24

set interfaces irb unit 0 mac 00:99:99:99:01:99

set interfaces irb unit 1 family inet address 192.0.2.10/24

set interfaces irb unit 1 mac 00:99:99:99:02:99

set interfaces irb unit 2 family inet address 192.0.2.11/24

set interfaces irb unit 2 mac 00:99:99:99:03:99

set interfaces irb unit 10 family inet address 192.0.2.12/24

set interfaces irb unit 10 mac 00:99:99:99:01:90

set interfaces 100 unit @ family inet address 198.51.100.2/32 primary
set interfaces 1lo@ unit @ family iso

set routing-options router-id 198.51.100.2

set routing-options autonomous-system 65221

set routing-options forwarding-table export load-balancing-policy
set protocols rsvp interface all

set protocols rsvp interface fxp0.0 disable

set protocols mpls label-switched-path pe2topel from 198.51.100.2
set protocols mpls label-switched-path pe2topel to 198.51.100.1
set protocols mpls label-switched-path pe2topel primary direct_to_pel
set protocols mpls label-switched-path pe2tope3 from 198.51.100.2
set protocols mpls label-switched-path pe2tope3 to 198.51.100.3
set protocols mpls label-switched-path pe2tope3 primary direct_to_pe3
set protocols mpls label-switched-path pe2tope4 from 198.51.100.2
set protocols mpls label-switched-path pe2tope4 to 198.51.100.4
set protocols mpls label-switched-path pe2tope4 primary direct_to_pe4
set protocols mpls path direct_to_pel 198.51.100.12 strict



set protocols mpls path direct_to_pe3 198.51.100.7 strict

set protocols mpls path direct_to_pe4 198.51.100.8 strict

set protocols mpls interface all

set protocols mpls interface fxp0.0 disable

set protocols bgp group RR type internal

set protocols bgp group RR local-address 198.51.100.2

set protocols bgp group RR family evpn signaling

set protocols bgp group RR neighbor 203.0.113.0

set protocols isis level 1 disable

set protocols isis interface all level 2 metric 10

set protocols isis interface fxp0.0 disable

set protocols isis interface 100.0 level 2 metric 0

set protocols 1dp deaggregate

set protocols 1ldp interface all

set protocols ldp interface fxp0.0 disable

set protocols 12-learning global-mac-table-aging-time 18000

set policy-options policy-statement load-balancing-policy then load-balance per-packet
set routing-instances VS-1 instance-type virtual-switch

set routing-instances VS-1 interface ge-0/1/1.130

set routing-instances VS-1 interface ge-0/1/2.120

set routing-instances VS-1 interface ge-0/1/6.100

set routing-instances VS-1 interface ae0.110

set routing-instances VS-1 route-distinguisher 198.51.100.2:101

set routing-instances VS-1 vrf-target target:100:101

set routing-instances VS-1 protocols evpn extended-vlan-list 110

set routing-instances VS-1 protocols evpn extended-vlan-list 120

set routing-instances VS-1 protocols evpn extended-vlan-list 130

set routing-instances VS-1 protocols evpn default-gateway do-not-advertise
set routing-instances VS-1 bridge-domains bd-110 vlan-id 110

set routing-instances VS-1 bridge-domains bd-110 routing-interface irb.0
set routing-instances VS-1 bridge-domains bd-120 vlan-id 120

set routing-instances VS-1 bridge-domains bd-120 routing-interface irb.1
set routing-instances VS-1 bridge-domains bd-130 vlan-id 130

set routing-instances VS-1 bridge-domains bd-130 routing-interface irb.2
set routing-instances VS-2 instance-type virtual-switch

set routing-instances VS-2 interface ge-0/1/1.230

set routing-instances VS-2 interface ge-0/1/2.220

set routing-instances VS-2 interface ge-0/1/6.200

set routing-instances VS-2 interface ae0.210

set routing-instances VS-2 route-distinguisher 198.51.100.2:201

set routing-instances VS-2 vrf-target target:100:201

set routing-instances VS-2 protocols evpn extended-vlan-list 210

set routing-instances VS-2 protocols evpn extended-vlan-list 220



set routing-instances VS-2 protocols evpn extended-vlan-list 230
set routing-instances VS-2 bridge-domains bd-a vlan-id-list 210
set routing-instances VS-2 bridge-domains bd-a vlan-id-list 220
set routing-instances VS-2 bridge-domains bd-a vlan-id-list 230
set routing-instances mhevpn instance-type evpn

set routing-instances mhevpn vlan-id 10

set routing-instances mhevpn interface ge-0/1/1.0

set routing-instances mhevpn interface ge-0/1/2.0

set routing-instances mhevpn interface ge-0/1/6.0

set routing-instances mhevpn interface ae0.0

set routing-instances mhevpn routing-interface irb.10

set routing-instances mhevpn route-distinguisher 198.51.100.2:1
set routing-instances mhevpn vrf-target target:100:1

set routing-instances mhevpn protocols evpn default-gateway do-not-advertise
set routing-instances vrf instance-type vrf

set routing-instances vrf interface irb.0

set routing-instances vrf interface irb.1

set routing-instances vrf interface irb.2

set routing-instances vrf interface irb.10

set routing-instances vrf route-distinguisher 198.51.100.2:11
set routing-instances vrf vrf-target target:100:11

set routing-instances vrf vrf-table-label

PE3

set chassis aggregated-devices ethernet device-count 20

set chassis network-services enhanced-ip

set interfaces ge-2/0/1 gigether-options 802.3ad ael3

set interfaces ge-2/0/2 gigether-options 802.3ad ael3

set interfaces ge-2/0/4 gigether-options 802.3ad ae@

set interfaces ge-2/0/9 flexible-vlan-tagging

set interfaces ge-2/0/9 encapsulation flexible-ethernet-services
set interfaces ge-2/0/9 unit @ encapsulation vlan-bridge

set interfaces ge-2/0/9 unit @ vlan-id 10

set interfaces ge-2/0/9 unit 100 family bridge interface-mode trunk
set interfaces ge-2/0/9 unit 100 family bridge vlan-id-list 110

set interfaces ge-2/0/9 unit 100 family bridge vlan-id-list 120

set interfaces ge-2/0/9 unit 100 family bridge vlan-id-list 130

set interfaces ge-2/0/9 unit 200 family bridge interface-mode trunk
set interfaces ge-2/0/9 unit 200 family bridge vlan-id-list 210

set interfaces ge-2/0/9 unit 200 family bridge vlan-id-list 220

set interfaces ge-2/0/9 unit 200 family bridge vlan-id-list 230



set interfaces ge-2/1/0 unit 0 family inet address 192.0.2.5/24
set interfaces ge-2/1/0 unit @ family iso

set interfaces ge-2/1/0 unit 0 family mpls

set interfaces ge-2/1/6 gigether-options 802.3ad ae@

set interfaces ae@ flexible-vlan-tagging

set interfaces ae@ encapsulation flexible-ethernet-services

set interfaces ae@ esi 00:11:11:11:11:11:11:11:11:11

set interfaces ae@ esi all-active

set interfaces ae@ unit @ encapsulation vlan-bridge

set interfaces ae@ unit 0 vlan-id 10

set interfaces ae@ unit 110 family bridge interface-mode trunk
set interfaces ae@ unit 110 family bridge vlan-id-list 110

set interfaces ae@ unit 210 family bridge interface-mode trunk
set interfaces ae@ unit 210 family bridge vlan-id-list 210

set interfaces ael3 flexible-vlan-tagging

set interfaces ael3 encapsulation flexible-ethernet-services

set interfaces ael3 aggregated-ether-options minimum-links 1

set interfaces ael13 unit @ vlan-tags outer 1300

set interfaces ael3 unit @ vlan-tags inner 13

set interfaces ael13 unit @ family inet address 198.51.100.6/24
set interfaces ael13 unit @ family iso

set interfaces ael13 unit 0 family mpls

set interfaces irb unit @ family inet address 192.0.2.9/24

set interfaces irb unit 0 mac 00:99:99:99:01:99

set interfaces irb unit 1 family inet address 192.0.2.10/24

set interfaces irb unit 1 mac 00:99:99:99:02:99

set interfaces irb unit 2 family inet address 192.0.2.11/24

set interfaces irb unit 2 mac 00:99:99:99:03:99

set interfaces irb unit 10 family inet address 192.0.2.12/24

set interfaces irb unit 10 mac 00:99:99:99:01:90

set interfaces 100 unit @ family inet address 198.51.100.3/32 primary
set interfaces 1lo@ unit @ family iso

set routing-options router-id 198.51.100.3

set routing-options autonomous-system 65221

set routing-options forwarding-table export load-balancing-policy
set protocols rsvp interface all

set protocols rsvp interface fxp0.0 disable

set protocols mpls label-switched-path pe3topel from 198.51.100.3
set protocols mpls label-switched-path pe3topel to 198.51.100.1
set protocols mpls label-switched-path pe3topel primary direct_to_pel
set protocols mpls label-switched-path pe3tope2 from 198.51.100.3
set protocols mpls label-switched-path pe3tope2 to 198.51.100.2
set protocols mpls label-switched-path pe3tope2 primary direct_to_pe2



set protocols mpls label-switched-path pe3tope4 from 198.51.100.3

set protocols mpls label-switched-path pe3tope4 to 198.51.100.4

set protocols mpls label-switched-path pe3tope4 primary direct_to_pe4
set protocols mpls path direct_to_pel 198.51.100.13 strict

set protocols mpls path direct_to_pe2 198.51.100.10 strict

set protocols mpls path direct_to_pe4 198.51.100.11 strict

set protocols mpls interface all

set protocols mpls interface fxp0.0 disable

set protocols bgp group RR type internal

set protocols bgp group RR local-address 198.51.100.3

set protocols bgp group RR family evpn signaling

set protocols bgp group RR neighbor 203.0.113.0

set protocols isis level 1 disable

set protocols isis interface all level 2 metric 10

set protocols isis interface fxp0.0 disable

set protocols isis interface 100.0 level 2 metric 0

set protocols 1dp deaggregate

set protocols 1ldp interface all

set protocols ldp interface fxp0.0 disable

set protocols 12-learning global-mac-table-aging-time 18000

set policy-options policy-statement load-balancing-policy then load-balance per-packet
set routing-instances VS-1 instance-type virtual-switch

set routing-instances VS-1 interface ge-2/0/9.100

set routing-instances VS-1 interface ae0.110

set routing-instances VS-1 route-distinguisher 198.51.100.3:101

set routing-instances VS-1 vrf-target target:100:101

set routing-instances VS-1 protocols evpn extended-vlan-list 110

set routing-instances VS-1 protocols evpn extended-vlan-list 120

set routing-instances VS-1 protocols evpn extended-vlan-list 130

set routing-instances VS-1 protocols evpn default-gateway do-not-advertise
set routing-instances VS-1 bridge-domains bd-110 vlan-id 110

set routing-instances VS-1 bridge-domains bd-110 routing-interface irb.0
set routing-instances VS-1 bridge-domains bd-120 vlan-id 120

set routing-instances VS-1 bridge-domains bd-120 routing-interface irb.1
set routing-instances VS-1 bridge-domains bd-130 vlan-id 130

set routing-instances VS-1 bridge-domains bd-130 routing-interface irb.2
set routing-instances VS-2 instance-type virtual-switch

set routing-instances VS-2 interface ge-2/0/9.200

set routing-instances VS-2 interface ae0.210

set routing-instances VS-2 route-distinguisher 198.51.100.3:201

set routing-instances VS-2 vrf-target target:100:201

set routing-instances VS-2 protocols evpn extended-vlan-list 210

set routing-instances VS-2 protocols evpn extended-vlan-list 220



set routing-instances VS-2 protocols evpn extended-vlan-list 230
set routing-instances VS-2 bridge-domains bd-a vlan-id-list 210
set routing-instances VS-2 bridge-domains bd-a vlan-id-list 220
set routing-instances VS-2 bridge-domains bd-a vlan-id-list 230
set routing-instances mhevpn instance-type evpn

set routing-instances mhevpn vlan-id 10

set routing-instances mhevpn interface ge-2/0/9.0

set routing-instances mhevpn interface ae0.0

set routing-instances mhevpn routing-interface irb.10

set routing-instances mhevpn route-distinguisher 198.51.100.3:1
set routing-instances mhevpn vrf-target target:100:1

set routing-instances mhevpn protocols evpn default-gateway do-not-advertise
set routing-instances vrf instance-type vrf

set routing-instances vrf interface irb.0

set routing-instances vrf interface irb.1

set routing-instances vrf interface irb.2

set routing-instances vrf interface irb.10

set routing-instances vrf route-distinguisher 198.51.100.3:11
set routing-instances vrf vrf-target target:100:11

set routing-instances vrf vrf-table-label

PE4

set chassis aggregated-devices ethernet device-count 20

set chassis network-services enhanced-ip

set interfaces ge-1/0/3 unit 0 family inet address 192.0.2.7/24

set interfaces ge-1/0/3 unit @ family iso

set interfaces ge-1/0/3 unit 0 family mpls

set interfaces ge-1/1/1 flexible-vlan-tagging

set interfaces ge-1/1/1 encapsulation flexible-ethernet-services
set interfaces ge-1/1/1 esi 00:44:44:44:44:44:44:44:44:44

set interfaces ge-1/1/1 esi all-active

set interfaces ge-1/1/1 unit @ encapsulation vlan-bridge

set interfaces ge-1/1/1 unit 0@ vlan-id 10

set interfaces ge-1/1/1 unit 100 family bridge interface-mode trunk
set interfaces ge-1/1/1 unit 100 family bridge vlan-id-list 110

set interfaces ge-1/1/1 unit 100 family bridge vlan-id-list 120

set interfaces ge-1/1/1 unit 100 family bridge vlan-id-list 130

set interfaces ge-1/1/1 unit 200 family bridge interface-mode trunk
set interfaces ge-1/1/1 unit 200 family bridge vlan-id-list 210

set interfaces ge-1/1/1 unit 200 family bridge vlan-id-list 220

set interfaces ge-1/1/1 unit 200 family bridge vlan-id-list 230



set interfaces ge-1/1/9 flexible-vlan-tagging

set interfaces ge-1/1/9 encapsulation flexible-ethernet-services
set interfaces ge-1/1/9 unit 0 encapsulation vlan-bridge

set interfaces ge-1/1/9 unit 0@ vlan-id 10

set interfaces ge-1/1/9 unit 100 family bridge interface-mode trunk
set interfaces ge-1/1/9 unit 100 family bridge vlan-id-list 110

set interfaces ge-1/1/9 unit 100 family bridge vlan-id-list 120

set interfaces ge-1/1/9 unit 100 family bridge vlan-id-list 130

set interfaces ge-1/1/9 unit 200 family bridge interface-mode trunk
set interfaces ge-1/1/9 unit 200 family bridge vlan-id-list 210

set interfaces ge-1/1/9 unit 200 family bridge vlan-id-list 220

set interfaces ge-1/1/9 unit 200 family bridge vlan-id-list 230

set interfaces irb unit @ family inet address 192.0.2.9/24

set interfaces irb unit 0 mac 00:99:99:99:01:99

set interfaces irb unit 1 family inet address 192.0.2.10/24

set interfaces irb unit 1 mac 00:99:99:99:02:99

set interfaces irb unit 2 family inet address 192.0.2.11/24

set interfaces irb unit 2 mac 00:99:99:99:03:99

set interfaces irb unit 10 family inet address 192.0.2.12/24

set interfaces irb unit 10 mac 00:99:99:99:01:90

set interfaces 100 unit @ family inet address 198.51.100.4/32 primary
set routing-options router-id 198.51.100.4

set routing-options autonomous-system 65221

set routing-options forwarding-table export load-balancing-policy
set protocols rsvp interface all

set protocols rsvp interface fxp0.0 disable

set protocols mpls label-switched-path pe4topel from 198.51.100.4
set protocols mpls label-switched-path pe4topel to 198.51.100.1

set protocols mpls label-switched-path pe4topel primary direct_to_pel
set protocols mpls label-switched-path pe4tope2 from 198.51.100.4
set protocols mpls label-switched-path pe4tope2 to 198.51.100.2

set protocols mpls label-switched-path pe4tope2 primary direct_to_pe2
set protocols mpls label-switched-path pe4tope3 from 198.51.100.4
set protocols mpls label-switched-path pe4tope3 to 198.51.100.3

set protocols mpls label-switched-path pe4tope3 primary direct_to_pe3
set protocols mpls path pe2_to_pe3 198.51.100.2 strict

set protocols mpls path pe2_to_pe3 198.51.100.3 strict

set protocols mpls path direct_to_pel 198.51.100.14 strict

set protocols mpls path direct_to_pe2 198.51.100.15 strict

set protocols mpls path direct_to_pe3 198.51.100.16 strict

set protocols mpls interface all

set protocols mpls interface fxp0.0 disable

set protocols bgp group RR type internal



set protocols bgp group RR local-address 198.51.100.4
bgp group RR family evpn signaling
bgp group RR neighbor 203.0.113.0

isis level 1 disable

set protocols

set protocols

set protocols

set protocols isis interface all level 2 metric 10

set protocols isis interface fxp0.0 disable

set protocols isis interface 100.0 level 2 metric @

set protocols 1ldp deaggregate

set protocols ldp interface all

set protocols 1dp interface fxp0.0 disable

set protocols 12-learning global-mac-table-aging-time 18000

set policy-options policy-statement load-balancing-policy then load-balance per-packet

set routing-instances VS-1 instance-type virtual-switch

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

VS-1
VS-1
VS-1
VS-1
VS-1
VS-1
VS-1
VS-1
VS-1
VS-1
VS-1
VS-1
VS-1
VS-1
VS-2
VS-2
VS-2
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interface ge-1/1/1.100

interface ge-1/1/9.100
route-distinguisher 198.51.100.4:101
vrf-target target:100:101

protocols evpn
protocols evpn
protocols evpn
protocols evpn
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains
bridge-domains

extended-vlan-list 110
extended-vlan-list 120
extended-vlan-list 130
default-gateway do-not-advertise
bd-110 vlan-id 110

bd-110
bd-120
bd-120
bd-130
bd-130

routing-interface irb.@
vlan-id 120
routing-interface irb.1
vlan-id 130

routing-interface irb.2

instance-type virtual-switch
interface ge-1/1/1.200

interface ge-1/1/9.200
route-distinguisher 198.51.100.4:201
vrf-target target:100:201

protocols evpn
protocols evpn
protocols evpn
bridge-domains
bridge-domains

bridge-domains

extended-vlan-list 210
extended-vlan-list 220
extended-vlan-list 230
bd-a vlan-id-list 210
bd-a vlan-id-list 220
bd-a vlan-id-list 230

mhevpn instance-type evpn

mhevpn vlan-id 10

mhevpn interface ge-1/1/1.0

mhevpn interface ge-1/1/9.0

mhevpn routing-interface irb.10



set routing-instances mhevpn route-distinguisher 198.51.100.4:1
set routing-instances mhevpn vrf-target target:100:1

set routing-instances mhevpn protocols evpn default-gateway do-not-advertise
set routing-instances vrf instance-type vrf

set routing-instances vrf interface irb.0

set routing-instances vrf interface irb.1

set routing-instances vrf interface irb.2

set routing-instances vrf interface irb.10

set routing-instances vrf route-distinguisher 198.51.100.4:11
set routing-instances vrf vrf-target target:100:11

set routing-instances vrf vrf-table-label

P (RR)

set interfaces ge-1/0/5 unit 0 family inet address 192.0.2.8/24
set interfaces ge-1/1/2 unit 0 family inet address 192.0.2.6/24
set interfaces ge-1/1/3 unit 0 family inet address 192.0.2.4/24
set interfaces ge-1/1/4 unit 0 family inet address 192.0.2.2/24
set interfaces 100 unit @ family inet address 203.0.113.0

set protocols bgp group RR type internal

set protocols bgp group RR local-address 203.0.113.0

set protocols bgp group RR family evpn signaling

set protocols bgp group RR cluster 1.2.3.4

set protocols bgp group RR neighbor 198.51.100.1

set protocols bgp group RR neighbor 198.51.100.2

set protocols bgp group RR neighbor 198.51.100.3

set protocols bgp group RR neighbor 198.51.100.4

set protocols isis interface all level 1 disable

set protocols 1ldp interface all

set routing-options router-id 203.0.113.0

set routing-options autonomous-system 65221

Procedure

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode.

To configure Router PE1:



NOTE: Repeat this procedure for all other multihomed PE routers after modifying the
appropriate interface names, addresses, and other parameters.

Configure the MX Series router to operate in the enhanced-ip mode because the EVPN active-
active functionality is supported on routers with MPCs and MIC interfaces only.

A system reboot is required on committing this configuration.

[edit chassis]
user@PE1# set network-services enhanced-ip

Specify the number of aggregated Ethernet interfaces to be created.

[edit chassis]
user@PE1# set aggregated-devices ethernet device-count 20

Configure Router PE1 interfaces within the ae0 aggregated bundle toward the multihomed
customer site, Router CE10.

a. Assign interfaces ge-1/2/3 and ge-1/2/4 within the ae0 aggregated bundle.

[edit interfaces]
user@PE1# set ge-1/2/3 gigether-options 802.3ad ae@
user@PE1# set ge-1/2/4 gigether-options 802.3ad ae@

b. Configure the ae0 aggregated bundle parameters for VLAN tagging and encapsulation.

[edit interfaces]
user@PE1# set ae@ flexible-vlan-tagging
user@PE1# set ae@ encapsulation flexible-ethernet-services



c. Assign an ESI value for the first Ethernet segment and enable EVPN active-active multihoming
for the ae0 aggregated bundle.

[edit interfaces]
user@PE1# set ae@® esi 00:11:11:11:11:11:11:11:11:11
user@PE1# set aed esi all-active

d. Configure a trunk interface on the bridge network for the ae0 aggregated bundle.

[edit interfaces]

user@PE1# set ae@ unit 0 encapsulation vlan-bridge

user@PE1# set ae@ unit 0 vlan-id 10

user@PE1# set ae@ unit 110 family bridge interface-mode trunk
user@PE1# set aed unit 110 family bridge vlan-id-list 110
user@PE1# set ae@ unit 210 family bridge interface-mode trunk
user@PE1# set ae@ unit 210 family bridge vlan-id-list 210

4. Configure the other Router PE1 interfaces toward the multihomed customer site, Router CE10.

a. Configure the VLAN tagging and encapsulation parameters for the ge-1/2/2 PE1 interface.

[edit interfaces]
user@PE1# set ge-1/2/2 flexible-vlan-tagging
user@PE1# set ge-1/2/2 encapsulation flexible-ethernet-services

b. Assign an ESI value for the second Ethernet segment and enable EVPN active-active
multihoming for the ge-1/2/2 PE1 interface.

[edit interfaces]
user@PE1# set ge-1/2/2 esi 00:22:22:22:22:22:22:22:22:22
user@PE1# set ge-1/2/2 esi all-active

¢. Configure a trunk interface on the bridge network for the ge-1/2/2 PE1 interface.

[edit interfaces]

user@PE1# set ge-1/2/2 unit @ encapsulation vlan-bridge

user@PE1# set ge-1/2/2 unit @ vlan-id 20

user@PE1# set ge-1/2/2 unit 120 family bridge interface-mode trunk



user@PE1# set ge-1/2/2 unit 120 family bridge vlan-id-list 120
user@PE1# set ge-1/2/2 unit 220 family bridge interface-mode trunk
user@PE1# set ge-1/2/2 unit 220 family bridge vlan-id-list 220

d. Configure the VLAN tagging and encapsulation parameters for the ge-1/2/1 PE1 interface.

[edit interfaces]
user@PE1# set ge-1/2/1 flexible-vlan-tagging
user@PE1# set ge-1/2/1 encapsulation flexible-ethernet-services

e. Assign an ESI value for the third Ethernet segment and enable EVPN active-active multihoming
for the ge-1/2/1 PE1 interface.

[edit interfaces]
user@PE1# set ge-1/2/1 esi 00:33:33:33:33:33:33:33:33:33
user@PE1# set ge-1/2/1 esi all-active

f. Configure a trunk interface on the bridge network for the ge-1/2/1 PE1 interface.

[edit interfaces]

user@PE1# set ge-1/2/1 unit @ encapsulation vlan-bridge

user@PE1# set ge-1/2/1 unit @ vlan-id 30

user@PE1# set ge-1/2/1 unit 130 family bridge interface-mode trunk
user@PE1# set ge-1/2/1 unit 130 family bridge vlan-id-list 130
user@PE1# set ge-1/2/1 unit 230 family bridge interface-mode trunk
user@PE1# set ge-1/2/1 unit 230 family bridge vlan-id-list 230

5. Configure Router PE1 interfaces toward Router PE2.

a. Assign the interfaces ge-1/0/5 and ge-1/1/6 within the ae12 aggregated bundle.

[edit interfaces]
user@PE1# set ge-1/0/5 gigether-options 802.3ad ael2
user@PE1# set ge-1/1/6 gigether-options 802.3ad ael2



b. Specify the minimum number of links for the ae12 aggregated bundle to be labeled “up”.

[edit interfaces]
user@PE1# set ael12 aggregated-ether-options minimum-links 1

c. Assign an IP address for the ae12 aggregated bundle and enable MPLS and IS-IS protocol
families on the bundle.

[edit interfaces]

user@PE1# set ae12 unit @ family inet address 198.51.100.12/24
user@PE1# set ael12 unit @ family iso

user@PE1# set ael12 unit 0 family mpls

d. Configure the VLAN tagging and encapsulation parameters for the ae12 aggregated bundle and
assign VLAN ID 1200 for the bundle.

[edit interfaces]
user@PE1# set ae12 flexible-vlan-tagging
user@PE1# set ae12 encapsulation flexible-ethernet-services

user@PE1# set ael12 unit 0 vlan-id 1200

6. Configure Router PE1 interfaces toward Router PE3.

a. Assign the interfaces ge-1/0/3 and ge-1/0/4 within the ae13 aggregated bundle.

[edit interfaces]
user@PE1# set ge-1/0/3 gigether-options 802.3ad ael3
user@PE1# set ge-1/0/4 gigether-options 802.3ad ael3

”n

b. Specify the minimum number of links for the ae13 aggregated bundle to be labeled “up”.

[edit interfaces]
user@PE1# set ael13 aggregated-ether-options minimum-links 1



c. Assign an IP address for the ae13 aggregated bundle and enable MPLS and IS-IS protocol
families on the bundle.

[edit interfaces]

user@PE1# set ae13 unit @ family inet address 198.51.100.13/24
user@PE1# set ael13 unit @ family iso

user@PE1# set ael13 unit 0 family mpls

d. Configure the VLAN tagging and encapsulation parameters for the ae12 aggregated bundle and
assign the inner and outer VLAN tags for the bundle.

[edit interfaces]

user@PE1# set ae13 flexible-vlan-tagging

user@PE1# set ae13 encapsulation flexible-ethernet-services
user@PE1# set ael13 unit @ vlan-tags outer 1300

user@PE1# set ae13 unit 0 vlan-tags inner 13

7. Configure the Router PE1 interface toward the single-homed customer site, Router CE1.

a. Configure the VLAN tagging and encapsulation parameters for the ge-1/3/0 PE1 interface.

[edit interfaces]
user@PE1# set ge-1/3/0 flexible-vlan-tagging
user@PE1# set ge-1/3/0 encapsulation flexible-ethernet-services

b. Configure a trunk interface on the bridge network for the ge-1/3/0 PE1 interface.

[edit interfaces]

user@PE1# set ge-1/3/0 unit @ encapsulation vlan-bridge

user@PE1# set ge-1/3/0 unit @ vlan-id 10

user@PE1# set ge-1/3/0 unit 100 family bridge interface-mode trunk
user@PE1# set ge-1/3/0 unit 100 family bridge vlan-id-list 110
user@PE1# set ge-1/3/0 unit 100 family bridge vlan-id-list 120
user@PE1# set ge-1/3/0 unit 100 family bridge vlan-id-list 130
user@PE1# set ge-1/3/0 unit 200 family bridge interface-mode trunk
user@PE1# set ge-1/3/0 unit 200 family bridge vlan-id-list 210
user@PE1# set ge-1/3/0 unit 200 family bridge vlan-id-list 220
user@PE1# set ge-1/3/0 unit 200 family bridge vlan-id-list 230



8. Configure the Router PE1 interface toward Router P (RR) and enable the MPLS and IS-IS protocol
families for the interface

[edit interfaces]

user@PE1# set ge-1/1/4 unit 0 family inet address 192.0.2.1/24
user@PE1# set ge-1/1/4 unit @ family iso

user@PE1# set ge-1/1/4 unit 0 family mpls

9. Configure an IRB interface for Router PE1.

[edit interfaces]

user@PE1# set irb unit 0 family inet address 192.0.2.9/24
user@PE1# set irb unit @ mac 00:99:99:99:01:99

user@E1# set irb unit 1 family inet address 192.0.2.10/24
user@PE1# set irb unit 1 mac 00:99:99:99:02:99

user@E1# set irb unit 2 family inet address 192.0.2.11/24
user@PE1# set irb unit 2 mac 00:99:99:99:03:99

user@PE1# set irb unit 10 family inet address 192.0.2.12/24
user@PE1# set irb unit 10 mac 00:99:99:99:01:90

10. Configure the loopback interface for Router PE1.

[edit interfaces]
user@PE1# set 100 unit @ family inet address 198.51.100.1/24 primary
user@PE1# set 1lo@ unit 0 family iso

11. Assign a router ID and the autonomous system number for Router PE1.

[edit routing-options]
user@E1# set router-id 198.51.100.1
user@PE1# set autonomous-system 65221

12. Assign a load-balancing policy to the forwarding table of Router PE1.

[edit routing-options]
user@PE1# set forwarding-table export load-balancing-policy



13. Configure IS-IS on Router PE1.

[edit protocols]

user@PE1# set isis level 1 disable

user@PE1# set isis interface all level 2 metric 10
user@PE14# set isis interface fxp0.0 disable

user@PE1# set isis interface 100.0 level 2 metric 0

14. Configure an internal BGP group for Router PE1 to peer with route reflector, Router P.

[edit protocols]

user@PE1# set bgp group RR type internal

user@PE1# set bgp group RR local-address 198.51.100.1
user@PE1# set bgp group RR neighbor 203.0.113.0

15. Enable EVPN signaling for the RR BGP group on Router PE1.

[edit protocols]
user@PE1# set bgp group RR family evpn signaling

16. Configure RSVP, LDP, MPLS, EVPN, and L2 learning on Router PE1.

[edit protocols]

user@PE1# set rsvp interface all

user@PE1# set rsvp interface fxp0.0 disable

user@E1# set ldp deaggregate

user@PE1# set 1dp interface all

user@E1# set ldp interface fxp0.0 disable

user@PE14# set mpls interface all

user@PE1# set mpls interface fxp@.0 disable

user@PE1# set evpn

user@PE1# set 12-learning global-mac-table-aging-time 18000

17. Configure label-switched paths between the PE routers.

[edit protocols]
user@PE1# set mpls label-switched-path peltope2 from 198.51.100.1
user@PE14# set mpls label-switched-path peltope2 to 198.51.100.2



user@PE1# set mpls label-switched-path peltope2 primary direct_to_pe2
user@PE1# set mpls label-switched-path peltope3 from 198.51.100.1
user@PE14# set mpls label-switched-path peltope3 to 198.51.100.3
user@PE1# set mpls label-switched-path peltope3 primary direct_to_pe3
user@PE14# set mpls label-switched-path peltope4 from 198.51.100.1
user@PE1# set mpls label-switched-path peltope4 to 198.51.100.4
user@PE1# set mpls label-switched-path peltope4 primary direct_to_pe4

18. Configure MPLS paths from Router PE1 to other PE routers.

user@PE1# set mpls path pe4_to_pe3 198.51.100.4 strict
user@PE1# set mpls path pe4_to_pe3 198.51.100.3 strict
user@PE1# set mpls path direct_to_pe2 198.51.100.5 strict
user@PE14# set mpls path direct_to_pe3 198.51.100.6 strict
user@PE1# set mpls path direct_to_pe4 198.51.100.9 strict
user@PE1# set mpls path pe2_to_pe3 198.51.100.2 strict
user@PE1# set mpls path pe2_to_pe3 198.51.100.3 strict

19. Configure the load-balancing policy to enable load balancing per packet.

[edit policy-options]
user@PE1# set policy-statement load-balancing-policy then load-balance per-packet

20. Configure the first virtual switch routing instance.

a. Configure the routing-instance type and assign Router PE1 interfaces to the routing instance.

[edit routing-instances]

user@E1# set VS-1 instance-type virtual-switch
user@PE1# set VS-1 interface ge-1/2/1.130
user@PE1# set VS-1 interface ge-1/2/2.120
user@PE1# set VS-1 interface ge-1/3/0.100
user@PE1# set VS-1 interface ae0.110



b. Configure the route distinguisher and the VPN routing and forwarding (VRF) target for the VS-1
routing instance.

[edit routing-instances]
user@PE1# set VS-1 route-distinguisher 198.51.100.1:101
user@PE1# set VS-1 vrf-target target:100:101

c. Configure EVPN and assign VLANSs to the VS-1 routing instance.

[edit routing-instances]

user@PE1# set VS-1 protocols evpn extended-vlan-list 110
user@PE1# set VS-1 protocols evpn extended-vlan-list 120

user@PE1# set VS-1 protocols evpn extended-vlan-list 130
user@PE1# set VS-1 protocols evpn default-gateway do-not-advertise

d. Configure the bridge domains and their associated VLANs and IRB interfaces for the VS-1
routing instance.

[edit routing-instances]

user@PE1# set VS-1 bridge-domains bd-110 vlan-id 110

user@PE1# set VS-1 bridge-domains bd-110 routing-interface irb.0
user@PE1# set VS-1 bridge-domains bd-120 vlan-id 120

user@PE1# set VS-1 bridge-domains bd-120 routing-interface irb.1
user@PE1# set VS-1 bridge-domains bd-130 vlan-id 130

user@PE1# set VS-1 bridge-domains bd-130 routing-interface irb.2

21. Configure the second virtual switch routing instance.

a. Configure the routing-instance type and assign Router PE1 interfaces to the routing instance.

[edit routing-instances]

user@PE1# set VS-2 instance-type virtual-switch
user@PE1# set VS-2 interface ge-1/2/1.230
user@PE1# set VS-2 interface ge-1/2/2.220
user@PE1# set VS-2 interface ge-1/3/0.200
user@PE1# set VS-2 interface ae0.210



b. Configure the route distinguisher and the VPN routing and forwarding (VRF) target for the VS-2
routing instance.

[edit routing-instances]
user@PE1# set VS-2 route-distinguisher 198.51.100.1:201
user@PE1# set VS-2 vrf-target target:100:201

c. Configure EVPN and assign VLANSs to the VS-2 routing instance.

[edit routing-instances]

user@PE1# set VS-2 protocols evpn extended-vlan-list 210
user@PE1# set VS-2 protocols evpn extended-vlan-list 220
user@PE1# set VS-2 protocols evpn extended-vlan-list 230

d. Configure the bridge domains and their associated VLANs for the VS-2 routing instance.

[edit routing-instances]

user@PE1# set routing-instances VS-2 bridge-domains bd-a vlan-id-list 210
user@PE1# set routing-instances VS-2 bridge-domains bd-a vlan-id-list 220
user@PE1# set routing-instances VS-2 bridge-domains bd-a vlan-id-list 230

22. Configure the multihomed EVPN routing instance.

a. Configure the routing-instance type and assign VLANs and Router PE1 interfaces to the routing
instance.

[edit routing-instances]

user@PE1# set mhevpn instance-type evpn
user@PE1# set mhevpn vlan-id 10

user@PE1# set mhevpn interface ge-1/2/1.0
user@PE1# set mhevpn interface ge-1/2/2.0
user@PE1# set mhevpn interface ge-1/3/0.0
user@PE1# set mhevpn interface ae0.0
user@PE1# set mhevpn routing-interface irb.10



23.

b. Configure the route distinguisher and the VPN routing and forwarding (VRF) target for the
mhevpn routing instance.

[edit routing-instances]
user@PE1# set mhevpn route-distinguisher 198.51.100.1:1
user@PE1# set mhevpn vrf-target target:100:1

c. Configure EVPN to the mhevpn routing instance.

[edit routing-instances]
user@PE1# set routing-instances mhevpn protocols evpn default-gateway do-not-advertise

Configure the default routing instance.

a. Configure the routing-instance type and assign IRB interfaces to the routing instance.

[edit routing-instances]

user@PE1# set vrf instance-type vrf
user@PE1# set vrf interface irb.0
user@PE1# set vrf interface irb.1
user@PE1# set vrf interface irb.2
user@PE1# set vrf interface irb.10

b. Configure the route distinguisher and the VPN routing and forwarding (VRF) target for the vrf
routing instance.

[edit routing-instances]

user@PE1# set vrf route-distinguisher 198.51.100.1:11
user@PE1# set vrf vrf-target target:100:11

user@PE1# set vrf vrf-table-label

Configuration on EX9200 Switches

Step-by-Step Procedure

Several configuration statements used to configure active-active mode differ on EX9200 switches from
those used on MX Series routers. This procedure shows which configuration statements are specific to



EX9200 switches. All other configuration in this example applies both to EX9200 switches and MX
Series routers.

1. To configure a trunk interface, include the family ethernet-switching statements instead of the family
bridge statements in all occurrences.

[edit interfaces]

user@PE#1# set interfaces ge-1/2/1 unit 130 family ethernet-switching interface-mode trunk

2. To configure the Layer 2 Ethernet switching domain, include the vian members (vian-id | name)
statement instead of the vlan-id-list vian-idstatement in all occurrences.

[edit interfaces]
user@PE#1# set interfaces ge-1/2/1 unit 130 family ethernet-switching vlan members 130

3. To configure the VLAN domain and associated VLANSs for each routing instance, include the vlans name
statement, instead of the bridge-domains statement in all occurrences.

[edit]
user@E#1# set routing-instances VS-1 vlans bd-110 vlan-id 110

4. To configure the IRB interface in each routing instance, include the 13-interface irb-interface-name
statement instead of the routing-interface statement in all occurrences.

[edit]
user@PE#1# set routing-instances VS-1 vlans bd-110 13-interface irb.0

Results

From configuration mode, confirm your configuration by entering the show chassis, show interfaces, show
routing-options, show protocols, and show routing-instances commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

user@PE1 show chassis
aggregated-devices {
ethernet {
device-count 20;


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/family-ethernet-switching-edit-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-edit-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/members-edit-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlans-bridging-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/l3-interface-edit-vlans-qfx-series.html

}

network-services enhanced-ip;

user@E1 show interfaces
ge-1/0/3 {
gigether-options {
802.3ad ael3;

}
}
ge-1/0/4 {
gigether-options {
802.3ad ael3;
}
}
ge-1/0/5 {
gigether-options {
802.3ad ael2;
}
}
ge-1/1/4 {
unit 0 {
family inet {
address 192.0.2.1/24;
}
family iso;
family mpls;
}
}
ge-1/1/6 {
gigether-options {
802.3ad ael2;
}
}
ge-1/2/1 {

flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
esi {
00:33:33:33:33:33:33:33:33:33;
all-active;
}
unit 0 {



encapsulation vlan-bridge;
vlan-id 30;
}
unit 130 {
family bridge {
interface-mode trunk;
vlan-id-list 130;

}
unit 230 {
family bridge {
interface-mode trunk;
vlan-id-list 230;

}
ge-1/2/2 {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
esi {
00:22:22:22:22:22:22:22:22:22;
all-active;
}
unit 0 {
encapsulation vlan-bridge;
vlan-id 20;
}
unit 120 {
family bridge {
interface-mode trunk;
vlan-id-list 120;

}
unit 220 {
family bridge {
interface-mode trunk;
vlan-id-list 220;

}
ge-1/2/3 {
gigether-options {
802.3ad aeod;



3

ge-1/2/4 {

}

gigether-options {
802.3ad aeo0;

ge-1/3/0 {

aeld

flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit @ {
encapsulation vlan-bridge;
vlan-id 10;
}
unit 100 {
family bridge {
interface-mode trunk;
vlan-id-list [ 110 120 130 1,

}
unit 200 {
family bridge {
interface-mode trunk;
vlan-id-list [ 210 220 230 1,

{
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
esi {
00:11:11:11:11:11:11:11:11:117;
all-active;
}
unit @ {
encapsulation vlan-bridge;
vlan-id 10;
}
unit 110 {
family bridge {
interface-mode trunk;
vlan-id-list 110;



}
unit 210 {
family bridge {
interface-mode trunk;
vlan-id-list 210;

}
ael2 {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
aggregated-ether-options {
minimum-links 1;
}
unit @ {
vlan-id 1200;
family inet {
address 198.51.100.12/24;
}
family iso;
family mpls;

}
ael3 {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
aggregated-ether-options {
minimum-links 1;
}
unit 0 {
vlan-tags outer 1300 inner 13;
family inet {
address 198.51.100.13/24;
}
family iso;
family mpls;

}
irb {
unit 0 {
family inet {
address 192.0.2.9/24;



mac 00:99:99:99:01:99;

}
unit 1 {
family inet {
address 192.0.2.10/24;
}
mac 00:99:99:99:02:99;
}
unit 2 {
family inet {
address 192.0.2.11/24;
}
mac 00:99:99:99:03:99;
}
unit 10 {
family inet {
address 192.0.2.12/24;
}
mac 00:99:99:99:01:90;
}
}
lo0 {
unit @ {
family inet {
address 198.51.100.1/24 {
primary;
}
}
family iso;
}
}

user@PE1# show routing-options
router-id 198.51.100.1;
autonomous-system 65221;
forwarding-table {



export load-balancing-policy;

user@PE1# show protocols
rsvp {

interface all;
interface fxp0.0 {
disable;

mpls {

label-switched-path peltope2 {
from 198.51.100.1;
to 198.51.100.2;
primary direct_to_pe2;

}

label-switched-path peltope3 {
from 198.51.100.1;
to 198.51.100.3;
primary direct_to_pe3;

}

label-switched-path peltope4 {
from 198.51.100.1;
to 198.51.100.4;
primary direct_to_pe4;

}

path pe4_to_pe3 {
198.51.100.4 strict;
198.51.100.3 strict;

}

path direct_to_pe2 {
198.51.100.5 strict;

}

path direct_to_pe3 {
198.51.100.6 strict;

}

path direct_to_pe4 {
198.51.100.9 strict;

}

path pe2_to_pe3 {
198.51.100.2 strict;



198.51.100.3 strict;
}
interface all;
interface fxp0.0 {

disable;
}
}
bgp {
group RR {
type internal;
local-address 198.51.100.1;
family evpn {
signaling;
}
neighbor 203.0.113.0;
}
}
isis {
level 1 disable;
interface all {
level 2 metric 10;
}
interface fxp0.0 {
disable;
}
interface 100.0 {
level 2 metric 0;
}
}
1dp {
deaggregate;
interface all;
interface fxp0.0 {
disable;
}
}
evpn {
}

12-1earning {



global-mac-table-aging-time 18000;

user@PE1# show policy-options
policy-statement load-balancing-policy {
then {

load-balance per-packet;

user@PE1# show routing-instances
vS-1 {
instance-type virtual-switch;
interface ge-1/2/1.130;
interface ge-1/2/2.120;
interface ge-1/3/0.100;
interface ae0.110;
route-distinguisher 198.51.100.1:101;
vrf-target target:100:101;
protocols {
evpn {
extended-vlan-list [ 110 120 130 1;

default-gateway do-not-advertise;

}
}
bridge-domains {
bd-110 {
vlan-id 110;
routing-interface irb.0;
}
bd-120 {
vlan-id 120;
routing-interface irb.1;
}
bd-130 {
vlan-id 130;
routing-interface irb.2;
}
}



VS-2 {

instance-type virtual-switch;
interface ge-1/2/1.230;
interface ge-1/2/2.220;
interface ge-1/3/0.200;
interface ae0.210;
route-distinguisher 198.51.100.1:201;
vrf-target target:100:201;
protocols {

evpn {

extended-vlan-list [ 210 220 230 1;

}
bridge-domains {
bd-a {
vlan-id-list [ 210 220 230 I,

}
mhevpn {
instance-type evpn;
vlan-id 10;
interface ge-1/2/1.0;
interface ge-1/2/2.0;
interface ge-1/3/0.0;
interface ae0.0;
routing-interface irb.10;
route-distinguisher 198.51.100.1:1;
vrf-target target:100:1;
protocols {
evpn {
default-gateway do-not-advertise;

vrf {
instance-type vrf;
interface irb.0;
interface irb.1;
interface irb.2;
interface irb.10;
route-distinguisher 198.51.100.1:11;
vrf-target target:100:11;



vrf-table-label;

Verification

IN THIS SECTION

Verifying VPN Services in the Core | 381

Verifying the EVPN Instance Status | 383

Verifying the Autodiscovery Routes per Ethernet Segment | 390
Verifying the Ethernet Segment Route | 394

Verifying the DF Status | 396

Verifying the BDF Status | 397

Verifying the Remote IRB and Host IP | 399

Confirm that the configuration is working properly.

Verifying VPN Services in the Core

Purpose

Ensure that the protocols in the VPN core are functioning properly.

Action

From operational mode, enter the show isis adjacency command.

user@E1> show isis adjacency
Interface System L State Hold (secs) SNPA
ge-1/2/4.0 CE10 2 Up 24 5c:5e:ab:e:6f:4

From operational mode, enter the show bgp summary command.

user@E1> show bgp summary
Groups: 1 Peers: 1 Down peers: 0
Table Tot Paths Act Paths Suppressed History Damp State Pending



bgp.evpn.o

45 45 0 0 0 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State|#Active/
Received/Accepted/Damped. . .
203.0.113.0 65221 90 26 0 0 3:18 Establ
bgp.evpn.0: 45/45/45/0
VS-1.evpn.0: 19/19/19/0
VS-2.evpn.0: 19/19/19/0
mhevpn.evpn.@: 13/13/13/0
__default_evpn__.evpn.0: 4/4/4/0
user@> show bgp summary
Groups: 1 Peers: 4 Down peers: 0
Table Tot Paths Act Paths Suppressed History Damp State Pending
bgp.evpn.0
68 68 0 0 0 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State|#Active/
Received/Accepted/Damped. . .
198.51.100.1 65221 25 90 0 0 3:04 Establ
bgp.evpn.0: 22/22/22/0
198.51.100.2 65221 32 80 0 0 6:12 Establ
bgp.evpn.0: 22/22/22/0
198.51.100.3 65221 31 62 0 0 6:58 Establ
bgp.evpn.0: 12/12/12/0
198.51.100.4 65221 28 88 0 0 6:04 Establ
bgp.evpn.0: 12/12/12/0
From operational mode, enter the show mpls 1sp command.
user@E1> show mpls 1lsp
Ingress LSP: 3 sessions
To From State Rt P ActivePath LSPname
198.51.100.2 198.51.100.1 Up 0 * direct_to_pe2 peltope2
198.51.100.3 198.51.100.1 Up 0 * direct_to_pe3 peltope3
198.51.100.4 198.51.100.1 Up 0 * direct_to_pe4 peltoped
Total 3 displayed, Up 3, Down @
Egress LSP: 3 sessions
To From State Rt Style Labelin Labelout LSPname
198.51.100.1  198.51.100.3  Up 0 1FF 3 - pe3topel
198.51.100.1 198.51.100.4 Up 0 1FF 3 - pedtopel
198.51.100.1  198.51.100.2 Up 0 1FF 3 - pe2topel

Total 3 displayed, Up 3, Down 0



Transit LSP: 0 sessions
Total @ displayed, Up @, Down 0

From operational mode, enter the show interface aex terse command.

user@E1> show interface ae* terse

Interface Admin Link Proto Local Remote

aed up up

ae0.0 up up bridge

ae0.110 up up bridge

ae0.210 up up bridge

aed.32767 up up multiservice

ael2 up up

ael12.0 up up inet 198.51.100.12/24
iso
mpls
multiservice

ael2.32767 up up multiservice

ael3 up up

ael13.0 up up inet 198.51.100.13/24
iso
mpls
multiservice

ael13.32767 up up multiservice

Meaning

The protocols IS-1S, BGP and MPLS are up and running. The aggregated bundles configured on Router
PE1 are up.

Verifying the EVPN Instance Status

Purpose

Verify the EVPN routing instances and their status.



Action

From operational mode, run the show evpn instance extensive command.

user@E1> show evpn instance extensive
Instance: VS-1
Route Distinguisher: 198.51.100.1:101
Per-instance MAC route label: 301664

MAC database status Local Remote
Total MAC addresses: 0 0
Default gateway MAC addresses: 3 0

Number of local interfaces: 4 (3 up)
Interface name ESI Mode Status
ae0.110 00:11:11:11:11:11:11:11:11:11  all-active Up
ge-1/2/1.130 00:33:33:33:33:33:33:33:33:33 all-active Up
ge-1/2/2.120 00:22:22:22:22:22:22:22:22:22 all-active Up

ge-1/3/0.100 00:00:00:00:00:00:00:00:00:00 single-homed Up
Number of IRB interfaces: 3 (3 up)
Interface name VLAN ID Status L3 context

irb.0 110 Up vrf
irb.1 120 Up vrf
irb.2 130 Up vrf
Number of bridge domains: 3
VLAN ID Intfs / up Mode MAC sync IM route label
110 2 1 Extended Enabled 301984
120 2 1 Extended Enabled 302000
130 2 1 Extended Enabled 302016
Number of neighbors: 3
198.51.100.2
Received routes
MAC address advertisement: 0
MAC+IP address advertisement: 0
Inclusive multicast: 3
Ethernet auto-discovery: 6
198.51.100.3
Received routes
MAC address advertisement: 0
MAC+IP address advertisement: 0
Inclusive multicast: 1
Ethernet auto-discovery: 2

198.51.100.4
Received routes



MAC address advertisement:
MAC+IP address advertisement:

Inclusive multicast:

N W e

Ethernet auto-discovery:

Number of ethernet segments: 4
EST: 00:11:11:11:11:11:11:11:11:11
Status: Resolved by IFL ae0.110
Local interface: ae@.110, Status: Up/Forwarding

Number of remote PEs connected: 2

Remote PE MAC label Aliasing label Mode
198.51.100.3 0 305584 all-active
198.51.100.2 0 306000 all-active

Designated forwarder: 198.51.100.3
Backup forwarder: 198.51.100.1
Backup forwarder: 198.51.100.2
Advertised MAC label: 301792
Advertised aliasing label: 301792
Advertised split horizon label: 301808
ESI: 00:22:22:22:22:22:22:22:22:22
Status: Resolved by IFL ge-1/2/2.120
Local interface: ge-1/2/2.120, Status: Up/Forwarding
Number of remote PEs connected: 1
Remote PE MAC label Aliasing label Mode
198.51.100.2 0 306032 all-active
Designated forwarder: 198.51.100.1
Backup forwarder: 198.51.100.2
Advertised MAC label: 301824
Advertised aliasing label: 301824
Advertised split horizon label: 301840
ESI: 00:33:33:33:33:33:33:33:33:33
Status: Resolved by IFL ge-1/2/1.130
Local interface: ge-1/2/1.130, Status: Up/Forwarding
Number of remote PEs connected: 1
Remote PE MAC label Aliasing label Mode
198.51.100.2 0 306064 all-active
Designated forwarder: 198.51.100.1
Backup forwarder: 198.51.100.2
Advertised MAC label: 301856
Advertised aliasing label: 301856
Advertised split horizon label: 301872
ESI: 00:44:44:44:44:44:44:44:44:44
Status: Resolved by NH 1048613

Number of remote PEs connected: 1



Remote PE MAC label Aliasing label Mode
198.51.100.4 0 305152 all-active
Instance: VS-2
Route Distinguisher: 198.51.100.1:201
Per-instance MAC route label: 301696
MAC database status Local Remote
Total MAC addresses: 0 0
Default gateway MAC addresses: 0 0
Number of local interfaces: 4 (3 up)
Interface name ESI Mode Status
ael.210 00:11:11:11:11:11:11:11:11:11  all-active Up
ge-1/2/1.230 00:33:33:33:33:33:33:33:33:33 all-active Up
ge-1/2/2.220 00:22:22:22:22:22:22:22:22:22 all-active Up
ge-1/3/0.200 00:00:00:00:00:00:00:00:00:00 single-homed Down
Number of IRB interfaces: @ (@ up)
Number of bridge domains: 3
VLAN ID Intfs / up Mode MAC sync IM route label
210 2 1 Extended Enabled 302032
220 2 1 Extended Enabled 302048
230 2 1 Extended Enabled 302064

Number of neighbors: 3

198.51.100.2

Received routes

MAC address advertisement:
MAC+IP address advertisement:
Inclusive multicast:

Ethernet auto-discovery:

198.51.100.3

o W O S

Received routes

MAC address advertisement: 0
MAC+IP address advertisement: 0

Inclusive multicast: 1

Ethernet auto-discovery: 2

198.51.100.4

Received routes

MAC address advertisement:
MAC+IP address advertisement:
Inclusive multicast:

Ethernet auto-discovery:

N W e

Number of ethernet segments: 4
ESI: 00:11:11:11:11:11:11:11:11:11
Status: Resolved by IFL ae0.210



Local interface: ae0.210, Status: Up/Forwarding
Number of remote PEs connected: 2

Remote PE MAC label Aliasing label Mode
198.51.100.3 0 305648 all-active
198.51.100.2 0 306096 all-active

Designated forwarder: 198.51.100.1
Backup forwarder: 198.51.100.2
Backup forwarder: 198.51.100.3
Advertised MAC label: 301888
Advertised aliasing label: 301888
Advertised split horizon label: 301808
ESI: 00:22:22:22:22:22:22:22:22:22
Status: Resolved by IFL ge-1/2/2.220
Local interface: ge-1/2/2.220, Status: Up/Forwarding
Number of remote PEs connected: 1
Remote PE MAC label Aliasing label Mode
198.51.100.2 0 306112 all-active
Designated forwarder: 198.51.100.1
Backup forwarder: 198.51.100.2
Advertised MAC label: 301904
Advertised aliasing label: 301904
Advertised split horizon label: 301840
ESI: 00:33:33:33:33:33:33:33:33:33
Status: Resolved by IFL ge-1/2/1.230
Local interface: ge-1/2/1.230, Status: Up/Forwarding
Number of remote PEs connected: 1
Remote PE MAC label Aliasing label Mode
198.51.100.2 0 306128 all-active
Designated forwarder: 198.51.100.1
Backup forwarder: 198.51.100.2
Advertised MAC label: 301920
Advertised aliasing label: 301920
Advertised split horizon label: 301872
ESI: 00:44:44:44:44:44:44:44:44:44
Status: Resolved by NH 1048616
Number of remote PEs connected: 1
Remote PE MAC label Aliasing label Mode
198.51.100.4 0 305184 all-active

Instance: __default_evpn__
Route Distinguisher: 198.51.100.1:0
VLAN ID: None
Per-instance MAC route label: 301760



MAC database status Local Remote
Total MAC addresses: 0 0
Default gateway MAC addresses: 0 0

Number of local interfaces: @ (0 up)

Number of IRB interfaces: @ (@ up)

Number of bridge domains: 0

Number of neighbors: 2
198.51.100.2

Received routes

Ethernet auto-discovery: 0
Ethernet Segment: 3
198.51.100.3
Received routes
Ethernet auto-discovery: 0
Ethernet Segment: 1

Number of ethernet segments: @

Instance: mhevpn
Route Distinguisher: 198.51.100.1:1

VLAN ID: 10
Per-instance MAC route label: 301728
MAC database status Local Remote
Total MAC addresses: 0 0
Default gateway MAC addresses: 1 0
Number of local interfaces: 4 (3 up)
Interface name ESI Mode
2e0.9 00:11:11:11:11:11:11:11:11:11 all-active
ge-1/2/1.0 00:33:33:33:33:33:33:33:33:33 all-active
ge-1/2/2.0 00:22:22:22:22:22:22:22:22:22 all-active
ge-1/3/0.0 00:00:00:00:00:00:00:00:00:00 single-homed
Number of IRB interfaces: 1 (1 up)
Interface name VLAN ID Status L3 context
irb.10 10 Up vrf
Number of bridge domains: 1
VLAN ID Intfs / up Mode MAC sync IM route label
10 4 3 Extended Enabled 302080
Number of neighbors: 3
198.51.100.2

Received routes
MAC address advertisement: 0
MAC+IP address advertisement: 0
Inclusive multicast: 1
6

Ethernet auto-discovery:

Status
Up

Up

Up
Down



198.51.100.3
Received routes

MAC address advertisement: 0
MAC+IP address advertisement: 0
Inclusive multicast: 1
Ethernet auto-discovery: 2
198.51.100.4
Received routes
MAC address advertisement: 0
MAC+IP address advertisement: 0
Inclusive multicast: 1
Ethernet auto-discovery: 2

Number of ethernet segments: 4
EST: 00:11:11:11:11:11:11:11:11:11
Status: Resolved by IFL ae0.0
Local interface: ae@.0, Status: Up/Forwarding

Number of remote PEs connected: 2

Remote PE MAC label Aliasing label Mode
198.51.100.3 0 305680 all-active
198.51.100.2 0 306144 all-active

Designated forwarder: 198.51.100.2

Backup forwarder: 198.51.100.1

Backup forwarder: 198.51.100.3

Advertised MAC label: 301936

Advertised aliasing label: 301936

Advertised split horizon label: 301808

ESI: 00:22:22:22:22:22:22:22:22:22

Status: Resolved by IFL ge-1/2/2.0

Local interface: ge-1/2/2.0, Status: Up/Forwarding

Number of remote PEs connected: 1
Remote PE MAC label Aliasing label Mode
198.51.100.2 0 306160 all-active

Designated forwarder: 198.51.100.1

Backup forwarder: 198.51.100.2

Advertised MAC label: 301952

Advertised aliasing label: 301952

Advertised split horizon label: 301840

ESI: 00:33:33:33:33:33:33:33:33:33

Status: Resolved by IFL ge-1/2/1.0

Local interface: ge-1/2/1.0, Status: Up/Forwarding

Number of remote PEs connected: 1
Remote PE MAC label Aliasing label Mode
198.51.100.2 0 306176 all-active



Designated forwarder: 198.51.100.1

Backup forwarder: 198.51.100.2

Advertised MAC label: 301968

Advertised aliasing label: 301968

Advertised split horizon label: 301872

ESI: 00:44:44:44:44:44:44:44:44:44

Status: Resolved by NH 1048612

Number of remote PEs connected: 1
Remote PE MAC label Aliasing label Mode
198.51.100.4 0 305200 all-active

Meaning

The output provides the following information:

e List of EVPN and virtual switch routing instances

e Mode of operation of each interface

e Neighbors of each routing instance

e Number of different routes received from each neighbor
e ESI attached to each routing instance

o Number of Ethernet segments on each routing instance
e DF election roles for each ESI in an EVI

e VLAN ID and MAC labels for each routing instance

¢ IRB interface details

e Number of default gateway MAC addresses received for the virtual switch routing instance (VS-1
and VS-2)

Verifying the Autodiscovery Routes per Ethernet Segment

Purpose

Verify that the autodiscovery routes per Ethernet segment are received.

Action

From operational mode, run the show route table mhevpn.evpn.® command.



Router PE1

user@E1> show route table mhevpn.evpn.@

mhevpn.evpn.@: 17 destinations, 17 routes (17 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

1:198.51.100.1:1::11111111111111111111: :0/304

1:198.

1:198.

1:198.

1:198.

1:198.

1:198.

1:198.

1:198.

1:198.

51

51

51

51

51

51

51

51

51

.100.

.100.

.100.

.100.

.100.

.100.

.100.

.100.

.100.

*[EVPN/170] 00:11:37
Indirect

:1::22222222222222222222::0/304

*[EVPN/170] 00:11:37
Indirect

::33333333333333333333::0/304

*[EVPN/170] 00:11:37
Indirect

:0::11111111111111111111 2 : FFFF: FFFF /304

*[BGP/170] 00:11:33, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2

10::22222222222222222222: :FFFF:FFFF/304

*[BGP/170] 00:11:33, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2

:0::33333333333333333333: : FFFF:FFFF/304

*[BGP/170] 00:11:33, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2

210 11111111111111111111::0/304

*[BGP/170] 00:11:33, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2

:1::22222222222222222222::0/304

*[BGP/170] 00:11:33, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2

:1::33333333333333333333::0/304

*[BGP/170] 00:11:33, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2

:0::11111111111111111111 2 : FFFF : FFFF /304

*[BGP/170] 00:11:37, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified



> to 198.51.100.6 via ael13.0, label-switched-path peltope3
1:198.51.100.3:1::11111111111111111111::0/304
*[BGP/170] 00:11:37, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.6 via ael13.0, label-switched-path peltope3
3:198.51.100.1:1::10::198.51.100.1/304
*[EVPN/170] 00:13:38
Indirect
3:198.51.100.2:1::10::198.51.100.2/304
*[BGP/170] 00:11:33, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2
3:198.51.100.3:1::10::198.51.100.3/304
*[BGP/170] 00:11:37, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.6 via ael13.0, label-switched-path peltope3

Router PE2

user@E2> show route table mhevpn.evpn.@
mhevpn.evpn.@: 17 destinations, 17 routes (17 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

1:198.51.100.1:0::11111111111111111111: : FFFF : FFFF/304
*[BGP/170] 01:10:26, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.12 via ael12.0, label-switched-path pe2topel
1:198.51.100.1:0::22222222222222222222: :FFFF:FFFF/304
*[BGP/170] 01:10:26, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.12 via ael12.0, label-switched-path pe2topel
1:198.51.100.1:0::33333333333333333333: : FFFF:FFFF/304
*[BGP/170] 01:10:26, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.12 via ael12.0, label-switched-path pe2topel
1:198.51.100.1:1::11111111111111111111: :0/304
*[BGP/170] 01:10:26, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.12 via ael12.0, label-switched-path pe2topel
1:198.51.100.1:1::22222222222222222222::0/304
*[BGP/170] 01:10:26, localpref 100, from 203.0.113.0

AS path: I, validation-state: unverified



:198.

:198.

:198.

:198.

:198.

:198.

:198.

:198.

:198.

:198.

:198.

:198.

51

51

51.

51

51.

51.

51.

51.

51.

51.

51

51

.100.

.100.

100.

.100.

100.

100.

100.

100.

100.

100.

.100.

.100.

> to 198.51.100.12 via ael12.0, label-switched-path pe2topel

:1::33333333333333333333::0/304

*[BGP/170] 01:10:26, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.12 via ael12.0, label-switched-path pe2topel

S11111111111111111111: :0/304

*[EVPN/170] 01:10:26
Indirect

:1::22222222222222222222::0/304

*[EVPN/170] 01:10:26
Indirect

:1::33333333333333333333::0/304

*[EVPN/170] 01:10:26
Indirect

:0::11111111111111111111 2 : FFFF : FFFF /304

*[BGP/170] 01:10:26, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.7 via ge-0/0/4.0, label-switched-path pe2tope3

210 11111111111111111111::0/304

*[BGP/170] 01:10:26, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.7 via ge-0/0/4.0, label-switched-path pe2tope3

10 : 44444444444444444444 ; - FFFF :FFFF/304

*[BGP/170] 01:10:17, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.8 via ge-0/1/8.0, label-switched-path pe2tope4

1 44444444444444444444:; :0/304

*[BGP/170] 01:10:17, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.8 via ge-0/1/8.0, label-switched-path pe2tope4

:1::10::198.51.100.1/304

*[BGP/170] 01:10:26, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.12 via ael12.0, label-switched-path pe2topel

:1::10::198.51.100.2/304

*[EVPN/170] 01:12:14
Indirect

::10::198.51.100.3/304

*[BGP/170] 01:10:26, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.7 via ge-0/0/4.0, label-switched-path pe2tope3

:1::10::198.51.100.4/304

*[BGP/170] 01:10:17, localpref 100, from 203.0.113.0



AS path: I, validation-state: unverified
> to 198.51.100.8 via ge-0/1/8.0, label-switched-path pe2tope4

Meaning

The remote type 1 autodiscovery route is received for the ESI attached to Router PE2, which is the
other PE router connected to the multihomed CE device.

Verifying the Ethernet Segment Route

Purpose

Verify that the local and advertised autodiscovery routes per Ethernet segment and the Ethernet
segment routes are received.

Action

From operational mode, run the show route table __default_evpn__.evpn.6 command.

Router PE1

user@E1> show route table __default_evpn__.evpn.0

__default_evpn__.evpn.@: 10 destinations, 10 routes (10 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

1:198.51.100.1:0::11111111111111111111: : FFFF : FFFF/304
*[EVPN/170] 00:25:18
Indirect
1:198.51.100.1:0::22222222222222222222: :FFFF :FFFF/304
*[EVPN/170] 00:25:18
Indirect
1:198.51.100.1:0::33333333333333333333: : FFFF:FFFF/304
*[EVPN/170] 00:25:18
Indirect
4:198.51.100.1:0::11111111111111111111:198.51.100.1/304
*[EVPN/170] 00:25:18
Indirect
4:198.51.100.1:0::22222222222222222222:198.51.100.1/304
*[EVPN/170] 00:25:18
Indirect
4:198.51.100.1:0::33333333333333333333:198.51.100.1/304



*[EVPN/170] 00:25:18
Indirect
4:198.51.100.2:0::11111111111111111111:198.51.100.2/304
*[BGP/170] 00:25:14, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2
4:198.51.100.2:0::22222222222222222222:198.51.100.2/304
*[BGP/170] 00:25:14, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2
4:198.51.100.2:0::33333333333333333333:198.51.100.2/304
*[BGP/170] 00:25:14, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2
4:198.51.100.3:0::11111111111111111111:198.51.100.3/304
*[BGP/170] 00:25:18, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.6 via ael13.0, label-switched-path peltope3

Router PE2

user@E2> show route table __default_evpn__.evpn.0

__default_evpn__.evpn.0: 10 destinations, 10 routes (10 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

1:198.51.100.2:0::11111111111111111111: : FFFF : FFFF/304
*[EVPN/170] 01:17:59
Indirect
1:198.51.100.2:0::22222222222222222222: :FFFF:FFFF/304
*[EVPN/170] 01:17:59
Indirect
1:198.51.100.2:0::33333333333333333333: : FFFF:FFFF/304
*[EVPN/170] 01:17:59
Indirect
4:198.51.100.1:0::11111111111111111111:198.51.100.1/304
*[BGP/170] 01:17:59, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.12 via ael12.0, label-switched-path pe2topel
4:198.51.100.1:0::22222222222222222222:198.51.100.1/304
*[BGP/170] 01:17:59, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.12 via ael12.0, label-switched-path pe2topel



4:198.51.100.1:0::33333333333333333333:198.51.100.1/304
*[BGP/170] 01:17:59, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.12 via ael12.0, label-switched-path pe2topel
4:198.51.100.2:0::11111111111111111111:198.51.100.2/304
*[EVPN/170] 01:17:59
Indirect
4:198.51.100.2:0::22222222222222222222:198.51.100.2/304
*[EVPN/170] 01:17:59
Indirect
4:198.51.100.2:0::33333333333333333333:198.51.100.2/304
*[EVPN/170] 01:17:59
Indirect
4:198.51.100.3:0::11111111111111111111:198.51.100.3/304
*[BGP/170] 01:17:59, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.7 via ge-0/0/4.0, label-switched-path pe2tope3

Meaning

The output displays the local and remote type 1 (autodiscovery) and type 4 (Ethernet segment) routes.

Verifying the DF Status

Purpose

Confirm which PE router is the designated forwarder (DF) for each routing instance.

Action

From operational mode, run the show evpn instance designated-forwarder command.

user@E1> show evpn instance designated forwarder
Instance: VS-1
Number of ethernet segments: 4
ESI: 00:11:11:11:11:11:11:11:11:11
Designated forwarder: 198.51.100.3
ESI: 00:22:22:22:22:22:22:22:22:22
Designated forwarder: 198.51.100.1
ESI: 00:33:33:33:33:33:33:33:33:33
Designated forwarder: 198.51.100.1



ESI: 00:44:44:44:44:44:44:44:44:44

Designated forwarder: No local attachment to ethernet segment

Instance: VS-2
Number of ethernet segme
ESI: 00:11:11:11:11:11

Designated forwarder:

ESI: 00:22:22:22:22:22

Designated forwarder:

ESI: 00:33:33:33:33:33

Designated forwarder:

ESI: 00:44:44:44:44:44

Designated forwarder:

Instance: mhevpn

nts: 4
11:11:11: 11
198.51.100.1
122:22:22:22
198.51.100.1
:33:33:33:33
198.51.100.1
144:44:44:44

No local attachment to ethernet segment

Number of ethernet segments: 4

ESI: 00:11:11:11:11:11

Designated forwarder:

ESI: 00:22:22:22:22:22

Designated forwarder:

ESI: 00:33:33:33:33:33

Designated forwarder:

ESI: 00:44:44:44:44:44

Designated forwarder:

Meaning

211:11:11: 11
198.51.100.2
122:22:22:22
198.51.100.1
:33:33:33:33
198.51.100.1
144:44:44:44

No local attachment to ethernet segment

The designated forwarder is displayed for each routing instance and ESI.

Verifying the BDF Status

Purpose

Confirm which PE router is th

Action

e backup designated forwarder (BDF) for each routing instance.

From operational mode, run the show evpn instance backup-forwarder command.

user@E1> show evpn instance backup-forwarder

Instance: VS-1



Number of ethernet segments: 4

EST: 00:11:11:11:11:11:11:11:11:11
Backup forwarder: 198.51.100.1
Backup forwarder: 198.51.100.2

ESI: 00:22:22:22:22:22:22:22:22:22
Backup forwarder: 198.51.100.2

ESI: 00:33:33:33:33:33:33:33:33:33
Backup forwarder: 198.51.100.2

ESI: 00:44:44:44:44:44:44:44:44:44

Backup forwarder: No local attachment to ethernet segment

Instance: VS-2
Number of ethernet segments: 4

EST: 00:11:11:11:11:11:11:11:11:11
Backup forwarder: 198.51.100.2
Backup forwarder: 198.51.100.3

ESI: 00:22:22:22:22:22:22:22:22:22
Backup forwarder: 198.51.100.2

EST: 00:33:33:33:33:33:33:33:33:33
Backup forwarder: 198.51.100.2

ESI: 00:44:44:44:44:44:44:44:44:44

Backup forwarder: No local attachment to ethernet segment

Instance: mhevpn
Number of ethernet segments: 4

EST: 00:11:11:11:11:11:11:11:11:11
Backup forwarder: 198.51.100.1
Backup forwarder: 198.51.100.3

ESI: 00:22:22:22:22:22:22:22:22:22
Backup forwarder: 198.51.100.2

ESI: 00:33:33:33:33:33:33:33:33:33
Backup forwarder: 198.51.100.2

ESI: 00:44:44:44:44:44:44:44:44:44

Backup forwarder: No local attachment to ethernet segment

Meaning

The backup designated forwarder is displayed for each routing instance and ESI.



Verifying the Remote IRB and Host IP

Purpose

Verify that the remote IRB IP and the host IP are received.

Action

Router PE1

From operational mode, run the show route table mhevpn command.

user@E1> show route table mhevpn

mhevpn.evpn.@: 17 destinations, 17 routes (17 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

1:198.51.100.1:1::11111111111111111111: :0/304

1:198.

1:198.

1:198.

1:198.

1:198.

1:198.

1:198.

51

51

51

51

51

51

51

.100.

.100.

.100.

.100.

.100.

.100.

.100.

*[EVPN/170] 01:34:26
Indirect

:1::22222222222222222222::0/304

*[EVPN/170] 01:34:26
Indirect

:1::33333333333333333333::0/304

*[EVPN/170] 01:34:26
Indirect

:0::11111111111111111111 2 : FFFF: FFFF /304

*[BGP/170] 01:34:22, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2

10::22222222222222222222: :FFFF:FFFF/304

*[BGP/170] 01:34:22, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2

:0::33333333333333333333: : FFFF:FFFF/304

*[BGP/170] 01:34:22, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2

210 11111111111111111111::0/304

*[BGP/170] 01:34:22, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2

1:22222222222222222222::0/304



*[BGP/170] 01:34:22, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2
1:198.51.100.2:1::33333333333333333333::0/304
*[BGP/170] 01:34:22, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2
1:198.51.100.3:0::11111111111111111111: : FFFF: FFFF/304
*[BGP/170] 01:34:26, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.6 via ael13.0, label-switched-path peltope3
1:198.51.100.3:1::11111111111111111111::0/304
*[BGP/170] 01:34:26, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.6 via ael13.0, label-switched-path peltope3
3:198.51.100.1:1::10::198.51.100.1/304
*[EVPN/170] 01:36:27
Indirect
3:198.51.100.2:1::10::198.51.100.2/304
*[BGP/170] 01:34:22, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.5 via ael12.0, label-switched-path peltope2
3:198.51.100.3:1::10::198.51.100.3/304
*[BGP/170] 01:34:26, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.6 via ael13.0, label-switched-path peltope3

Router PE2

From operational mode, run the show route table mhevpn command.

user@E2> show route table mhevpn
mhevpn.evpn.@: 17 destinations, 17 routes (17 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

1:198.51.100.1:0::11111111111111111111: : FFFF: FFFF/304
*[BGP/170] 01:35:11, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.12 via ael12.0, label-switched-path pe2topel
1:198.51.100.1:0::22222222222222222222: :FFFF:FFFF/304
*[BGP/170] 01:35:11, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
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> to 198.51.100.12 via ael12.0, label-switched-path pe2topel

:0::33333333333333333333: : FFFF:FFFF/304

*[BGP/170] 01:35:11, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.12 via ael12.0, label-switched-path pe2topel

S11111111111111111111: :0/304

*[BGP/170] 01:35:11, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.12 via ael12.0, label-switched-path pe2topel

:1::22222222222222222222: :0/304

*[BGP/170] 01:35:11, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.12 via ael12.0, label-switched-path pe2topel

:1::33333333333333333333::0/304

*[BGP/170] 01:35:11, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.12 via ael12.0, label-switched-path pe2topel

:1::11111111111111111111: :0/304

*[EVPN/170] 01:35:11
Indirect

:1::22222222222222222222::0/304

*[EVPN/170] 01:35:11
Indirect

:1::33333333333333333333::0/304

*[EVPN/170] 01:35:11
Indirect

:11111111111111111117 < : FFFF . FFFF /304

*[BGP/170] 01:35:11, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.7 via ge-0/0/4.0, label-switched-path pe2tope3

210 11111111111111111111::0/304

*[BGP/170] 01:35:11, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.7 via ge-0/0/4.0, label-switched-path pe2tope3

:0: : 44444444444444444444 . - FFFF :FFFF/304

*[BGP/170] 01:35:02, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.8 via ge-0/1/8.0, label-switched-path pe2tope4

11 :44444444444444444444:; :0/304

*[BGP/170] 01:35:02, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.8 via ge-0/1/8.0, label-switched-path pe2tope4

:1::10::198.51.100.1/304



*[BGP/170] 01:35:11, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.12 via ael12.0, label-switched-path pe2topel
3:198.51.100.2:1::10::198.51.100.2/304
*[EVPN/170] 01:36:59
Indirect
3:198.51.100.3:1::10::198.51.100.3/304
*[BGP/170] 01:35:11, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.7 via ge-0/0/4.0, label-switched-path pe2tope3
3:198.51.100.4:1::10::198.51.100.4/304
*[BGP/170] 01:35:02, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.8 via ge-0/1/8.0, label-switched-path pe2tope4

Router PE3

From operational mode, run the show route table mhevpn command.

user@PE3> show route table mhevpn
mhevpn.evpn.@: 19 destinations, 19 routes (19 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

1:198.51.100.1:0::11111111111111111111: : FFFF: FFFF/304
*[BGP/170] 01:36:10, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.13 via ael13.0, label-switched-path pe3topel
1:198.51.100.1:0::22222222222222222222: :FFFF:FFFF/304
*[BGP/170] 01:36:10, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.13 via ael13.0, label-switched-path pe3topel
1:198.51.100.1:0::33333333333333333333: :FFFF:FFFF/304
*[BGP/170] 01:36:10, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.13 via ael13.0, label-switched-path pe3topel
1:198.51.100.1:1::11111111111111111111::0/304
*[BGP/170] 01:36:10, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.13 via ael13.0, label-switched-path pe3topel
1:198.51.100.1:1::22222222222222222222::0/304
*[BGP/170] 01:36:10, localpref 100, from 203.0.113.0

AS path: I, validation-state: unverified
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> to 198.51.100.13 via ael13.0, label-switched-path pe3topel

:1::33333333333333333333::0/304

*[BGP/170] 01:36:10, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.13 via ael13.0, label-switched-path pe3topel

1111111111111 : : FFFF: FFFF /304

*[BGP/170] 01:36:06, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.10 via ge-2/0/3.0, label-switched-path pe3tope2

10::22222222222222222222: :FFFF:FFFF/304

*[BGP/170] 01:36:06, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.10 via ge-2/0/3.0, label-switched-path pe3tope2

:0::33333333333333333333: : FFFF:FFFF/304

*[BGP/170] 01:36:06, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.10 via ge-2/0/3.0, label-switched-path pe3tope2

:1::11111111111111111111: :0/304

*[BGP/170] 01:36:06, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.10 via ge-2/0/3.0, label-switched-path pe3tope2

:1::22222222222222222222: :0/304

*[BGP/170] 01:36:06, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.10 via ge-2/0/3.0, label-switched-path pe3tope2

:1::33333333333333333333::0/304

*[BGP/170] 01:36:06, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.10 via ge-2/0/3.0, label-switched-path pe3tope2

:1::11111111111111111111: :0/304

*[EVPN/170] 01:36:25
Indirect

10 : 44444444444444444444 ; - FFFF :FFFF/304

*[BGP/170] 01:35:58, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.11 via ge-2/1/3.0, label-switched-path pe3tope4

11 :44444444444444444444:; :0/304

*[BGP/170] 01:35:58, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.11 via ge-2/1/3.0, label-switched-path pe3tope4

:1::10::198.51.100.1/304

*[BGP/170] 01:36:10, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified



> to 198.51.100.13 via ael13.0, label-switched-path pe3topel
3:198.51.100.2:1::10::198.51.100.2/304
*[BGP/170] 01:36:06, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.10 via ge-2/0/3.0, label-switched-path pe3tope2
3:198.51.100.3:1::10::198.51.100.3/304
*[EVPN/170] 01:37:33
Indirect
3:198.51.100.4:1::10::198.51.100.4/304
*[BGP/170] 01:35:58, localpref 100, from 203.0.113.0
AS path: I, validation-state: unverified
> to 198.51.100.11 via ge-2/1/3.0, label-switched-path pe3tope4

Meaning

The output displays the local and remote IRB interfaces. It also displays the local and remote hosts that
are installed in the VRF table.

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

16.1R4 Starting with Junos OS Release 16.1R4, EVPN multihoming active-active mode is supported on all
EX9200 switches.

Example: Configuring LACP for EVPN Active-Active Multihoming
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https://apps.juniper.net/feature-explorer/

This example shows how to configure the Link Aggregation Control Protocol (LACP) on multihomed
customer edge (CE) and provider edge (PE) devices in an Ethernet VPN (EVPN) active-active multihomed
network.

Requirements

This example uses the following hardware and software components:

e Four MX Series 5G Universal Routing Platforms with MPC interfaces only, of which:
e Two routers are configured as PE devices connected to a common multihomed customer site.
e One router is configured as a remote PE device connected to a single-homed customer site.
¢ One router is configured as the core provider device.

e Two CE devices, of which:
e One CE device is multihomed to the two PE devices.
e One CE device is single-homed to the remote PE device.

e Junos OS Release 17.1 or later running on all the PE devices.

Before you begin:

1. Configure the device interfaces and enable MPLS on all the interfaces of the PE devices.

2. Configure OSPF or any other IGP between the core provider device and the PE devices.

3. Configure MPLS and a label-switched path (LSP) from the ingress PE device to the remote egress PE
device.

4. Configure an internal BGP session between the PE devices.

NOTE: We recommend that you configure Bidirectional Forwarding Detection (BFD) on the
BGP session for faster detection of core isolation and better convergence.

Overview

IN THIS SECTION
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Starting with Junos OS Release 17.1, an extra level of redundancy can be achieved in an EVPN active-
active multihoming environment by configuring LACP on both the endpoints of the multihomed CE-PE
link. The multihomed devices are configured with aggregated trunk links, where the link aggregation
group (LAG) interfaces of the CE-PE link can either be in the active or in the standby state. When the
LAG interface is in the active state, data traffic is transmitted over the CE-PE link. When the LAG
interface is in the standby state, data traffic is blocked and only control traffic for communicating LAG
interface state is transmitted over the link.

The LAG interface state is monitored and operated by LACP to ensure fast convergence on isolation of a
multihomed PE device from the core. When there is a core failure, a null route can occur at the isolated
PE device. However, with the support for LACP on the CE-PE link, at the time of core isolation, the CE-
facing interface of the multihomed PE device is set to the standby state, thereby blocking data traffic
transmission from and toward the multihomed CE device. After the core recovers from the failure, the
interface state is switched back from standby to active.

The support for LACP for EVPN active-active multihoming is applicable to both EVPN with MPLS and
EVPN with VXLAN.

When LACP is configured on the CE-PE link, isolation of the multihomed PE device from the core is
handled as follows:

1. When the EVPN BGP peers are null for a multihomed PE device, the PE device is isolated from the
core. The CE devices connected to the isolated PE device are notified about the core failure by the
isolated PE device.

2. On learning about the core failure, data traffic is not forwarded from the CE device to the isolated
multihomed PE device. Instead, the traffic is diverted to the other multihomed PE devices that belong
to the same LAG. This helps in preventing traffic black holes at the isolated PE device.

3. If the multihomed CE device uses the LAG for load balancing traffic to multiple active multihomed PE
devices, then the LACP configuration along with the same system ID configured on all the
multihomed PE devices for that given LAG, triggers an LACP out-of-sync to all the attached
multihomed CE links.

When configuring LACP on the multihomed devices, be aware of the following considerations:

e The LAG link can operate either in the active or in the standby state regardless of the UP/DOWN
operational state.

e On system reboot, the LACP link on the multihomed PE device is in the active state.

¢ When the control plane goes down or when the BGP-EVPN session is down, LACP is notified to run
multiplexer state machine for the aggregation port and move the link from active to standby.

e Aninterface is not treated as up unless it operates in the active state and its operational state is also
up.



e The following features are not supported with LACP on EVPN active-active multihoming:

Ethernet segment identifier (ESI) value auto-derivation from LACP system ID.
e Redundancy coverage for non-LAG interfaces.

e Redundancy coverage for core isolation with static LAGs.

¢ Node isolation.

e Access failures for LACP with EVPN active-active multihoming.
Topology

Figure 28 on page 407 illustrates an EVPN active-active multihoming network with LACP configured on
the multihomed CE and PE devices. Device CE1 is single-homed and is connected to a remote PE
device, PE1. Device PE2 and Device PE3 connect to a common multihomed CE—CE2. Device P is the
core device to which all the PE devices (PE1, PE2, and PE3) are connected.

The endpoints of the multihomed devices—Device CE2, Device PE2, and Device PE3—are configured
with LACP on the CE-PE link.

Figure 28: LACP Support in EVPN Active-Active Multihoming
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Core isolation of Device PE3 is handled as follows:

8004180

1. After LACP is configured on the multihomed CE-PE links, the LACP configuration and operational
data is synchronized between the LACP peers to operate as a LAG.

The synchronization between the LACP peers happens with the exchange of control PDUs, and is
required for the following reasons:

e To determine the state of the links in the Ethernet bundle—all-active or standby.



e To detect and handle CE device misconfiguration when LACP Port Key is configured on the PE
device.

e To detect and handle miswiring between CE and PE devices when LACP Port Key is configured on
the PE device.

e To detect and react to actor or partner churn when the LACP speakers are not able to converge.

2. After Device PE2 and Device PE3 establish BGP session with at least one peer, the state of the CE-
PE link is set to unblocking mode by LACP.

3. When there is a core failure, and the BGP EVPN peers of Device PE2 becomes null, Device PE2 is
isolated from the core. This can cause a null route at Device PE2. To prevent this situation, the LAG
interface of Device PE2 that is facing Device CE2 is changed from the active state to the standby
state by LACP.

4. An out-of-sync notification is sent from LACP on the attached multihomed CE2 link to block traffic
transmission between Device CE2 and Device PE2.

5. When the control plane recovers, that is when Device PE2 establishes BGP session with other EVPN
PEs, the LAG interface of Device PE2 is switched back from standby to active by LACP.

Configuration
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

Device CE1

set interfaces ge-0/0/0 vlan-tagging
set interfaces ge-0/0/0 mac 00:00:00:00:00:01
set interfaces ge-0/0/0 unit 0 vlan-id 100



set interfaces ge-0/0/0 unit 0 family inet address 192.0.2.1/26
set interfaces 1lo@ unit @ family inet address 10.255.255.8/32

Device CE2

set chassis aggregated-devices ethernet device-count 1

set interfaces ge-0/0/0 gigether-options 802.3ad ae@

set interfaces ge-0/0/1 gigether-options 802.3ad ae@

set interfaces ae0 flexible-vlan-tagging

set interfaces ae@ encapsulation flexible-ethernet-services
set interfaces ae@ mac 00:00:00:00:00:03

set interfaces ae0@ aggregated-ether-options lacp active

set interfaces ae@ unit @ vlan-id 100

set interfaces ae@ unit 0 family inet address 192.0.2.2/26
set interfaces 100 unit @ family inet address 10.255.255.9/32

Device PE1

set interfaces ge-0/0/0 vlan-tagging

set interfaces ge-0/0/0 encapsulation flexible-ethernet-services
set interfaces ge-0/0/0 unit 0 encapsulation vlan-bridge

set interfaces ge-0/0/0 unit 0 vlan-id 100

set interfaces ge-0/0/1 unit 0 family inet address 192.0.2.65/26
set interfaces ge-0/0/1 unit @ family iso

set interfaces ge-0/0/1 unit 0 family mpls

set interfaces 100 unit @ family inet address 10.255.255.1/32
set routing-options router-id 10.255.255.1

set routing-options autonomous-system 65100

set routing-options forwarding-table chained-composite-next-hop ingress evpn
set protocols mpls interface all

set protocols mpls interface fxp0.0 disable

set protocols mpls interface ge-0/0/1.0

set protocols bgp local-address 10.255.255.1

set protocols bgp family inet unicast

set protocols bgp group ibgp type internal

set protocols bgp group ibgp local-address 10.255.255.1

set protocols bgp group ibgp family evpn signaling

set protocols bgp group ibgp neighbor 10.255.255.2

set protocols bgp group ibgp neighbor 10.255.255.3

set protocols ospf area 0.0.0.0 interface all

set protocols ospf area 0.0.0.0 interface fxp0.0 disable



set protocols ospf area 0.0.0.0 interface 100.0 passive

set protocols ospf area 0.0.0.0 interface ge-0/0/1.0

set protocols 1ldp interface ge-0/0/1.0

set protocols 1ldp interface all

set protocols ldp interface fxp0.0 disable

set protocols ldp interface 100.0

set routing-instances ALPHA instance-type evpn

set routing-instances ALPHA vlan-id 100

set routing-instances ALPHA interface ge-0/0/0.0

set routing-instances ALPHA route-distinguisher 10.255.255.1:100

set routing-instances ALPHA vrf-target target:65100:100

set routing-instances ALPHA protocols evpn label-allocation per-instance
set policy-options policy-statement load_balance then load-balance per-packet

set routing-options forwarding-table export load_balance

Device PE2

set chassis aggregated-devices ethernet device-count 1

set interfaces ge-0/0/0 unit 0 family inet address 172.16.0.2/24
set interfaces ge-0/0/0 unit @ family iso

set interfaces ge-0/0/0 unit 0 family mpls

set interfaces ge-0/0/1 gigether-options 802.3ad ae@

set interfaces ge-0/0/2 unit 0 family inet address 203.0.113.2/24
set interfaces ge-0/0/2 unit @ family iso

set interfaces ge-0/0/2 unit 0 family mpls

set interfaces ae@ vlan-tagging

set interfaces ae@ encapsulation flexible-ethernet-services

set interfaces ae@ esi 00:11:22:33:44:55:66:77:88:99

set interfaces ae@ esi all-active

set interfaces ae0@ aggregated-ether-options lacp active

set interfaces ae0 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae@ unit @ encapsulation vlan-bridge

set interfaces ae@ unit @ vlan-id 100

set interfaces 1o@ unit @ family inet address 10.255.255.2/32

set routing-options router-id 10.255.255.2

set routing-options autonomous-system 65100

set routing-options forwarding-table chained-composite-next-hop ingress evpn
set protocols mpls interface all

set protocols mpls interface fxp0.0 disable

set protocols bgp local-address 10.255.255.2

set protocols bgp family inet unicast

set protocols bgp family 12vpn signaling



set protocols bgp group ibgp type internal

set protocols bgp group ibgp local-address 10.255.255.2

set protocols bgp group ibgp family evpn signaling

set protocols bgp group ibgp neighbor 10.255.255.3

set protocols bgp group ibgp neighbor 10.255.255.1

set protocols ospf area 0.0.0.0 interface all

set protocols ospf area 0.0.0.0 interface fxp0.0 disable

set protocols ospf area 0.0.0.0 interface 100.0 passive

set protocols ldp interface all

set protocols 1dp interface fxp0.0 disable

set protocols ldp interface 100.0

set routing-instances ALPHA instance-type evpn

set routing-instances ALPHA vlan-id 100

set routing-instances ALPHA interface ae0.0

set routing-instances ALPHA route-distinguisher 10.255.255.2:100
set routing-instances ALPHA vrf-target target:65100:100

set policy-options policy-statement load_balance then load-balance per-packet
set routing-options forwarding-table export load_balance

Device PE3

set chassis aggregated-devices ethernet device-count 1

set interfaces ge-0/0/0 gigether-options 802.3ad ae@

set interfaces ge-0/0/1 unit @ family inet address 198.51.100.2/24

set interfaces ge-0/0/1 unit @ family iso

set interfaces ge-0/0/1 unit 0 family mpls

set interfaces ge-0/0/2 unit 0 family inet address 203.0.113.1/24

set interfaces ge-0/0/2 unit @ family iso

set interfaces ge-0/0/2 unit 0 family mpls

set interfaces ae@ vlan-tagging

set interfaces ae@ encapsulation flexible-ethernet-services

set interfaces ae@ esi 00:11:22:33:44:55:66:77:88:99

set interfaces ae@ esi all-active

set interfaces ae0@ aggregated-ether-options lacp active

set interfaces ae0 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae@ unit @ encapsulation vlan-bridge

set interfaces ae@ unit @ vlan-id 100

set interfaces 1o@ unit @ family inet address 10.255.255.3/32

set routing-options router-id 10.255.255.3

set routing-options autonomous-system 65100

set routing-options forwarding-table chained-composite-next-hop ingress evpn

set protocols mpls interface all



set protocols mpls interface fxp0.0 disable

set protocols bgp local-address 10.255.255.3

set protocols bgp family inet unicast

set protocols bgp group ibgp type internal

set protocols bgp group ibgp local-address 10.255.255.3
set protocols bgp group ibgp family evpn signaling

set protocols bgp group ibgp neighbor 10.255.255.2

set protocols bgp group ibgp neighbor 10.255.255.1

set protocols bgp group 12vpn type internal

set protocols bgp group 12vpn family 12vpn signaling

set protocols bgp group 12vpn neighbor 10.255.255.4

set protocols ospf area 0.0.0.0 interface all

set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface 100.0 passive
set protocols ldp interface all

set protocols 1dp interface fxp0.0 disable

set protocols ldp interface 100.0

set routing-instances ALPHA instance-type evpn

set routing-instances ALPHA vlan-id 100

set routing-instances ALPHA interface ae0.0

set routing-instances ALPHA route-distinguisher 10.255.255.3:100
set routing-instances ALPHA vrf-target target:65100:100
set policy-options policy-statement load_balance then load-balance per-packet

set routing-options forwarding-table export load_balance

Device P

set interfaces ge-0/0/0 unit @ family inet address 192.0.2.66/26
set interfaces ge-0/0/0 unit @ family iso

set interfaces ge-0/0/0 unit 0 family mpls

set interfaces ge-0/0/1 unit @ family inet address 172.16.0.1/24
set interfaces ge-0/0/1 unit @ family iso

set interfaces ge-0/0/1 unit 0 family mpls

set interfaces ge-0/0/2 unit @ family inet address 198.51.100.1/24
set interfaces ge-0/0/2 unit @ family iso

set interfaces ge-0/0/2 unit 0 family mpls

set interfaces 100 unit @ family inet address 10.255.255.4/32
set routing-options router-id 10.255.255.4

set routing-options autonomous-system 100

set protocols rsvp interface all aggregate

set protocols mpls interface ge-0/0/0.0

set protocols mpls interface ge-0/0/1.0



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

protocols mpls interface ge-0/0/2.0

protocols bgp group 12vpn type internal

protocols bgp group 12vpn local-address 10.255.255.4

protocols bgp group 12vpn family 12vpn signaling

protocols bgp group 12vpn neighbor 10.255.255.3

protocols ospf area 0.0.
protocols ospf area 0.0.
protocols ospf area 0.0.
protocols ospf area 0.0.

protocols ldp interface

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

vplsi
vplsi
vplsi
vplsi
vplsi
vplsi

0.0 interface 100.0 passive

0.0 interface ge-0/0/0.0

0.0 interface ge-0/0/1.0

0.0 interface ge-0/0/2.0

all

instance-type vpls

route-distinguisher 10.255.255.4:100
vrf-target target:200:200

protocols vpls no-tunnel-services

protocols vpls site vpls-pe site-identifier 3

protocols vpls site vpls-pe best-site

policy-options policy-statement load_balance then load-balance per-packet

routing-options forwarding-table export load_balance

Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For

information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User
Guide.

To configure Device PE2:

NOTE: Repeat this procedure for other multihomed PE devices after modifying the appropriate
interface names, addresses, and other parameters.

1. Specify the number of aggregated Ethernet interfaces to be created on Device PE2.

[edit chassis]

user@PE2# set aggregated-devices ethernet device-count 1
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2. Configure Device PE2 interfaces that connect to Device P and Device PE3, respectively.

[edit interfaces]

user@PE2# set ge-0/0/0 unit 0 family inet address 172.16.0.2/24
user@PE2# set ge-0/0/0 unit 0 family iso

user@PE2# set ge-0/0/0 unit @ family mpls

user@PE2# set ge-0/0/2 unit 0 family inet address 203.0.113.2/24
user@PE2# set ge-0/0/2 unit @ family iso

user@PE2# set ge-0/0/2 unit 0 family mpls

3. Configure Device PE2 interfaces within the ae0 aggregated bundle toward the multihomed Device
CE2.

[edit interfaces]

user@PE2# set ge-0/0/1 gigether-options 802.3ad ae@
user@PE2# set ae@ vlan-tagging

user@PE2# set ae@ encapsulation flexible-ethernet-services
user@PE2# set ae@ unit @ encapsulation vlan-bridge
user@PE2# set ae@ unit @ vlan-id 100

4. Configure active-active multihoming on the aggregated Ethernet interface.

[edit interfaces]
user@PE2# set ae@ esi 00:11:22:33:44:55:66:77:88:99
user@PE2# set aed esi all-active

5. Configure LACP on the CE-PE link of Device PE2.

[edit interfaces]
user@PE2# set ae@ aggregated-ether-options lacp active
user@PE2# set ae@ aggregated-ether-options lacp system-id 00:01:02:03:04:05

6. Configure the loopback interface of Device PE2.

[edit interfaces]
user@PE2# set 100 unit @ family inet address 10.255.255.2/32



7. Configure the router ID and autonomous system number for Device PE2.

[edit routing-options]
user@PE2# set router-id 10.255.255.2
user@PE2# set autonomous-system 65100

8. Enable chained composite next hop for EVPN on Device PE2.

[edit routing-options]

user@PE2# set forwarding-table chained-composite-next-hop ingress evpn

9. Configure MPLS on all the interfaces of Device PE2, excluding the management interface.

[edit protocols]

user@PE2# set mpls interface all

user@PE2# set mpls interface fxp0.0 disable

10. Configure an internal BGP group for Device PE1 to peer with the other EVPN PE devices.

[edit protocols]

user@PE2#
user@PE2#
user@PE2#
user@PE2#
user@PE2#
user@PE2#
user@PE2#
user@PE2#

set
set
set
set
set
set
set
set

bgp local-address 10.255.255.2

bgp family inet unicast

bgp family 12vpn signaling

bgp group ibgp type internal

bgp group ibgp local-address 10.255.255.2
bgp group ibgp family evpn signaling

bgp group ibgp neighbor 10.255.255.3

bgp group ibgp neighbor 10.255.255.1

11. Configure OSPF and LDP on all the interfaces of Device PE2, excluding the management interface.

[edit protocols]

user@PE2# set ospf area 0.0.0.0 interface all

user@PE2# set ospf area 0.0.0.0 interface fxp0.0 disable

user@PE2# set ospf area 0.0.0.0 interface 100.0 passive
user@PE2# set ldp interface all



user@PE2# set 1dp interface fxp0.0 disable
user@PE2# set 1dp interface 100.0

12. Configure an EVPN routing instance on Device PE2 and assign the routing instance parameters.

[edit routing-instances]

user@PE2# set ALPHA instance-type evpn

user@PE2# set ALPHA vlan-id 100

user@E2# set ALPHA interface ae0.0

user@PE2# set ALPHA route-distinguisher 10.255.255.2:100
user@PE2# set ALPHA vrf-target target:65100:100

13. Create and apply an ECMP load balancing policy.

[edit]
user@PE2# set policy-options policy-statement load_balance then load-balance per-packet

user@PE2# set routing-options forwarding-table export load_balance

Results

From configuration mode, confirm your configuration by entering the show chassis, show interfaces, show
routing-options, show protocols, and show routing-instances commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

user@PE2# show chassis
aggregated-devices {
ethernet {
device-count 1;

user@PE2# show interfaces
ge-0/0/0 {
unit @ {
family inet {
address 172.16.0.2/24;
}

family iso;



family mpls;

}
ge-0/0/1 {
gigether-options {
802.3ad ae0;

}
ge-0/0/2 {
unit 0 {
family inet {
address 203.0.113.2/24;
}
family iso;
family mpls;

}
aed {
vlan-tagging;
encapsulation flexible-ethernet-services;
esi {
00:11:22:33:44:55:66:77:88:99;
all-active;
}
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;

}

unit @ {
encapsulation vlan-bridge;
vlan-id 100;

lo0 {
unit @ {
family inet {
address 10.255.255.2/32;



user@PE2# show routing-options
router-id 10.255.255.2;
autonomous-system 65100;
forwarding-table {
export load_balance;
chained-composite-next-hop {
ingress {

evpn;

user@PE2# show protocols
mpls {
interface all;
interface fxp0.0 {
disable;

}
bgp {
local-address 10.255.255.2;
family inet {
unicast;
}
family 12vpn {
signaling;
}
group ibgp {
type internal;
local-address 10.255.255.2;
family evpn {
signaling;
}
neighbor 10.255.255.3;
neighbor 10.255.255.1;



ospf {
area 0.0.0.0 {
interface all;
interface fxp0.0 {

disable;
}
interface 100.0 {
passive;
}
}
}
ldp {
interface all;
interface fxp0.0 {
disable;
}
interface 100.0;
}

user@PE2# show routing-instances
ALPHA {
instance-type evpn;
vlan-id 100;
interface ae0.0;
route-distinguisher 10.255.255.2:100;
vrf-target target:65100:100;
protocols {
evpn {
traceoptions {
file evpn-alpha.txt size 4294967295;
flag all;

user@E2# show policy-options
then {
load-balance per-packet;



If you are done configuring the device, enter conmit from configuration mode.

Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User
Guide.

To configure Device CE2:

NOTE: Repeat this procedure for other multihomed CE devices after modifying the appropriate
interface names, addresses, and other parameters.

1. Specify the number of aggregated Ethernet interfaces to be created on Device CE2.

[edit chassis]
user@CE2# set aggregated-devices ethernet device-count 1

2. Configure Device CE2 interfaces within the ae0 aggregated bundle toward Device PE2 and Device
PE3.

[edit interfaces]

user@CE2# set ge-0/0/0 gigether-options 802.3ad ae@
user@CE2# set ge-0/0/1 gigether-options 802.3ad ae@
user@CE2# set ae@ flexible-vlan-tagging

user@CE2# set ae@ encapsulation flexible-ethernet-services
user@E2# set ae@ mac 00:00:00:00:00:03

user@E2# set ae@ unit @ vlan-id 100

user@CE2# set ae@ unit @ family inet address 192.0.2.2/26
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3. Configure LACP on the CE-PE links on Device CE2.

[edit interfaces]
user@CE2# set ae@ aggregated-ether-options lacp active

4. Configure the loopback interface of Device CE2.

[edit interfaces]
user@CE2# set interfaces 1o@ unit @ family inet address 10.255.255.9/32

Results

From configuration mode, confirm your configuration by entering the show chassis, show interfaces, show
routing-options, show protocols, and show routing-instances commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

user@CE2# show chassis
aggregated-devices {
ethernet {

device-count 1;

user@CE2# show interfaces

ge-0/0/0 {
gigether-options {
802.3ad aeo0;
}
}
ge-0/0/1 {
gigether-options {
802.3ad ae0;
}
3
aed {

flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
mac 00:00:00:00:00:03;



aggregated-ether-options {

lacp {
active;
}
}
unit 0 {
vlan-id 100;
family inet {
address 192.0.2.2/26;
}
}
}
100 {
unit 0 {
family inet {
address 10.255.255.9/32;
}
}
}

If you are done configuring the device, enter commit from configuration mode.

Verification
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Confirm that the configuration is working properly.

Verifying BGP Session Status

Purpose

Verify that Device PE2 has established BGP peering with other EVPN PE devices.



Action

From operational mode, run the show bgp summary command.

user@PE2> show bgp summary

Groups: 1 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0
0 0 0 0 0 0
bgp.12vpn.0
0 0 0 0 0 0
bgp.evpn.o
5 5 0 0 0 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State|#Active/
Received/Accepted/Damped. . .
10.255.255.1 65100 6316 6333 0 0 1d 23:33:03 Establ

bgp.evpn.@: 1/1/1/0
ALPHA.evpn.@: 1/1/1/0
__default_evpn__.evpn.0: 0/0/0/0
10.255.255.3 65100 6318 6332 0 0 1d 23:32:56 Establ
bgp.evpn.0: 4/4/4/0
ALPHA.evpn.0: 3/3/3/0
__default_evpn__.evpn.0: 1/1/1/0

Meaning

Device PE2 has established BGP peering with the other EVPN PE devices—Device PE1 and Device PES.

Verifying LACP Interface Status of Multihomed PE Device

Purpose

Verify the LACP interface state on Device PE2.

Action

From operational mode, run the show lacp interfaces and show interfaces ae* terse commands.

user@E2> show lacp interfaces

Aggregated interface: ae@



LACP state: Role Exp Def Dist Col Syn Aggr Timeout Activity

ge-0/0/1 Actor No No Yes Yes Yes Yes Fast Active

ge-0/0/1 Partner No No Yes Yes Yes Yes Fast Active
LACP protocol: Receive State Transmit State Mux State

ge-0/0/1 Current Fast periodic Collecting distributing

user@E2> show interfaces aex terse

Interface Admin Link Proto Local Remote
aed up up
2e0.0 up up bridge
ae0.32767 up up multiservice
Meaning

The LACP LAG interface state is active when there is BGP peering with other EVPN PE devices. The
physical interface state of the aggregated Ethernet interfaces are up and operational.

Verifying LACP Interface State of Isolated PE Device

Purpose

Verify the LACP interface state of Device PE2 when no BGP EVPN peers have been established.

Action

From operational mode, run the show lacp interfaces and show interfaces ae* terse commands.

user@E2> show lacp interfaces

Aggregated interface: ae@

LACP state: Role Exp Def Dist Col Syn Aggr Timeout Activity
ge-0/0/1 Actor No No No No No Yes Fast Active
ge-0/0/1 Partner No No No No Yes Yes Fast Active

LACP protocol: Receive State Transmit State Mux State
ge-0/0/1 Current  Fast periodic Waiting

user@E2> show interfaces aex terse
Interface Admin Link Proto Local Remote

ael up down



2e0.0 up down bridge
ae0.32767 up down multiservice

Meaning
Because of core isolation, the LAG interface state is in standby, blocking traffic to-and-from Device CE2.

As a result, the physical interface state of the aggregated Ethernet interface is also down until the LACP
link state switches back to active on core failure recovery.

Verifying EVPN Routing Instance

Purpose

Verify the EVPN routing instance parameters on Device PE2.

Action

From operational mode, run the show evpn instance extensive command.

user@E2> show evpn instance extensive
Instance: ALPHA
Route Distinguisher: 10.255.255.2:100

VLAN ID: 100
Per-instance MAC route label: 299776
MAC database status Local Remote
MAC advertisements: 0 0
MAC+IP advertisements: 0 0
Default gateway MAC advertisements: 0 0
Number of local interfaces: 1 (1 up)
Interface name ESI Mode Status
ae0.9 00:11:22:33:44:55:66:77:88:99 all-active Up

Number of IRB interfaces: @ (@ up)
Number of bridge domains: 1

VLAN Domain ID Intfs / up IRB intf  Mode MAC sync IM route label
100 1 1 Extended Enabled 300048
Number of neighbors: 2
Address MAC MAC+IP AD IM ES
10.255.255.1 0 0 0 1 0
10.255.255.3 0 0 2 1 0

Number of ethernet segments: 1
ESI: 00:11:22:33:44:55:66:77:88:99



Status: Resolved by IFL ae0.0
Local interface: ae@.0, Status: Up/Forwarding
Number of remote PEs connected: 1
Remote PE MAC label Aliasing label Mode
10.255.255.3 0 299856 all-active
Designated forwarder: 10.255.255.2
Backup forwarder: 10.255.255.3
Last designated forwarder update: Nov 21 01:27:52
Advertised MAC label: 299856
Advertised aliasing label: 299856
Advertised split horizon label: 299968

Instance: __default_evpn__
Route Distinguisher: 10.255.255.2:0
Number of bridge domains: 0

Number of neighbors: 1

Address MAC ~ MAC+IP AD M ES
10.255.255.3 0 0 0 0 1
Meaning

The output provides the following information:

e EVPN routing instance

e Mode of operation of each interface

e Neighbors of the routing instance

e Number of different routes received from each neighbor

e ESI attached to the routing instance

o Number of Ethernet segments on the routing instance

e Designated forwarder (DF) election roles for each ESI in an EVPN instance (EVI)

e VLAN ID and MAC labels for the routing instance
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Example: Configuring LACP for EVPN VXLAN Active-Active Multihoming
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This example shows how to configure the Link Aggregation Control Protocol (LACP) on multihomed
customer edge (CE) and provider edge (PE) devices in an Ethernet VPN (EVPN) VXLAN active-active
multihomed network.

Requirements
This example uses the following hardware and software components:

o Three QFX10002, QFX5100, QFX5110, QFX5200 switches, or QFX5100 Virtual Chassis configured
as PE devices, and one QFX5100 switch configured as a CE device.

e Junos OS Release 17.1 or later running on all switches.

Overview

IN THIS SECTION

Topology | 429

For another level of redundancy, you can configure EVPN VXLAN active-active multihoming by
configuring LACP on both the endpoints of the multihomed CE-PE link. The multihomed devices are
configured with aggregated trunk links, where the link aggregation group (LAG) interfaces of the CE-PE
link can either be in the active or in the standby state. When the LAG interface is in the active state,
data traffic is transmitted over the CE-PE link. When the LAG interface is in the standby state, data
traffic is blocked and only control traffic for communicating LAG interface state is transmitted over the
link.



LACP monitors and operates the LAG interface to ensure fast convergence on isolation of a multihomed
PE device from the core. When there is a core failure, a null route can occur at the isolated PE device.
However, with the support for LACP on the CE-PE link, at the time of core isolation, the CE-facing
interface of the multihomed PE device is set to the standby state, thereby blocking data traffic
transmission from and toward the multihomed PE device. After the core recovers from the failure, the
interface state is switched back from standby to active.

NOTE: On QFX10002 and QFX10008 switches, only LACP for EVPN active-active multihoming
with VXLAN is supported.

When you configure LACP on the CE-PE link, isolation of the multihomed PE device from the core is
handled as follows:

1. The LACP peers synchronize the configuration and operational data.
The LACP peers synchronize by exchanging control PDUs, and is required for the following reasons:
e To determine the state of the links in the Ethernet bundle—all-active or standby.

e To detect and handle CE device misconfiguration when LACP Port Key is configured on the PE
device.

e To detect and handle miswiring between CE and PE devices when LACP Port Key is configured on
the PE device.

e To detect and react to actor or partner churn when the LACP speakers are not able to converge.

2. When the peers are null for a multihomed PE device, the PE device is isolated from the core. In this
case, the isolated PE device notifies the CE devices that are connected to the isolated PE device that
there is a core failure.

3. Data traffic is not forwarded from the CE device to the isolated multihomed PE device. Instead, the
traffic is diverted to the other multihomed PE devices that belong to the same LAG. This prevents
traffic black holes at the isolated PE device.

4. If the multihomed CE device uses the LAG for load balancing traffic to multiple active multihomed PE
devices, then the LACP configuration along with the same system ID configured on all the
multihomed PE devices for that given LAG, triggers an LACP out-of-sync to all the attached
multihomed CE links.

When configuring LACP on the multihomed devices, be aware of the following considerations:

e The LAG link can operate either in the active or in the standby state regardless of the UP/DOWN
operational state.

e When you reboot the system, the LACP link on the multihomed PE device is in the active state.



When the control plane goes down, LACP is notified to run multiplexer state machine for the
aggregation port and move the link from active to standby.

An interface is not treated as up unless it operates in the active state and its operational state is also
up.

Topology

Figure 29 on page 429 illustrates an EVPN VXLAN active-active multihoming network with LACP
configured on the multi-homed CE and PE devices. Device CE1 is single-homed and is connected to
remote PE1 and PE2 devices. Device CE2 is multi-homed to PE1 and PE2 devices.

Figure 29: LACP Support in EVPN Active-Active Multihoming
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Core isolation of Device PE1, for example, is handled as follows:

1.

After PE2 and PE1 establish a BGP session, LACP sets the state of the CE-PE link to unblocking
mode.

. When there is a core failure, this can cause a null route at Device CE1.

To prevent this situation, the LAG interface that is facing Device CE2 is changed from the active state
to the standby state by LACP.

LACP sends an out of-sync notification on the attached multihomed CE2 link to block traffic
transmission between Device CE2 and Device PE1.

. When the control plane recovers, Device PE2 is switched back from standby to active by LACP.



Configuration
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

Device PE3

set interfaces xe-0/0/0 unit 0 family inet address 10.10.10.1/24

set interfaces xe-0/0/2 unit @ family inet address 10.12.12.1/24

set interfaces xe-0/0/4 unit 0 family inet address 10.14.14.1/24

set interfaces xe-0/0/8 unit @ family ethernet-switching interface-mode trunk
set interfaces xe-0/0/8 unit @ family ethernet-switching vlan members all
set interfaces 100 unit @ family inet address 10.2.3.1/32 primary

set vlans v100 vlan-id 100

set vlans v200 vlan-id 200

set vlans v100 vxlan vni 100

set vlans v200 vxlan vni 200

set routing-options router-id 10.2.3.1

set routing-options autonomous-system 65011

set switch-options vtep-source-interface 100.0

set switch-options route-distinguisher 10.2.3.1:1

set switch-options vrf-target target:1111:11

set protocols bgp group pe type internal

set protocols bgp group pe local-address 10.2.3.1

set protocols bgp group pe family evpn signaling

set protocols bgp group pe neighbor 10.2.3.3

set protocols bgp group pe neighbor 10.2.3.4



set
set
set
set
set
set

protocols
protocols
protocols
protocols
protocols

protocols

Device PE1

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

chassis ag
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
vlans v100
vlans v200
vlans v100
vlans v200
routing-op
routing-op
switch-opt
switch-opt
switch-opt
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

ospf area 0.0.0.0 interface xe-0/0/2
ospf area 0.0.0.0 interface lo@ passive
ospf area 0.0.0.0 interface xe-0/0/0
ospf area 0.0.0.0 interface xe-0/0/4
evpn encapsulation vxlan

evpn extended-vni-list all

gregated-devices ethernet device-count 1

xe-0/0/2 unit 0 family inet address 10.12.12.2/24
xe-0/0/3 unit 0 family inet address 10.11.11.2/24
xe-0/0/9 unit @ family ethernet-switching interface-mode trunk
xe-0/0/9 unit 0 family ethernet-switching vlan members v200
aed unit 0 family ethernet-switching interface-mode trunk
aed unit 0 family ethernet-switching vlan members all
xe-0/0/55:0 ether-options 802.3ad ae@

aed esi 00:03:03:03:03:03:03:03:03:03

aed esi all-active

ae0 aggregated-ether-options lacp active

ae0 aggregated-ether-options lacp system-id 00:00:01:00:00:01
100 unit @ family inet address 10.2.3.3/32 primary
vlan-id 100

vlan-id 200

vxlan vni 100

vxlan vni 200

tions router-id 10.2.3.3

tions autonomous-system 65011

ions vtep-source-interface 1o@

ions route-distinguisher 10.2.3.3:1

ions vrf-target target:1111:11

bgp group pe type internal

bgp group pe local-address 10.2.3.3

bgp group pe family evpn signaling

bgp group pe neighbor 10.2.3.1

bgp group pe neighbor 10.2.3.4

ospf area 0.0.0.0 interface xe-0/0/2

ospf area 0.0.0.0 interface 100.0 passive

ospf area 0.0.0.0 interface xe-0/0/3

evpn encapsulation vxlan

evpn extended-vni-list all



Device PE2

set chassis aggregated-devices ethernet device-count 1

set interfaces xe-0/0/2 unit 0 family inet address 10.14.14.2/24

set interfaces xe-0/0/5 unit @ family ethernet-switching interface-mode trunk
set interfaces xe-0/0/5 unit @ family ethernet-switching vlan members all
set interfaces ae0 unit 0 family ethernet-switching interface-mode trunk
set interfaces ae@ unit @ family ethernet-switching vlan members all

set interfaces xe-0/0/55:0 ether-options 802.3ad ae0

set interfaces ae@ esi 00:03:03:03:03:03:03:03:03:03

set interfaces ae0 esi all-active

set interfaces ae0@ aggregated-ether-options lacp active

set interfaces ae0 aggregated-ether-options lacp system-id 00:00:01:00:00:01
set interfaces 100 unit @ family inet address 10.2.3.4/32 primary

set vlans v100 vlan-id 100

set vlans v200 vlan-id 200

set vlans v100 vxlan vni 100

set vlans v200 vxlan vni 200

set routing-options router-id 10.2.3.4

set routing-options autonomous-system 65011

set switch-options vtep-source-interface 100

set switch-options route-distinguisher 10.2.3.4:1

set switch-options vrf-target target:1111:11

set protocols bgp group pe type internal

set protocols bgp group pe local-address 10.2.3.4

set protocols bgp group pe family evpn signaling

set protocols bgp group pe neighbor 10.2.3.1

set protocols bgp group pe neighbor 10.2.3.2

set protocols bgp group pe neighbor 10.2.3.3

set protocols ospf area 0.0.0.0 interface xe-0/0/2

set protocols ospf area 0.0.0.0 interface lo@ passive

set protocols evpn encapsulation vxlan

set protocols evpn extended-vni-list all

Device CE2

set vlans v100 vlan-id 100

set vlans v200 vlan-id 200

set interfaces xe-0/0/3 unit @ family ethernet-switching interface-mode trunk
set interfaces xe-0/0/3 unit @ family ethernet-switching vlan members all

set interfaces xe-0/0/5 ether-options 802.3ad ae@



set interfaces xe-0/0/0 ether-options 802.3ad ae0

set interfaces ae@ unit @ family ethernet-switching interface-mode trunk
set interfaces ae@ unit @ family ethernet-switching vlan members all

set interfaces ae0 aggregated-ether-options lacp active

Configuring LACP for EVPN Active-Active Multihoming on PE3

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User
Guide.

To configure Device PE3:

1. Configure uplink interfaces towards PE1 and PE2 devices.

[edit interfaces]

user@CE1# set xe-0/0/0 unit 0 family inet address 10.10.10.1/24
user@CE1# set xe-0/0/2 unit 0 family inet address 12.12.12.1/24
user@CE1# set xe-0/0/4 unit 0 family inet address 14.14.14.1/24

2. Configure xe-0/0/8 as a Layer 2 interface.

[edit interfaces]
user@CE1# set xe-0/0/8 unit @ family ethernet-switching interface-mode trunk

user@CE1# set xe-0/0/8 unit 0 family ethernet-switching vlan members all

3. Configure a loopback interface.

[edit interfaces]
user@CE1# set 1o@ unit 0 family inet address 10.2.3.1/32 primary

4. Create VLANs v100 and v200.

[edit vlans]
user@CE1# set v100 vlan-id 100
user@CE14# set v200 vlan-id 200
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5. Map VLANs v100 and v200 to VNIs 100 and 200.

[edit vlans]
user@CE1# set v100 vxlan vni 100
user@CE1# set v200 vxlan vni 200

6. Configure the router ID and autonomous system number.

[edit routing-options]
user@CE1# set router-id 10.2.3.1
user@CE1# set autonomous-system 65011

7. Specify the loopback interface as the source address for the VTEP tunnel.

[edit switch-options]
user@CE14# set vtep-source-interface 100.0

8. Specify a route distinguisher to uniquely identify routes sent from this device.

[edit switch-options]
user@CE1# set route-distinguisher 10.2.3.1:1

9. Specify the global VRF export policy.

[edit switch-options]
user@CE1# set vrf-target target:1111:11

10. Configure an internal BGP group for PE3 to peer with PE1 and PE2.

[edit protocols]

user@CE14# set bgp group pe type internal
user@CE14# set bgp group pe local-address 10.2.3.1
user@CE1# set bgp group pe family evpn signaling
user@CE14# set bgp group pe neighbor 10.2.3.3
user@CE14# set bgp group pe neighbor 10.2.3.4



11. Configure an OSPF area.

[edit protocols]

user@CE14# set ospf area 0.0.0.0 interface xe-0/0/2
user@CE14# set ospf area 0.0.0.0 interface lo@ passive
user@CE14# set ospf area 0.0.0.0 interface xe-0/0/0
user@CE1# set ospf area 0.0.0.0 interface xe-0/0/4

12. Set VXLAN as the data plane encapsulation for EVPN.

[edit protocols]
user@CE1# set evpn encapsulation vxlan

13. Specify that all VNI(s) are advertised by EVPN.

[edit protocols]
user@CE1# set evpn extended-vni-list all

Results

From configuration mode, confirm your configuration by entering the show chassis, show interfaces, show
routing-options, show protocols, and show routing-instances commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

user@PE3# show interfaces
xe-0/0/0 {
unit @ {
family inet {
address 10.10.10.1/24;

}
}
}
xe-0/0/2 {
unit 0 {

family inet {
address 10.10.6.1/30;
address 10.12.12.1/24;



}
xe-0/0/4 {
unit 0 {
family inet {
address 10.14.14.1/24;
}
}
}
xe-0/0/8 {
unit @ {
family ethernet-switching {
interface-mode trunk;
vlan {
members all;
}
}
}
}
lo0 {
unit @ {
family inet {
address 10.10.0.1/32;
address 10.2.3.1/32 {
primary;
}
}
}
}

user@PE3# show vlans

v100 {
vlan-id 100;
vxlan {

vni 100;

}

}

v200 {
vlan-id 200;
vxlan {

vni 200;



user@PE3# show routing-options
router-id 10.2.3.1;
autonomous-system 65011;

user@PE3# show switching-options
vtep-source-interface 1o0;
route-distinguisher 10.2.3.1:1;
vrf-target target:1111:11;

user@PE3# show protocols bgp
group pe {
type internal;
local-address 10.2.3.1;
family evpn {
signaling;
}
neighbor 10.2.3.3;
neighbor 10.2.3.4;

user@PE3# show protocols ospf
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface xe-0/0/2;
interface xe-0/0/0;
interface xe-0/0/4;

If you are done configuring the device, enter comnit from configuration mode.



Configuring LACP for EVPN Active-Active Multihoming on PE1

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User
Guide.

To configure Device PE1:

1. Specify the number of aggregated Ethernet interfaces to be created on Device PE1.

[edit chassis]

user@PE1# set aggregated-devices ethernet device-count 1

2. Configure the interfaces that connect to the CE device.

[edit interfaces]
user@PE1# set xe-0/0/2 unit 0 family inet address 10.12.12.2/24
user@PE1# set xe-0/0/2 unit 0 family inet address 10.11.11.2/24

3. Configure xe-0/0/9 as a Layer 2 interface.

[edit interfaces]
user@PE1# set xe-0/0/9 unit @ family ethernet-switching interface-mode trunk
user@PE1# set xe-0/0/9 unit 0 family ethernet-switching vlan members v200

4. Configure ae0 as a Layer 2 interface.

[edit interfaces]
user@E1# set ae@ unit 0 family ethernet-switching interface-mode trunk
user@PE1# set ae@ unit @ family ethernet-switching vlan members all

5. Configure the interface towards the multihomed device, CE2.

Use the same ESI value on all PE devices where the CE2 is multihomed.

[edit interfaces]
user@PE14# set xe-0/0/55:0 ether-options 802.3ad ae@
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user@PE1# set aed esi 00:03:03:03:03:03:03:03:03:03
user@PE1# set aed esi all-active

6. Configure LACP on the aeO.

Use the same system ID value on all PE devices where the CE2 is multihomed.

[edit interfaces]
user@PE1# set ae@ aggregated-ether-options lacp active
user@PE1# set ae@ aggregated-ether-options lacp system-id 00:00:01:00:00:01

7. Configure a loopback interface.

[edit interfaces]
user@PE1# set 100 unit @ family inet address 10.2.3.3/32 primary

8. Create VLANs v100 and v200.

[edit vlans]
user@PE1# set v100 vlan-id 100
user@PE1# set v200 vlan-id 200

9. Map VLANs v100 and v200 to VNIs 100 and 200.

[edit vlans]
user@PE1# set v100 vxlan vni 100
user@PE1# set v200 vxlan vni 200

10. Configure a router ID and autonomous system number.

[edit routing-options]
user@PE1# set router-id 10.2.3.3
user@PE1# set autonomous-system 65011



11.

12.

13.

14.

15.

Specify the loopback interface as the source address for the VTEP tunnel.

[edit switch-options]
user@PE14# set vtep-source-interface 100.0

Specify a route distinguisher to uniquely identify routes sent from this device.

[edit switch-options]
user@PE1# set route-distinguisher 10.2.3.3:1

Specify the global VRF export policy.

[edit switch-options]
user@PE1# set vrf-target target:1111:11

Configure an internal BGP group for PE3 to peer with PE1 and PE2.

[edit protocols]

user@PE1# set bgp group pe type internal
user@PE1# set bgp group pe local-address 10.2.3.3
user@PE1# set bgp group pe family evpn signaling
user@PE1# set bgp group pe neighbor 10.2.3.1
user@PE1# set bgp group pe neighbor 10.2.3.4

Configure an OSPF area.

[edit protocols]

user@PE14# set ospf area 0.0.0.0 interface xe-0/0/2
user@PE1# set ospf area 0.0.0.0 interface lo@ passive
user@PE14# set ospf area 0.0.0.0 interface xe-0/0/3

16. Set VXLAN as the data plane encapsulation for EVPN.

[edit protocols]
user@PE14# set evpn encapsulation vxlan



17. Specify that all VNI(s) are advertised by EVPN.

[edit protocols]
user@E14# set evpn extended-vni-list all

Results

From configuration mode, confirm your configuration by entering the show chassis, show interfaces, show
routing-options, show protocols, and show routing-instances commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

user@E1# show chassis
aggregated-devices {
ethernet {

device-count 1;

user@PE1# show interfaces
xe-0/0/2 {
unit @ {
family inet {
address 10.10.6.1/30;
address 10.12.12.1/24;
address 10.12.12.2/24;

}
}
}
xe-0/0/3 {
unit @ {
family inet {
address 10.11.11.2/24;
}
}
}
xe-0/0/9 {
unit 0 {

family ethernet-switching {

interface-mode trunk;



vlan {

members v200;

}
xe-0/0/55:0 {
ether-options {

802.3ad aeo0;
}
}
aed {
esi {
00:03:03:03:03:03:03:03:03:03;
all-active;
}
aggregated-ether-options {
lacp {
active;
system-id 00:00:01:00:00:01;
}
}
unit @ {
family ethernet-switching {
interface-mode trunk;
vlan {
members all;
}
}
}
}

user@E1# show vlans

v100 {
vlan-id 100;
vxlan {
vni 100;
}
}

v200 {



vlan-id 200;

vxlan {
vni 200;

user@PE1# show routing-options
router-id 10.2.3.3;

autonomous-system 65011;

user@PE1# show switching-options
vtep-source-interface 1o0;
route-distinguisher 10.2.3.3:1;
vrf-target target:1111:11;

user@PE1# show protocols bgp
group pe {
type internal;
local-address 10.2.3.3;
family evpn {
signaling;
}
neighbor 10.2.3.3;
neighbor 10.2.3.4;
neighbor 10.2.3.1;

user@PE1# show protocols ospf
area 0.0.0.0 {
interface 1o0 {
passive;
}
interface xe-0/0/2;



interface xe-0/0/3;

user@PE1# show protocols evpn
encapsulation vxlan;
extended-vni-list all;

If you are done configuring the device, enter commit from configuration mode.

Configuring LACP for EVPN Active-Active Multihoming on PE2

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User
Guide.

To configure Device PE2:

1. Specify the number of aggregated Ethernet interfaces to be created on Device PE1.

[edit chassis]

user@PE2# set aggregated-devices ethernet device-count 1

2. Configure the interface that connects to the CE device.

[edit interfaces]
user@PE2# set xe-0/0/2 unit 0 family inet address 10.14.14.2/24

3. Configure xe-0/0/5 as a Layer 2 interface.

[edit interfaces]
user@PE2# set xe-0/0/5 unit @ family ethernet-switching interface-mode trunk
user@PE2# set xe-0/0/5 unit 0 family ethernet-switching vlan members v200


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

4. Configure ae0 as a Layer 2 interface.

[edit interfaces]
user@PE2# set ae@ unit @ family ethernet-switching interface-mode trunk

user@PE2# set ae@ unit 0 family ethernet-switching vlan members all

5. Configure the interface towards the multihomed device, CE2.

Use the same ESI value on all PE devices where the CE2 is multihomed.

[edit interfaces]
user@PE2# set xe-0/0/55:0 ether-options 802.3ad ae@
user@PE2# set ae@ esi 00:03:03:03:03:03:03:03:03:03

user@PE2# set aed esi all-active

6. Configure LACP on the aeO.

Use the same system ID value on all PE devices where the CE2 is multihomed.

[edit interfaces]
user@PE2# set ae@ aggregated-ether-options lacp active
user@PE2# set ae@ aggregated-ether-options lacp system-id 00:00:01:00:00:01

7. Configure a loopback interface.

[edit interfaces]
user@PE2# set 1o@ unit @ family inet address 10.2.3.4/32 primary

8. Create VLANs v100 and v200.

[edit vlans]
user@PE2# set v100 vlan-id 100
user@PE2# set v200 vlan-id 200



9.  Map VLANs v100 and v200 to VNIs 100 and 200.

[edit vlans]
user@PE2# set v100 vxlan vni 100
user@PE2# set v200 vxlan vni 200

10. Configure a router ID and autonomous system number.

[edit routing-options]
user@PE2# set router-id 10.2.3.4
user@PE2# set autonomous-system 65011

11. Specify the loopback interface as the source address for the VTEP tunnel.

[edit switch-options]
user@PE2# set vtep-source-interface 100.0

12. Specify a route distinguisher to uniquely identify routes sent from this device.

[edit switch-options]
user@PE2# set route-distinguisher 10.2.3.4:1

13. Specify the global VRF export policy.

[edit switch-options]
user@PE2# set vrf-target target:1111:11

14. Configure an internal BGP group for PE3 to peer with PE1 and PE2.

[edit protocols]

user@PE2# set bgp group pe type internal
user@PE2# set bgp group pe local-address 10.2.3.4
user@PE2# set bgp group pe family evpn signaling
user@PE2# set bgp group pe neighbor 10.2.3.1
user@PE2# set bgp group pe neighbor 10.2.3.2
user@PE2# set bgp group pe neighbor 10.2.3.3



15. Configure an OSPF area.

[edit protocols]
user@PE2# set ospf area 0.0.0.0 interface xe-0/0/2
user@PE2# set ospf area 0.0.0.0 interface lo@ passive

16. Set VXLAN as the data plane encapsulation for EVPN.

[edit protocols]
user@PE2# set evpn encapsulation vxlan

17. Specify that all VNI(s) are advertised by EVPN.

[edit protocols]
user@PE2# set evpn extended-vni-list all

Results

From configuration mode, confirm your configuration by entering the show chassis, show interfaces, show
routing-options, show protocols, and show routing-instances commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

user@PE2# show chassis
aggregated-devices {
ethernet {
device-count 1;

user@PE2# show interfaces
xe-0/0/2 {
unit 0 {
family inet {
address 10.14.14.2/24;



xe-0/0/5 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {

members all;

}
xe-0/0/55:0 {
ether-options {

802.3ad aeod;
}
}
aed {
esi {
00:03:03:03:03:03:03:03:03:03;
all-active;
}
aggregated-ether-options {
lacp {
active;
system-id 00:00:01:00:00:01;
}
}
unit @ {
family ethernet-switching {
interface-mode trunk;
vlan {
members all;
}
}
}
}
lo0 {
unit @ {

family inet {
address 10.2.3.4/32 {

primary;



user@PE2# show vlans

v100 {
vlan-id 100;
vxlan {
vni 100;
}
}
v200 {
vlan-id 200;
vxlan {
vni 200;
}
}

user@PE2# show routing-options
router-id 10.2.3.4;

autonomous-system 65011;

user@PE2# show switching-options
vtep-source-interface 1o0;
route-distinguisher 10.2.3.4:1;
vrf-target target:1111:11;

user@PE2# show protocols bgp
group pe {
type internal;
local-address 10.2.3.4;
family evpn {
signaling;
}
neighbor 10.2.3.3;
neighbor 10.2.3.4;



neighbor 10.2.3.1;

user@PE2# show protocols ospf
area 0.0.0.0 {
interface 100 {
passive;
}
interface xe-0/0/2;

user@PE2# show protocols evpn
encapsulation vxlan;
extended-vni-list all;

If you are done configuring the device, enter commit from configuration mode.

Configuring LACP for EVPN Active-Active Multihoming on CE2

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User
Guide.

To configure Device CE1:

1. Configure VLANs v100 and v200.

[edit vlans]
user@CE2# set v100 vlan-id 100
user@CE2# set v200 vlan-id 200

2. Configure xe-0/0/3 as a Layer 2 interface.

[edit interfaces]
user@CE2# set xe-0/0/3 unit @ family ethernet-switching interface-mode trunk

user@CE2# set xe-0/0/3 unit @ family ethernet-switching vlan members all
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3. Add member interfaces to aeO.

[edit interfaces]
user@CE2# set xe-0/0/0 ether-options 802.3ad ae0
user@CE2# set xe-0/0/5 ether-options 802.3ad ae0

4. Configure ae0 as a Layer 2 interface.

[edit interfaces]
user@CE2# set ae@ unit 0 family ethernet-switching interface-mode trunk

user@CE2# set ae@ unit @ family ethernet-switching vlan members all

5. Configure LACP as active for ae0.

[edit interfaces]

user@CE2# set ae@ aggregated-ether-options lacp active

Results

From configuration mode, confirm your configuration by entering the show chassis, show interfaces, show
routing-options, show protocols, and show routing-instances commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

user@CE2# show interfaces
xe-0/0/0 {
ether-options {
802.3ad aeo0;

}
xe-0/0/3 {
unit @ {
family ethernet-switching {
interface-mode trunk;
vlan {

members all;



user@CE2# show vlans

v100 {
vlan-id 100;
vxlan {
vni 100;
}
}
v200 {
vlan-id 200;
vxlan {
vni 200;
}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION

Verifying LACP Interface Status of PE1 | 452
Verifying LACP Interface Status of PE2 | 453

Confirm that the configuration is working properly.

Verifying LACP Interface Status of PE1

Purpose

Verify the LACP interface state on Device PE1.



Action

From operational mode, run the show lacp interfaces command.

user@E1> show lacp interfaces

Aggregated interface: ae@

LACP state: Role Exp Def Dist Col Syn Aggr Timeout Activity
xe-0/0/55:0 Actor No No Yes Yes Yes Yes Fast Active
xe-0/0/55:0 Partner No No Yes Yes Yes Yes Fast Active

LACP protocol: Receive State Transmit State Mux State
xe-0/0/55:0 Current Fast periodic Collecting distributing

Meaning

The LACP LAG interface state is active.

NOTE: In our example all links and protocols are operational. When all BGP sessions used for
Ethernet VPN (EVPN) are down the core isolation feature activates. In this state the leaf brings
down LACP to prevent the attached device from sending data. On the leaf the LACP interface
status is updated to show core isolation down (CDN). To demonstrate we deactivated BGP on
the leaf. The LACP interface status is updated to show core isolation is in effect:

user@E1> show lacp interfaces
Aggregated interface: ae0
LACP state: Role Exp Def Dist Col Syn Aggr Timeout Activity
xe-0/0/55:0 CDN Actor No No No No No Yes Fast Active
xe-0/0/55:0 CDN Partner No No No No Yes Yes Fast Active
LACP protocol: Receive State Transmit State Mux State
xe-0/0/55:0 Current Fast periodic Waiting

"Understanding When to Disable EVPN-VXLAN Core Isolation" on page 475

Verifying LACP Interface Status of PE2

Purpose

Verify the LACP interface state on Device PE2.



Action

From operational mode, run the show lacp interfaces command.

user@E2> show lacp interfaces

Aggregated interface: ae@

LACP state: Role Exp Def Dist Col Syn Aggr Timeout Activity
xe-0/0/55:0 Actor No No Yes Yes Yes Yes Fast Acttive
xe-0/0/55:0 Partner No No Yes Yes Yes Yes Fast Active

LACP protocol: Receive State Transmit State Mux State
xe-0/0/55:0 Current Fast periodic Collecting distributing

Meaning

The LACP LAG interface state is active.

‘ Understanding LACP for EVPN Active-Active Multihoming

Example: Configuring an ESI on a Logical Interface With EVPN-MPLS
Multihoming

IN THIS SECTION
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EVPN Multihoming Active-Standby Configuration | 458

Verification | 468

When a customer edge (CE) device in an Ethernet VPN-Multiprotocol Label Switching (EVPN-MPLS)
environment is multihomed to two or more provider edge (PE) devices, the set of Ethernet links that


https://www.juniper.net/documentation/en_US/junos/topics/concept/lacp-evpn-multihoming-qfx-series.html

connect the devices comprise an Ethernet segment. An Ethernet segment identifier (ESI) is a 10-octet
integer that identifies this segment. A sample ESI is 00:11:22:33:44:55:66:77:88:99.

In releases before Junos OS Release 15.1F6 and 16.1R4 for MX Series routers and in releases before
Junos OS Release 17.3R1 for EX9200 switches, you can specify an ESI only on a physical or aggregated
Ethernet interface, for example, set interfaces ae@ esi 00:11:22:33:44:55:66:77:88:99. If you specify an ESI on
a physical or aggregated Ethernet interface, keep in mind that an ESl is a factor in the designated
forwarder (DF) election process. For example, assume that you configure EVPN multihoming active-
standby on aggregated Ethernet interface ae0, and given the ESI configured on ae0 and other
determining factors, the DF election results in ae0 being in the down state. Further, all logical interfaces
configured on ae0, for example, set interfaces aed unit 1 and set interfaces ae@ unit 2 are also in the down
state, which renders logical interfaces ae0.1 and ae0.2 unable to provide services to their respective
customer sites (VLANS).

Starting with Junos OS Releases 15.1F6 and 16.1R4 for MX Series routers and Junos OS Release 17.3R1
for EX9200 switches, you can specify an ESI on a logical interface. If you specify an ESI on a logical
interface, the DF election process now occurs at the individual logical interface level, which enables you
to better utilize logical interfaces. For example, assume that you configure logical interfaces ae0.1 and
ae0.2 on aggregated Ethernet interface ae0. You configure EVPN multihoming active-standby on both
logical interfaces and given the ESI configured on ae0.1 and other determining factors, the DF election
results in ae0.1 being in the down state. Despite logical interface ae0.1 being down, logical interface
ae0.2 and other logical interfaces configured on ae0 can be in the up state and provide services to their
respective customer sites (VLANS).

This topic shows how to configure an ESI on logical interfaces in both EVPN multihoming active-standby
and active-active modes.

NOTE: We support active-standby multihoming in EVPN fabrics only with MPLS.

QFX Series switches support EVPN-VXLAN with active-active multihoming; they don't support
EVPN with MPLS or multihoming in active-standby mode.

Requirements

Both EVPN multihoming active-standby and multihoming active-active examples use the following
hardware and software components:

e An EX9200 switch running Junos OS Release 17.3R1 or later (PE1)

e An MX Series router running Junos OS Release 15.1F6 or later, or Junos OS Release 17.1R1 or later
(PE2)

Overview and Topology

EVPN Multihoming Active-Standby



Figure 30 on page 456 shows an EVPN-MPLS topology in which CE1 is multihomed to PE1 and PE2 to
provide redundant paths to CE2. On CE1, the connections to PE1 and PE2 are configured as separate
aggregated Ethernet interfaces. Table 18 on page 456 shows how the connections with CE1 are
configured on PE1 and PE2. Note that the EVPN multihoming mode, ESI, and VLAN ID are actually
configured on logical interfaces ae0.1 on each PE device.

Figure 30: EVPN-MPLS Topology with Multihoming Active-Standby
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Table 18: EVPN Multihoming Active-Standby: Configuring the Connection with CE1 on PE1 and PE2

Device @ Physical Aggregated Logical EVPN ESI VLAN
Interface Ethernet Interface Multihoming ID
Interface Mode
PE1 xe-2/0/0 ae0 ae0.1 single-active 00:11:22:33:44:55:66:77:88:99 1
PE2 xe-3/0/2 ae0 ae0.1 single-active 00:11:22:33:44:55:66:77:88:99 1

Based on the DF election, logical interface ae0.1 on PE2 is up, and logical interface ae0.1 on PE1 is
down.

Table 19 on page 457 also shows the configuration for logical interface ae0.2 on PE1. Note that logical
interface ae0.2 provides services for a different VLAN and is configured with a different ESI than logical
interface ae0.1, which is configured on the same aggregated Ethernet interface. As a result, logical



interface ae0.2 is up and providing services to VLAN 2 despite the fact that logical interface ae0.1 is in
the down state.

Table 19: Multihoming Active-Standby: Configuring Logical Interface on PE1 that Provides Services to
a Different VLAN

Device Physical Aggregated Logical EVPN ESI VLAN ID
Interface Ethernet Interface Multihoming
Interface Mode
PE1 xe-2/0/0 ae0 ae0.2 single-active | 00:22:22:33: | 2
44:55:66.77:
88:99

EVPN Multihoming Active-Active

Figure 31 on page 457 shows an EVPN-MPLS topology in which CE1 is multihomed to PE1 and PE2 to
provide redundant paths to CE2. On CE1, the connections to PE1 and PE2 are configured as one
aggregated Ethernet interface. Table 20 on page 458 shows how the connections with CE1 are
configured on PE1 and PE2. Note that the EVPN multihoming mode, ESI, and VLAN ID are actually
configured on logical interfaces ae0.1 on each device.

Figure 31: EVPN-MPLS Topology with Multihoming Active-Active
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Table 20: Multihoming Active-Active: Configuring the Connection with CE1 on PE1 and PE2

Device = Physical Aggregated Logical EVPN ESI VLAN
Interface Ethernet Interface Multihoming ID
Interface Mode
PE1 xe-2/0/0 ae0 ae0.1 all-active 00:11:22:33:44:55:66:77:88:99 1
PE2 xe-3/0/2 ae0 ae0.1 all-active 00:11:22:33:44:55:66:77:88:99 ' 1

Based on the DF election, logical interface ae0.1 on PE1 is in the up state, and logical interface ae0.1 on
PE2 is in the down state.

Table 21 on page 458 also shows the configuration for logical interface ae0.2 on PE1. Note that logical
interface ae0.2 provides services for a different VLAN and is configured with a different ESI than logical
interface ae0.1, which is in the same aggregated Ethernet interface. As a result, logical interface ae0.2 is
down and unable to provide services to VLAN 2 despite the fact that logical interface ae0.1 is in the up
state.

Table 21: EVPN Multihoming Active-Active: Configuring Interface on PE1 that Provides Services to a
Different VLAN

Device = Physical Aggregated Logical EVPN ESI VLAN
Interface Ethernet Interface Multihoming ID
Interface Mode
PE1 xe-2/0/0 ae0 ae0.2 all-active 00:22:22:33:44:55:66:77:88:99 @ 2

EVPN Multihoming Active-Standby Configuration
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NOTE: The configurations for PE1 (EX9200) and PE2 (MX Series router) focus on configuring
EVPN multhihoming active-standby and ESIs on logical interfaces. The configurations do not
include all EVPN-related configurations for physical interfaces, aggregated Ethernet interfaces,
logical interfaces, and routing instances. For a more comprehensive configuration of EVPN
multhihoming active-standby in an EVPN-MPLS environment, see "Example: Configuring Basic
EVPN-MPLS Active-Standby Multihoming" on page 254.

CLI Quick Configuration

PE1

set interfaces xe-2/0/0 gigether-options 802.3ad ae@

set interfaces ae® flexible-vlan-tagging

set interfaces ae@ encapsulation flexible-ethernet-services
set interfaces ae@ unit 1 encapsulation vlan-bridge

vlan-id 1

esi 00:11:22:33:44:55:66:77:88:99

set interfaces ae@ unit
set interfaces ae0 unit
set interfaces ae@ unit 1 esi single-active
set interfaces ae@ unit 2 encapsulation vlan-bridge

esi 00:22:22:33:44:55:66:77:88:99

esi single-active

1
1
1
2

set interfaces ae@ unit 2 vlan-id 2
set interfaces ae@ unit 2
set interfaces ae@ unit 2
1

set interfaces irb unit 1 family inet address 192.0.2.1/24
set interfaces irb unit 2 family inet address 192.0.2.2/24
set routing-instances blue instance-type evpn

set routing-instances blue vlan-id 1

set routing-instances blue interface ae0.1

set routing-instances blue 13-interface irb.1

set routing-instances blue protocols evpn interface ae0.1
set routing-instances green instance-type evpn

set routing-instances green vlan-id 2

set routing-instances green interface ae0.2

set routing-instances green 13-interface irb.2

set routing-instances green protocols evpn interface ae0.2
set routing-instances vrf instance-type vrf
set routing-instances vrf interface irb.1



set routing-instances vrf interface irb.2

PE2

set interfaces xe-3/0/2 gigether-options 802.3ad ae@

set interfaces ae0 flexible-vlan-tagging

set interfaces ae@ encapsulation flexible-ethernet-services
set interfaces ae@ unit 1 encapsulation vlan-bridge

set interfaces ae@ unit 1 vlan-id 1

set interfaces ae@ unit 1 esi 00:11:22:33:44:55:66:77:88:99
set interfaces ae@ unit 1 esi single-active

set interfaces irb unit 1 family inet address 192.0.2.1/24
set routing-instances blue instance-type evpn

set routing-instances blue vlan-id 1

set routing-instances blue interface ae0.1

set routing-instances blue routing-interface irb.1

set routing-instances blue protocols evpn interface ae0.1

set routing-instances vrf instance-type vrf
set routing-instances vrf interface irb.1

Procedure

Step-by-Step Procedure

To configure EVPN multihoming active-standby on PE1:

1. Specify an Ethernet interface as a member of aggregated Ethernet interface ae0.

[edit interfaces]
user@switch# set xe-2/0/0 gigether-options 802.3ad ae@



2. Configure aggregated Ethernet interface ae0 to simultaneously transmit 802.1Q VLAN single-tag and
dual-tag frames and to support different types of Ethernet encapsulation at the logical interface level.

[edit interfaces]
user@switch# set ae@ flexible-vlan-tagging
user@switch# set ae@ encapsulation flexible-ethernet-services

3. On aggregated Ethernet interface ae0, configure logical interfaces ae0.1 and ae0.2. Configure the
logical interfaces to use VLAN bridge encapsulation, and map the logical interfaces to VLANs 1 and
2, respectively. Also, assign an ESI to the logical interfaces, and enable EVPN multihoming active-
standby.

[edit interfaces]
user@switch# set ae@ unit 1 encapsulation vlan-bridge

vlan-id 1

esi 00:11:22:33:44:55:66:77:88:99

esi single-active

user@switch# set ae@ unit
user@switch# set ae@ unit
user@switch# set ae@ unit
user@switch# set ae@ unit 2 encapsulation vlan-bridge

vlan-id 2

esi 00:22:22:33:44:55:66:77:88:99

esi single-active

user@switch# set ae@ unit

user@switch# set ae@ unit

N N N N — = a2

user@switch# set ae@ unit

4. Configure IRB interfaces irb.1 and irb.2, and assign an IP address to each interface.

[edit interfaces]
set interfaces irb unit 1 family inet address 192.0.2.1/24
set interfaces irb unit 2 family inet address 192.0.2.2/24

5. Configure an EVPN routing instance named blue. Map the routing instance to VLAN 1, logical
interface ae0.1, and IRB interface irb.1. Configure EVPN logical interface ae0.1 for the EVPN routing
instance.

[edit routing-instances]

user@switch# set blue instance-type evpn
user@switch# set blue vlan-id 1

user@switch# set blue interface ae0.1

user@switch# set blue 13-interface irb.1
user@switch# set blue protocols evpn interface ae0.1



6. Configure an EVPN routing instance named green. Map the routing instance to VLAN 2, logical
interface ae0.2, and IRB interface irb.2. Configure logical interface ae0.2 for the EVPN routing
instance.

[edit routing-instances]

user@switch# set green instance-type evpn
user@switch# set green vlan-id 2

user@switch# set green interface ae0.2

user@switch# set green 13-interface irb.2
user@switch# set green protocols evpn interface ae0.2

7. Configure a VRF routing instance, and add IRB interfaces irb.1 and irb.2 to the routing instance.

[edit routing-instances]
set vrf instance-type vrf
set vrf interface irb.1
set vrf interface irb.2

Step-by-Step Procedure

To configure EVPN multihoming active-standby on PE2:

1. Specify an Ethernet interface as a member of aggregated Ethernet interface ae0.

[edit interfaces]
user@router# set xe-3/0/2 gigether-options 802.3ad ae@

2. Configure aggregated Ethernet interface ae0 to simultaneously transmit 802.1Q VLAN single-tag and
dual-tag frames and to support different types of Ethernet encapsulation at the logical interface level.

[edit interfaces]
user@router# set ae@ flexible-vlan-tagging
user@router# set ae® encapsulation flexible-ethernet-services



3. On aggregated Ethernet interface aeO, configure logical interface ae0.1. Configure the logical
interface to use VLAN bridge encapsulation, and map the logical interface to VLAN 1 and 2. Also,
assign an ESI to the logical interface, and enable EVPN multihoming active-standby.

[edit interfaces]

user@router# set ae@ unit 1 encapsulation vlan-bridge
user@router# set ae@ unit 1 vlan-id 1

user@router# set ae@ unit 1 esi 00:11:22:33:44:55:66:77:88:99
user@router# set ae@ unit 1 esi single-active

4. Configure IRB interface irb.1, and assign an IP address to the interface.

[edit interfaces]
user@router# set irb unit 1 family inet address 192.0.2.1/24

5. Configure an EVPN routing instance named blue. Map the routing instance to VLAN 1, logical
interface ae0.1, and IRB interface irb.1. Configure EVPN logical interface ae0.1 for the EVPN routing
instance.

[edit routing-instances]

user@router# set blue instance-type evpn
user@router# set blue vlan-id 1

user@router# set blue interface ae0.1
user@router# set blue routing-interface irb.1

user@router# set blue protocols evpn interface ae0.1

6. Configure a VRF routing instance, and add IRB interface irb.1 to the routing instance.

[edit routing-instances]
user@router# set vrf instance-type vrf
user@router# set vrf interface irb.1



EVPN Multihoming Active-Active Configuration

CLI Quick Configuration

NOTE: The configurations for PE1 (EX9200) and PE2 (MX Series router) focus on configuring
EVPN multhihoming active-active and ESIs on logical interfaces. The configurations do not
include all EVPN-related configurations for physical interfaces, aggregated Ethernet interfaces,
logical interfaces, and routing instances. For a more comprehensive configuration of EVPN
multhihoming active-active, see "Example: Configuring EVPN Active-Active Multihoming" on
page 337. Note that the referenced example shows how to configure ESIs on physical and
aggregated Ethernet interfaces.

PE1

set interfaces xe-2/0/0 gigether-options 802.3ad ae@

set interfaces ae0 flexible-vlan-tagging

set interfaces ae@ encapsulation flexible-ethernet-services
set interfaces ae@ unit 1 encapsulation vlan-bridge

vlan-id 1

esi 00:11:22:33:44:55:66:77:88:99

set interfaces ae0 unit
set interfaces ae@ unit
set interfaces ae0@ unit 1 esi all-active
set interfaces ae@ unit 2 encapsulation vlan-bridge

esi 00:22:22:33:44:55:66:77:88:99

esi all-active

1

1

1

2
set interfaces ae0@ unit 2 vlan-id 2
set interfaces ae0 unit 2
set interfaces ae0 unit 2
set interfaces irb unit 1 family inet address 192.0.2.1/24
set interfaces irb unit 2 family inet address 192.0.2.2/24
set routing-instances blue instance-type evpn
set routing-instances blue vlan-id 1
set routing-instances blue interface ae0.1

set routing-instances blue 13-interface irb.1

set routing-instances blue protocols evpn interface ae0.1
set routing-instances green instance-type evpn

set routing-instances green vlan-id 2

set routing-instances green interface ae0.2

set routing-instances green 13-interface irb.2

set routing-instances green protocols evpn interface ae0.2

set routing-instances vrf instance-type vrf



set routing-instances vrf interface irb.1

set routing-instances vrf interface irb.2

PE2

set interfaces xe-3/0/2 gigether-options 802.3ad ae@

set interfaces ae@ flexible-vlan-tagging

set interfaces ae@ encapsulation flexible-ethernet-services
set interfaces ae@ unit 1 encapsulation vlan-bridge

set interfaces ae0 unit 1 vlan-id 1

set interfaces ae0@ unit 1 esi 00:11:22:33:44:55:66:77:88:99
set interfaces ae@ unit 1 esi all-active

set interfaces irb unit 1 family inet address 192.0.2.1/24
set routing-instances blue instance-type evpn

set routing-instances blue vlan-id 1

set routing-instances blue interface ae0.1

set routing-instances blue routing-interface irb.1

set routing-instances blue protocols evpn interface ae0.1
set routing-instances vrf instance-type vrf

set routing-instances vrf interface irb.1

Step-by-Step Procedure

To configure EVPN multihoming active-active on PE1:

1. Specify an Ethernet interface as a member of aggregated Ethernet interface aeO.

[edit interfaces]
user@switch# set xe-2/0/0 gigether-options 802.3ad ae@

2. Configure aggregated Ethernet interface ae0 to simultaneously transmit 802.1Q VLAN single-tag and
dual-tag frames and to support different types of Ethernet encapsulation at the logical interface level.

[edit interfaces]
user@switch# set ae@ flexible-vlan-tagging
user@switch# set ae@ encapsulation flexible-ethernet-services



3. On aggregated Ethernet interface ae0, configure logical interfaces ae0.1 and ae0.2. Configure the
logical interfaces to use VLAN bridge encapsulation, and map the logical interfaces to VLANs 1 and
2, respectively. Also, assign an ESI to the logical interfaces, and enable EVPN multihoming active-
active.

[edit interfaces]
user@switch# set ae@ unit 1 encapsulation vlan-bridge

vlan-id 1

esi 00:11:22:33:44:55:66:77:88:99

esi all-active

user@switch# set ae@ unit
user@switch# set ae@ unit
user@switch# set ae@ unit
user@switch# set ae@ unit 2 encapsulation vlan-bridge

vlan-id 2

esi 00:22:22:33:44:55:66:77:88:99

esi all-active

user@switch# set ae@ unit

user@switch# set ae@ unit

N N N N — = a2 -

user@switch# set ae@ unit

4. Configure IRB interfaces irb.1 and irb.2, and assign an IP address to each interface.

[edit interfaces]
set interfaces irb unit 1 family inet address 192.0.2.1/24
set interfaces irb unit 2 family inet address 192.0.2.2/24

5. Configure an EVPN routing instance named blue. Map the routing instance to VLAN 1, logical
interface ae0.1, and IRB interface irb.1. Configure logical interface ae0.1 for the EVPN routing
instance.

[edit routing-instances]

user@switch# set blue instance-type evpn
user@switch# set blue vlan-id 1

user@switch# set blue interface ae0.1

user@switch# set blue 13-interface irb.1
user@switch# set blue protocols evpn interface ae0.1

6. Configure an EVPN routing instance named green. Map the routing instance to VLAN 2, logical
interface ae0.2, and IRB interface irb.2. Configure logical interface ae0.2 for the EVPN routing
instance.

[edit routing-instances]
user@switch# set green instance-type evpn

user@switch# set green vlan-id 2



user@switch# set green interface ae0.2
user@switch# set green 13-interface irb.2
user@switch# set green protocols evpn interface ae0.2

7. Configure a VRF routing instance, and add IRB interfaces irb.1 and irb.2 to the routing instance.

[edit routing-instances]
set vrf instance-type vrf
set vrf interface irb.1
set vrf interface irb.2

Step-by-Step Procedure

To configure EVPN multihoming active-active on PE2:

1. Specify Ethernet interface xe-3/0/2 as a member of aggregated Ethernet interface ae0.

[edit interfaces]
user@router# set xe-3/0/2 gigether-options 802.3ad ae@

2. Configure aggregated Ethernet interface ae0 to simultaneously transmit 802.1Q VLAN single-tag and
dual-tag frames and to support different types of Ethernet encapsulation at the logical interface level.

[edit interfaces]
user@router# set ae@ flexible-vlan-tagging

user@router# set ae@ encapsulation flexible-ethernet-services

3. On aggregated Ethernet interface ae0, configure logical interface ae0.1. Configure the logical
interface to use VLAN bridge encapsulation, and map the logical interface to VLANSs 1. Also, assign
an ESI to the logical interface, and enable EVPN multihoming active-active.

[edit interfaces]

user@router# set ae@ unit 1 encapsulation vlan-bridge
user@router# set ae@ unit 1 vlan-id 1

user@router# set ae@ unit 1 esi 00:11:22:33:44:55:66:77:88:99
user@router# set ae@ unit 1 esi all-active



4. Configure IRB interface irb.1, and assign an IP address to the interface.

[edit interfaces]
user@router# set irb unit 1 family inet address 192.0.2.1/24

5. Configure an EVPN routing instance named blue. Map the routing instance to VLAN 1, logical
interface ae0.1, and IRB interface irb.1. Configure logical interface ae0.1 for the EVPN routing
instance.

[edit routing-instances]

user@router# set blue instance-type evpn
user@router# set blue vlan-id 1

user@router# set blue interface ae0.1

user@router# set blue routing-interface irb.1
user@router# set blue protocols evpn interface ae0.1

6. Configure a VRF routing instance, and add IRB interface irb.1 to the routing instance.

[edit routing-instances]
user@router# set vrf instance-type vrf
user@router# set vrf interface irb.1

Verification
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Verifying that a Logical Interface Has Correct ESI and EVPN Multihoming Mode

Purpose

Verify that logical interface ae0.1 is configured with the correct ESI and EVPN multihoming mode.



Action

From operational mode, enter the show interfaces ae@.1 command.

user@switch> show interfaces ae@.1
Logical interface ae@.1 (Index 332) (SNMP ifIndex 706)
Flags: Up SNMP-Traps 0x20004000 VLAN-Tag [ 0x8100.100 ] Encapsulation: VLAN-Bridge
Input packets : @
Output packets: 0
Protocol bridge, MTU: 1522
Flags: Is-Primary
Ethernet segment value: 00:11:22:33:44:55:66:77:88:99, Mode: Single-active

Meaning

The output shows that logical interface ae0.1 is configured with ESI 00:11:22:33:44:55:66:77:88:99 and
the EVPN multihoming mode is single-active for multihoming active-standby mode. For a scenario with
multihoming active-active mode, the output would display all-active.

Verifying the EVPN Routing Instance Status

Purpose

Verify the status of the various elements configured in an EVPN routing instance.

Action

From operational mode, enter the show evpn instance extensive command.

user@switch> show evpn instance extensive

Instance: blue

Number of local interfaces: (1 up)
Interface name ESI Mode Status AC-Role
ae0.1 00:11:22:33:44:55:066:77:88:99 single-active Up Root
Number of IRB interfaces: 1 (1 up)
Interface name VLAN ID Status L3 context
irb.1 1 Up vrf
Number of protect interfaces: 0
Number of bridge domains: 1



VLAN Domain ID Intfs / up IRB intf  Mode MAC sync IM route label SG
sync IM core nexthop

1 0 0 Local switching

Number of ethernet segments: 1
ESI: 00:11:22:33:44:55:066:77:88:99

Status: Resolved by IFL ae0.1

Local interface: ae@.1, Status: Up/Forwarding

Number of remote PEs connected: 1
Remote PE MAC label Aliasing label Mode
10.255.0.1 0 300928 all-active

DF Election Algorithm: MOD based

Designated forwarder: 10.255.0.1

Backup forwarder: 10.255.0.2

Last designated forwarder update: Jul 28 13:04:29

Advertised split horizon label: 300128

Meaning

The output shows that for the EVPN routing instance named blue, the logical interface ae0.1 and IRB
interface irb.1 are up and running. It also shows that VLAN 1 and Ethernet segment
00:11:22:33:44:55:066:77:88:99 are properly mapped to the routing instance. It also shows the status
of the DF election.

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

15.1F6 Starting with Junos OS Releases 15.1F6 and 16.1R4 for MX Series routers and Junos OS Release 17.3R1
for EX9200 switches, you can specify an ESI on a logical interface.

EVPN Multihoming Overview | 145
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https://apps.juniper.net/feature-explorer/

Configuring Dynamic List Next Hop

The routing table on a remote PE has a next hop entry for Ethernet segment identifier (ESI) routes with
multiple next-hop elements for multihomed PE devices. For EVPN active-active multihoming device, the
ESI route points to two next hop elements. Prior to dynamic list next hop, the routing protocol process
(rpd) removed the next-hop entry for the ESI route when the link between the CE device and a
multihome PE device goes down. The rpd would then create a new next hop entry for the ESI causing
mass MAC route withdrawals and additions.

Starting in Junos OS Release 17.4R1, Junos OS supports the dynamic list next-hop feature in an EVPN
network. Now when the link between the CE device and a multihomed PE device goes down, rather
than removing the entire next hop and creating a new next hop for the ESI, the rpd removes the
affected next hop element from the dynamic list next-hop entry for the ESI route. Dynamic list next hop
provides the benefit of reducing mass MAC route withdrawals, improving the device performance, and
reducing network convergence time.

To enable the dynamic list next-hop feature, include the dynamic-list-next-hop statement in the [edit
routing-options forwarding-table] hierarchy.

NOTE: If you are performing an unified in-service software upgrade (ISSU) to upgrade your
device from a Junos OS release prior to Junos OS Release 17.4R1, you must upgrade both the
primary Routing Engine and the backup Routing Engine before enabling the dynamic list next-
hop feature.

To disable the dynamic list next-hop feature when it is enabled, use the delete routing-options forwarding-
table dynamic-list-next-hop statement.

To display the next-hop elements from the Routing Engine’s forwarding table, use the show route label

and show route forwarding-table commands.

The following sample output from the show route label detail command shows two indirect next hops for
an ESI with the dynamic list next-hop feature enabled.

user@host> show route label 299952 detail

mpls.0: 14 destinations, 14 routes (14 active, @ holddown, @ hidden)

299952 (1 entry, 1 announced)

TSI:

KRT in-kernel 299952 /52 -> {Dyn list:indirect(1048577), indirect(1048574)}

*EVPN  Preference: 7

Next hop type: Dynamic List, Next hop index: 1048575
Address: 0x13f497fc



Next-hop reference count: 5
Next hop: ELNH Address 0xb7a3d90 uflags EVPN data
Next hop type: Indirect, Next hop index: @
Address: 0xb7a3d90
Next-hop reference count: 3
Protocol next hop: 10.255.255.2
Label operation: Push 301344
Indirect next hop: 0x135b5c00 1048577 INH Session ID: 0x181
Next hop type: Router, Next hop index: 619
Address: 0xb7a3d30
Next-hop reference count: 4
Next hop: 1.0.0.4 via ge-0/0/1.0
Label operation: Push 301344, Push 299792(top)
Label TTL action: no-prop-ttl, no-prop-ttl(top)
Load balance label: Label 301344: None; Label 299792: None;
Label element ptr: 0xb7a3cc0
Label parent element ptr: 0xb7a34e0
Label element references: 1
Label element child references: 0
Label element 1lsp id: @
Next hop: ELNH Address 0xb7a37f0 uflags EVPN data
Next hop type: Indirect, Next hop index: @
Address: 0xb7a37f0
Next-hop reference count: 3
Protocol next hop: 10.255.255.3
Label operation: Push 301632
Indirect next hop: 0x135b5480 1048574 INH Session ID: 0x180
Next hop type: Router, Next hop index: 600
Address: 0xb7a3790
Next-hop reference count: 4
Next hop: 1.0.0.4 via ge-0/0/1.0
Label operation: Push 301632, Push 299776(top)
Label TTL action: no-prop-ttl, no-prop-ttl(top)
Load balance label: Label 301632: None; Label 299776: None;
Label element ptr: 0xb7a3720
Label parent element ptr: 0xb7a3420
Label element references: 1
Label element child references: 0
Label element 1lsp id: @
State: <Active Int>
Age: 1:18
Validation State: unverified

Task: evpn global task



Announcement bits (2): 1-KRT 2-evpn global task
AS path: I
Routing Instance blue, Route Type Egress-MAC, ESI 00:11:22:33:44:55:66:77:88:99

The following sample output from the show route forwarding table command shows two next-hop entries
for a destination with a multihomed route.

user@host> show route forwarding-table label 299952 extensive
MPLS:

Destination: 299952
Route type: user

Route reference: @ Route interface-index: 0
Multicast RPF nh index: @

P2mpidx: @

Flags: sent to PFE, rt nh decoupled

Next-hop type: indirect Index: 1048575 Reference: 2
Nexthop:

Next-hop type: composite Index: 601 Reference: 2
Next-hop type: indirect Index: 1048574 Reference: 3

Nexthop: 1.0.0.4

Next-hop type: Push 301632, Push 299776(top) Index: 600 Reference: 2
Load Balance Label: None

Next-hop interface: ge-0/0/1.0

Next-hop type: indirect Index: 1048577 Reference: 3
Nexthop: 1.0.0.4

Next-hop type: Push 301344, Push 299792(top) Index: 619 Reference: 2
Load Balance Label: None

Next-hop interface: ge-0/0/1.0

The following sample shows the show route forwarding table command output after one of the PE devices
has been disabled. It shows one next-hop element and one empty next-hop element.

user@host> show route forwarding-table label 299952 extensive
Routing table: default.mpls [Index 0]
MPLS:

Destination: 299952
Route type: user
Route reference: @ Route interface-index: 0
Multicast RPF nh index: @



P2mpidx: @
Flags: sent to PFE, rt nh decoupled

Next-hop type: indirect Index: 1048575 Reference: 2
Nexthop:

Next-hop type: composite Index: 601 Reference: 2
Next-hop type: indirect Index: 1048577 Reference: 3

Nexthop: 1.0.0.4

Next-hop type: Push 301344, Push 299792(top) Index: 619 Reference: 2
Load Balance Label: None

Next-hop interface: ge-0/0/1.0
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Link States and Network Isolation Conditions in
EVPN Networks
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By default, spine and leaf devices in an EVPN network implement the core isolation feature. If one of
these devices loses all of its EVPN BGP peering sessions, the core isolation feature, working in
conjunction with Link Aggregation Control Protocol (LACP), automatically brings down all Layer 2
Ethernet Segment Identifier (ESI) link aggregation group (LAG) interfaces on the device.

In some situations, the core isolation feature produces a favorable outcome. However, in other
situations, the feature produces an undesired outcome, which you can prevent by disabling the feature.
The next sections describe an example situation in each case.
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Use Case 1: Example of When to Use the Core Isolation Feature

Figure 32 on page 476 displays a topology in which two QFX10000 switches act as spine devices that
form an EVPN-VXLAN core. In this topology, six QFX5110 switches that act as leaf devices are
multihomed in active-active mode to the spine devices, and in turn, each server is multihomed through
ESI-LAG interfaces to two leaf devices.

Figure 32: EVPN-VXLAN Core Isolation Use Case
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If the links between Leaf 1 and the two spine devices go down, the BGP peering sessions established
over the links also go down. With the core isolation feature enabled by default, LACP sets the server-
facing interface on Leaf 1 to standby mode, which blocks all traffic from the server. In this situation, the
default implementation of the core isolation feature provides the following benefits:
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e With the links from Leaf 1 to both spine devices down, it does not make sense for the server to
continue forwarding traffic to Leaf 1.

e Traffic from the server is diverted to Leaf 2 until the links between Leaf 1 and the two spine devices
are up again.

Use Case 2: Example of When to Disable the Core Isolation Feature

The topology shown in Figure 33 on page 477 is migrating from multichassis link aggregation (MC-LAG)
and Virtual Chassis environments to an EVPN-VXLAN environment. In this topology, the only EVPN-
VXLAN components are two QFX10000 switches that act as spine devices. The QFX5110 switches that
act as leaf (MC-LAG and Virtual Chassis) devices are multihomed in active-active mode through ESI-LAG
interfaces to the spine devices.



Figure 33: EVPN No Core Isolation Use Case
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If the link between Spine 0 and Spine 1 goes down, the last established BGP peering session also goes

down. With the core isolation feature enabled by default, LACP sets the leaf-facing interfaces on Spines
0 and 1 to standby mode, which causes data traffic to and from both leaf devices to be dropped. With
the core isolation feature implemented at the leaf device level, traffic within the data center would

essentially be halted, which is an undesired outcome.

In cases like this, you can set no-core-isolation at the [edit protocols evpn] configuration hierarchy level on

each spine device to disable the core isolation feature. See the AFTER illustration in Figure 33 on page

477. This statement is available only at the global level, so it applies to either all EVPN routing instances
or the default switch instance on devices that don't have multiple routing instances.

Change History Table

477



Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

17.3R3 Starting with Junos OS Release 17.3R3, you can set the no-core-isolation configuration statement at the

[edit protocols evpn] hierarchy level on spine device s in the fabric to disable the core isolation feature.

‘ Example: Configuring LACP for EVPN VXLAN Active-Active Multihoming | 427

Backup Liveness Detection on EVPN Dual Homing
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By default, spine-and-leaf devices in an EVPN network implement the core isolation feature. When a
device loses all of its EVPN BGP peering sessions it triggers the core isolation feature. Using the LACP,
the core isolation feature shuts down all L2 ESI LAG interfaces.

In some situations, the core isolation feature produces a favorable outcome. In other situations, the core
isolation feature produces an undesired outcome, which you can prevent by disabling it. However, in a
dual-homed architecture, disabling the core isolation feature on one or both peers can cause other
issues. You can address these issues by configuring node liveness detection along with the default core
isolation feature.


https://apps.juniper.net/feature-explorer/
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EVPN Core Isolation Configurations

Figure 34 on page 479 displays an EVPN-VXLAN topology with two spine devices with the default
configuration for core isolation. The QFX5110 switches acting as leaf devices are multihomed in active/
active mode through ESI-LAG interfaces to the spine devices.

Figure 34: EVPN-VXLAN Default Core Isolation
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If the link between Spine 0 and Spine 1 goes down, the last established BGP peering session also goes
down. The default core isolation feature triggers LACP to set the leaf-facing interfaces on Spines 0 and 1
to standby mode. This causes data traffic to and from both leaf devices to be dropped halting traffic
within the data center, which is an undesired outcome.

Figure 35 on page 480 displays an EVPN-VXLAN topology with two spine devices with no-core-isolation
configured. The QFX5110 switches acting as leaf devices are multihomed in active/active mode through
ESI-LAG interfaces to the spine devices.



Figure 35: EVPN-VXLAN No Core Isolation
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Disabling the core isolation feature could cause the following issues:

e With no-core-isolation configured on both Spine devices the links to the leaf devices will remain up
even when BGP is down. But L3 traffic might fail because ARP/ND resolution will fail. When Spine O
generates an ARP/ND request, the ARP/ND reply might get load balanced to Spine 1. But since BGP
is down, the control plane will not synchronize resulting in ARP resolution failures.

e With no-core-isolation configured only on Spine O, only Spine 1 would shut down its leaf facing
interface when BGP is down. However, if Spine O goes down, Spine 1 still brings its leaf facing
interfaces down stopping the data traffic to and from both leaf devices.

Figure 36 on page 481 displays an EVPN-VXLAN topology with two spine devices with node-detection
(backup liveness detection) configured. The QFX5110 switches acting as leaf devices are multihomed in
active/active mode through ESI-LAG interfaces to the spine devices.
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Figure 36: EVPN Node Detection (Backup Liveness Detection)
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The node liveness detection uses BFD configured between the EVPN peers with one side configured to
take action based on the BFD and BGP status. This action ensures traffic forwarding continues through
the network. The BFD liveness session can run over standard interfaces or over the management
interfaces between the EVPN BGP peer devices. Node liveness needs to be detected even when the link
between the Spines is down. So, node liveness detection should run over a separate network.

NOTE: Junos OS Evolved platforms do not support BFD over management ports.

Benefits of Backup Liveness Detection

o Can keep the leaf facing links up on one of the devices in a dual-homed environment during a core
isolation event.

e Ensures internal traffic continues even with a BGP failure on the Spine devices.

Behavior

The node liveness feature behaves as follows. When the BGP session is up, both peers keep their leaf
facing ESI-LAG interfaces up. When the BGP session is down but the BFD session is up. The Spine with
the action configured brings its leaf facing ESI-LAG interfaces down. The Spine which has no action
configured will keep its ESI-LAG facing the leaf devices up. When the BGP session and the BFD session



tracking the node liveness are down, it indicates one of the Spine devices has gone down. Then the

Spine with the action configured will keep its leaf facing ESI-LAG interfaces up if it is active. When the

BFD session comes back up, the Spine with action configured will again bring its leaf facing ESI-LAG

interfaces down.

Table 1 summarizes the state on each of the Spine devices in the different scenarios. The actions

configured will be either laser-off or trigger-node-isolation. With laser-off as the action the leaf facing ESI-

LAG would receive a laser-off signal on core-isolation. If the action configured is trigger-node-isolation the

12 process will place the leaf facing ESI-LAG links in link-down state.

Table 22: Backup Liveness Behavior

BGP State

Up -> Down

Up -> Down

Down -> Up

Down -> Up

Node Liveness BFD = On Spine with

State

Down

Up

Down

Up

action Configured

ESI-LAG remains up

Bring ESI-LAG
down

If ESI LAG is down,
bring it up.

If ESI LAG is down,
bring it up.

On Spine with
action Not
Configured

ESI-LAG remains up

ESI-LAG remains up

ESI-LAG remains up

ESI-LAG remains up

Comments

For example, on
Spine O both BGP
and liveness are
down Which means
that Spine 1 is
unavailable. Keep
ESI LAG UP
regardless of action
configuration

BGP state is down.
But BFD is up. This
indicates a split-
brain scenario. Only
one ESI LAG must
be up. So shut
down the ESI LAG
on the device with
the action
configured.

BGP status takes
precedence

BGP status takes
precedence



Limitations

e Junos OS Evolved platforms do not support BFD over management ports, due to a Junos OS Evolved
limitation that prevents sending protocol packets over a management port.

e EVPN node liveness detection does not support Multihop BFD. Configure node liveness detection
over directly connected interfaces.

e Configuring no-core-isolation overrides node-detection configurations.

Configure EVPN Backup Liveness Detection

Configure the following elements to enable the backup liveness detection feature for an EVPN peer:
1. Configure node-detection on both EVPN peers with the action configured only on one peer.

e Peer 1 with action configured

[edit]

set protocols evpn node-detection next-hop interface;

set protocols evpn node-detection action (laser-off | trigger-node-isolation);

set protocols evpn node-detection bfd-liveness-